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The evolution of human Kent

- From apes to modern humans

Source: https://www.linkedin.com/pulse/timeline-human-prehistory-manjunath-r/
4
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From analogue to digital
g 2D
martphones acd
Telephone g 1997 ;OD:DD “
1876 s
Cave Painting 4 Television ?Igggging
80,000 BOE. o027 2010s - SMART HOMES
2020s - 5G CONNECTIVITY

2030s - AUTONOMOUS CARS

Carrier Pigeons

| 776 BCE
y : Internet
< qf A "o Eﬂ
e : First Daily Newspaper Radio Signal pt |
1650 1927  World Wide Web ;vggg

1994

Source:; https://medium.com/@thisisvibhuti/navigating-nuances-in-virtual-
conversations-digital-body-language-263c8150f301
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2007 ANALOG
19 exabytes

- Paper, film, audiotape and vinyl: 6 %
- Analogvideotapes (VHS, etc): 94 % ANALOG
- Portable media, flash drives: 2% DIGITAL @

- Portable hard disks:2.4%
- CDs and minidisks: 6.8 %

Global Information Storage Capacity
in optimally compressed bytes

- Computer servers and mainframes:8.9 %

- Digital tape:11.8 %

1986 1993

ANALOG /

2.6 exabytes : A o

, — - DVD/Blu-ray: 22.8 % I
| | ANALOG STORAGE DIGITAL ‘,

DIGITAL Wy 00— STORAGE
0.02 exabytes

v - PC hard disks: 44.5%
2002: 123 billion gigabytes
“beginning
of the digital age”

50%
% digital: Bl bl ey i S
1% 3% 25 % 94 % meraL 5

280 exabytes

Source: Hilbert, M., & Lépez, P. (2011). The World’s Technological Capacity to Store, Communicate, and
Compute Information. Science, 332(6025), 60 —65. http://www.martinhilbert.net/WorldinfoCapacity.html
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Annual mobile data traffic worldwide 2012-29

312.6
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Annual mobile data usage in exabytes per month
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v
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Source: https://www.statista.com/statistics/630107/annual-mobile-data-usage-
vodafone-worldwide/ 7
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Revenue of leading data centre markets 2018-29

Revenue in billion US. dollars

250
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50

212.06

147.07

88.51 8936 8945 934 9238

63.28 62.11

58.68 57.81 58.8

25.03 26.95 295
15.37 1552 15.60 1656 1631 1868 20.6  21.96 23.24

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029

=®= United States =@= China Japan == Germany =#= United Kingdom

Source: https://www.statista.com/statistics/1370199/leading-data-center-

markets-qglobally/ 8
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- The Internet of Everything!
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Who are the data generators? Kent

And the generative Al!

" Generative Al market size worldwide 2020-30
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Source: https://arxiv.org/abs/2303. 18223

Billion U.S. dollars
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2020 2021 2022 2023 2024* 2025% 2026 2027+ 2028* 2029* 2030* 2031* 2032~

Source: https://www.statista.com/statistics/1417151/generative-ai-

revenue-worldwide/ 10
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How fast has generative Al become popular?

Threads Shoots Past One Million
User Mark at Lightning Speed

Time it took for selected online services
to reach one million users

\ . 1hour*

D | 5 days OO OO
‘lmtugftam 2010 . 2.5 months r_\OT Q
@ Spotify: 2008 - 5 months Q D

22 Dropbox : - 7 months SOU rce.
https://www.statista.com/chart/29

174/time-to-one-million-users/

O
=

10 months

faceboolk 2004

FOURSQUARE ~009 13 months

& airbnb 2008 2.5 years
KIGKSTARTER 2009 2.5 years
NETFL'X 1999 3.5 years

Refers to one million backers (Kickstarter), nights booked (Airbnb),
downloads (Instagram/Foursquare)

* Two million signups in two hours

Source: Company announcements via Business Insider/Linkedin

statista ”a 11
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- Global use of generative Al in 2023

Share of respondents

100%

50%
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Source: https://www.statista.com/statistics/1455933/generative-ai-

use-worldwide-by-group/
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- From databases (1970s) to generative Al (now)

A Brief His?

Key inflection points across computing, internet, cloud and mobile

ORACLE |
1979 Cracle | ———
founded A - o
1984
i Macintosh
= - released
_- 1976 Apple 1980
1970 IBM totntad Apple 1RO ORACLE
database 1986
Cracle IPO
1986
1976 Windows
Microsoft launched
founded
1979 GUI
MICRO invented at
SOFT Xerox
goEE
E‘Em 1986
E@E@ Microsoft IPO
MICROSOFT
XEROX

© 2023 Menlo Ventures

facebook Q\ airbnb
[thefacebook] | 2012 2020
2004 Facebook IPO Airbnb IPO
Facebook
founded 2007 iPhone /‘Qi @
released
£0L 2022 ChatGPT
1E 2012100M Snap IPO o
: released
iPhone users
1997 100M 200518
internet users internet users ubercals Uber
2009 Uber 2019 Uber
launched PO
2015
. 1“?9 : f“?“ Shopify IPO
alesiorce alesiorce
_ £ shopify 2023 100M
founded IPO 2007 Netflix ChatGPT users
streaming
~force sforce NETFLIX 2012
- y Workday IPO
workday. 2020

2006 AWS launched
aws

Snowflake IPO

Source: https://menlovc.com/perspective/generative-ai-lessons-from-

prior-waves/

14
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- The Internet of Everything!
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And Al systems (not just large ones)!

0l size = no. of parameters open-access

The Rise and Rise of A.l.
Large Language Models (LLMS)z e assocsten bots ke cratcer

@ Amazon-owned @ Chinese  Google @ Meta [ Facebook @ Microsoft @ Openal @ Other

BOTS — . e o -
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WuDao 2.0 \\\ /.’
GLaM

e

T

.IGOIEMI

PanGu-Sigma
Vi
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Source:
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E
Haons . SenseChat
Falcon 1808

David McCandless, Tom Evans, Paul Barton
Information is Beautiful /f UPDATED 2nd MNowv 23

source: news reports, Lifedrchitect.ai
* = parameters undisclosed [/ see the data
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- Itis a rapidly growing market!
) » rznlsa;na - erso & httpsy/mydata.org/participate/members/ 3 o N L ﬁ—h cy -

@ Unikent proxy # ESIRERRAR

:—::i Mqutq Participate  Publications  Events News login  Q

Q Searchfor...
Search for specific Members

1
Country
(i )

Al ~ ‘

DATA for GOOD

Portugal “ Swarm N LN Datafund

Estonia

Cyprus

Cameroon

Canada Swarm Association Data for Good Datafund

Norway Switzerland Foundation Slovenia

Luxembourg Nonprofit organisation Denmark For-profit company

United States (US)

Greece

https:/www.ethswarm.org/

Nonprofit organisation
https://

Attt dfsyindation ars

https://datafund.io/

Source:

https://mydata.org/participate/members/
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More and more data-related laws and ...
71% 9% 15% 5%

Select a country ~

Select a region ~

Data Protection and Privacy Legislation Worldwide

DOWNLOAD FULL DATA

Source: https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
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- Data-related laws led to national data regulators.

o '/ TheFree Encyclopedia

Vv Leadership
Directors

References

History [edi;

(5] @ Our Members | European Data | X + v - X
<« C @ o8 https://www.edpb.europa.eu/about-edpb/about-edpb/me B 0% ¢ Q data regulators - 2 @ N R @ =
@ Unikentproxy # 1 =) | [ information Commissioner's Of X | = % = X
C o O 8 https://ico.org.uk w3 Q data regulators = N2 @' N R @ =
@ Unikentproxy % § (5] W National Data Administration - X =+ ~ = X
&« C @ QO B nttps//enwikipedia.org/wiki/National_Data_Administration B &% Q FEES 5> © v &R @ =
@ Unikent proxy  # ESIMEERIT
. A~
= = *.““ :: IKIPEDIA Q Search Wikipedia Search Donate Create account Login eee

National Data Administration

Contents  hide Article  Talk

(Top) From Wikipedia, the free encyclopedia

History - . - f
The National Data Administration (NDA) is an

Functions

administration under the National Development and
Reform Commission (NDRC) of the State Council of the
People's Republic of China.

The NDA was proposed in March 2023 as part of a
reform of the Chinese Communist Party (CCP) and
government institutions, which was approved by the
National People's Congress.[1l The NDA took over
several responsibilities from the Cyberspace
Administration of China and the NDRC, including

https://en.wikipedia.org/wiki/File:National_Food_and_Strategic_Reserves_Administration_(20231025160428) jpg Ormation

Xp 1language v

Read Edit View history Tools v Appearance hide

Text
: s - () Small
National Data Administration
Standard
msEs o
() Large
Width
o Standard
) Wide
o Color (beta)
National Data Administration housed at the
National Development and Reform () Automatic

Commission
O Lignt

Agency overview

October 25, 2023; 12
months ago

N P

RO

Formed

Sources: https://www.edpb.europa.eu/about-edpb/about-edpb/members en;

https://ico.org.uk/; https://en.wikipedia.org/wiki/National Data Administration
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- Sharing = An entity A sends one or more data
items to another entity B

- = One or more A-to-B data flows happen!

f " Source:
< https://iariw.org/wp-
E % content/uploads/2021/08/LiChi_p
& 10° aper.pdf
1?&&& 2004 2008 2012 2016

Year

21
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Data sharing makes data economy!
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- The more data flows, the more opportunities for
commercial growth!

o
o

log (Total Ogganization Capital Stock)
o

Y

[9)]

y=3.19 + 0.43 *x y.

I()
9z

3 4
log (Global Data Flow)

of Organication Capital Stock

ct

Growth Ri=

0.45

04

0.35

03

0.25

o
[ N]

c
| =
[10]
w

o
-

0.05

y=0.04+0.31*x
(o]
R?E0.775 ° .
o ’9’
‘/’.o
7
0 Va ©
oP &

02 04 06 08
Growth Rate of Global Data Flow

1 12

Source: https://iariw.org/wp-content/uploads/2021/08/LiChi paper.pdf
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Data sharing makes data economy! Kant

- The more data flows, the more opportunities for
commercial growth!

VICIOUS CYCLE VIRTUOUS CYCLE

NG DATASY ¢

Ms s s

\ﬂ%

Low capacity

Di

SS
ati
S|

DATA DATA
ECOSYSTW ECOSYSTW
Policy "
relevance

emi-
ion
€,
lue,
pact

Low awareness

Source: https://opendatawatch.com/publications/navigating-the-politics-
of-open-data/ 23
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- Data flows within an ecosystem can be
quantitatively and/or qualitatively modelled and
visualised as a data flow graph.

(150

Lo
L

e

PP sty SR
£ g &y e

£7 ' g7 P A

& o &
. Startups
Customers PIOnfme Inventors

attorms Einns
ME&A,
-.:: I:I.. E:E"

£ products, : shares,
O\, services P
“223‘;.. ~ .'o’::?’

'. b,
D

Products,
services

Source: https://www.escoe.ac.uk/publications/the-data-economy-market-
size-and-global-trade/ 24
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- Different formats and modalities

- Texts, images, videos, audio/speech/music, 3D models,
hypertext documents, source code, binary data, ...

- Different types |
- Personal and non-personal data A 2
- Public and private/confidential data 5 e
- Physical and electronic data "'—'LE/

- Real and synthetic data

- True and false information

- Human- and machine-generated data

- Data at rest, data in motion, and data in use
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Big data breaches Kent | s~

{®* information is beautiful

New! L

World's Biggest De

Selected events over 30,000 records stolen
UPDATED: Jun 2024

ords lost  filter

2024 ﬁ ° w
- A
Indonesid’s “o’ ' > ¢
- health agency 25 X (Twitter)
e L ° 2. 4 L) . . 200m

2022 m ' Epik

« @ % . .
o / “ illion®
b T-Mobile
= @e © &, o e « Shein
Facebook » . Thailand
gm @ 533m .. o w o visitors
4 100m W

Source:; http://www.informationisbeautiful.net/visualizations/worlds-
biggest-data-breaches-hacks/
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Data breach lifespan Kent

It can last long!

Data breach statistics by days

: 287 days

Average time to

: identify that a

: data breach has  : 80 days

: occurred : :
: : Average time to

: : contain a breach
: ,4—
‘ <

Source: https://www.varonis.com/blog/data-breach-statistics
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Data leaks to Al K@Tlt

- Generative Al Tools Temporarily Banned by
Samsung After Internal Data Leak (2023)

0) Ascentspark

Generative Al Tools
Temporarily banned by

SAMSUNG

After Internal Data Leak

Source: https://www.linkedin.com/pulse/generative-ai-tools-temporarily-
banned-samsung-after/
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Home Notify me Domain search Who's been pwned Passwords API About Donate B IP

[';--have i been pwned?]

Check if your email address is in a data breach

email address SOU rce.

aveibeenpwned.com/

Notify me

@ Generate secure, unique passwords for every account = Leam

Get notified when future pwnage occurs and your account is compromised.

824 14,176,839,979 115,796
pwned websites pwned accounts pastes
Largest breaches Recently a« I'm not a robot

Collection #1 accounts TN

Ry
X

Pf'; ﬂ%& 3

Verifications.io accounts Vin

Otz S AEeTmiE St Using Have | Been Pwned is subject to the terms of use

[ [

Data Enrichment Exposure From The
PDL Customer accounts acc o
notify me of pwnage
Exploit.In accounts Direct dig
.f Facebook accounts Fair vote Canada accounts
Anti Public Combo List accounts ... AlpineReplay accounts
9 River City Media Spam List ﬁ Internet Archive accounts

accounts

Muah.Al accounts

I

B T T T
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Big data consumers lead to big privacy concerns.

Do You Trust Tech Companies With Your Data?

Which companies are people most and least confident can keep their personal and financial data
safe? We found how many people trust different companies when it comes to data security.

Trust with personal data

amazon | s
Google NG 0
NETFLIX N 4o~

¢ D

2= Microsoft [ 29
Doy I o
QOMeta N 31«

U.S. Government [ 28%

Tr=s,= [ 2+
X/ N 2%

o Tiktok N 224

Based on a survey of 1,000 U.5. adults.

Trust with financial data

amazon | s
€ D e
&% Microsoft [N 41%
NETFLIX N 41«
Google N 0%
U.S. Government _ 3%
Doz N 314
Q0 Meta I 254
Trv=sc= N 23+
X/w BN e
o TikTok T 18

all about

COOKIES

Source: https://allaboutcookies.org/big-tech-trust 32
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- UGC leads to many privacy problems!

4

33

Source: https://youtu.be/F7pYHN9IC9I
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- Cyber criminals have access to more data!

Cybercrime Expected
To Skyrocket

Estimated annual cost of cybercrime worldwide

(in trillion U.S. dollars)
13.82

12.43
11.36
g:) mn Source:
Z — https://www.statista.com/chart/28
878/expected-cost-of-cybercrime-
until-2027/
086 1:16 l I

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

As of Sep. 2023. Data shown is using current exchange rates.
Source: Statista Market Insights

statista %a 34
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- Self-reported exposure to misinformation on social
media (1,993 UK participants of a 2024 survey)

Self-reported exposure to misinformation on social media

Witnessed Received

wa [l BN S | -
rerce [l TN e e
vae | TUNE e B
suve | I I
s [| NI N N
s7vs [l NN N -
7seyrs [ I .

0% 25% 50% 75% 100% 0% 25% 50% 75% 100%

M Many times Very rarely Not sure

Extent [l Occasionally ! Prefer not to say [l Never

Source: https://www.turing.ac.uk/news/publications/how-do-people-protect-
themselves-against-online-misinformation 35
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Too much harmful online data! Kr-\nt oSt

- Harmful content leads to online safety concerns.

Online Safety for Kids

o of 7- to 17-year-olds have
2 7 / come into contact with IXI
O ) e, —
Despite 93% of parents discussing online

safety, only 49% of children aged 12 to 15
claim to have had these conversations. Source:

https://www.vpnmentor.com/blog/t
— children have received links  Sm% he-ultimate-parent-quide-for-
In leading to malicious sites. O.? child-internet/
O Siiammnguesios 4 PR QS raveredts
40 /o sl(:antgfars ;nline:. SN 1 5 /o AT Sl
Talk. Protect. Educate.

Keep the conversation going for a safer online world.

'a vpnMentor 37
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Biased, discriminative, irresponsible and unethical
Al systems lead to many concerns.

Explore Images of Workers Generated by Stable Diffusion

[A color photograph of a CEO ]@E}@
v v MEN WOM. AMB

STABLE DIFFUSION RESULTS
SKIN TONE

SSSSS (%)

VI GENDER

*\-‘ Ak =

e F Gift this article

Source: https://www.bloomberg.com/graphics/2023-generative-ai-bias/ 39
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Missed opportunities Kent

- A simple lack of knowledge and understanding of
the data ecosystem leads to missed (known and
unknown) opportunities for many good things!

Better commercial opportunities

More personalised services

Better protection of people and other assets

Improved regulations, policies, and guidelines

Saved operational costs and more efficient of resources
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(11 . b} (11 7 -
- I dla VS dala 11ow researc VS <
L}
= Google Scholar  aliintitie: "big data” n >
Articles @ Myprofle Y My library
Any time Big data: A review [PDF] uccs.edu
Since 2024 S Sagiroglu, Q-Sinanc . 2013 international canference an 9013 ieceynlare ieee ara
Since 2023 ... correlationy
Since 2020 anayzedand| = Google Scholar  aliintitie: "data flow" n <
Custom range... ¥ Save 9
Big data a Articles @ Myprofle v My library
Sort by relevance 9
G George, MH . . f
Sort by date Big data is Any time ook Data flow analysis: theory and practice [PDF] academia.edu
behavior, traff{ Since 2024 U Khedker, A Sanyal, B Sathe - 2017 - taylorfrancis.com
Any type ¥¢ save 9| Since 2023 ... This book provides a detailed treatment of data flow analysis. Although we explain it in the
Review articles Since 2020 ... model of data flow equations to represent the specification of data flow analysis. These ...
Defining bl custom range... ¥¢ Save 99 Cite Cited by 355 Related articles All 9 versions %
include patents | Emmanuel, .
 include citations ... whatis me{ Sort by relevance Data flow languages [PDF] ieee.org
recognises th Sort by dat WB Ackerman - 1979 International Workshop on Managing ..., 1979 - ieeexplore.ieee.org
o] ale
5 Create alert Y% Save 9 4 ... Data flow computers also have the goal of taking advantage of parallelism. As will be seen
below, the parallelism in a data flow ... Like the other forms of parallel computer, data flow ...
mu Big d Any type ¥r Save 99 Cite Citedby 724 Related ariicles All 8 versions Web of Science: 84
Review articles
| Yaqoob, IAT .
of big data| Synchronous data flow [PDF] ieee.org
discussion on include patents  EA Lee, DG Messerschmitt - Proceedings of the IEEE, 1987 - ieeexplore.ieee.org
v/ include citations ... Data flow is a natural paradigm for describing DSP applications for concurrent implementation
on parallel hardware. Data flow ... usually associated with data flow evaporates. Multiple ...
8 Create alert Yr Save 99 Cite Cited by 2701 Related articles All 6 versions Web of Science: 919
o] Data flow analysis in software reliability [PDF] acm.org
LD Fosdick, LJ Osterweil - ACM Computing Surveys (CSUR), 1876 - dl.acm.org
... Our primary goal in using data flow analysis is the detection of data flow anomalies. The
examples above hardly require very sophisticated techniques for their detection. However, it can ...

Most data flow research is about computational technologies rather than

understanding different real-world data ecosystems and helping end users.

42



for Society

Unlve'rs]ty of ‘ Institute of
(iCSS)

From data flow analysis to ... Kot oo

A case study Ielsure travel

Y SR . Al i ﬂ;h .



Institute of
Cyber Security
for Society
(iCSS)

University of

Our life while travelling Kent

- What devices do you use when you're travelling?
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Travel-related apps Kent

f
(

- How many such apps do you use”?
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What does "travel-related” mean?  Kant

- You use not just “travel-related” apps while
travelling, don’t you?
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And it is not just about you! Kent

- Others record your travel-related data, too!
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And it is not just about you! Kent | &=

Others record your travel-related data, too!

. Countries and dependencies with mostly full =

coverage
. Countries and dependencies with partial coverage
D Countries and dependencies with official coverage

.. ‘ | Googlemaps |
planned Street View

D Countries and dependencies with unofficial
coverage planned

. Countries and dependencies with views of selected
businesses and/or tourist attractions only
|:| Countries and dependencies with views of third

party images of streets and/or landmarks SOUFCG
|:| Countries and dependenc|es without current or https //en WI kl pedla OrQ/WlkllGOOQIe Street VIeW

planned coverage
48
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And it is not just about you! Kent

Others record your travel-related data, too!

A project of Global Voices, we are a global anti-censorship network of bloggers and activists dedicated to
protecting freedom of expression online.

@3 GIobaIVoices f o N Newslettery  Aboutus~ [ESEIIEEN -
s°advo

Activism  Privacy NetizenReport  About Our Community  Archives

The Russian Art of Meta -Stalking

7 April 2016

ﬁ Kevin Rothrock

EAAnviIka, Espanol, English
Harassment, Media, Tech & Tools
Russia
Eastern & Central Europe

ile Like 120

Recent stories

Tha novt tima vrnis ride tha enihwasr in @ Datavchiira wiatch ant far 01 smeavroald
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Source:; https://advox.globalvoices.org/2016/04/07/the-russian-art-of-meta-

stalking/
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A research project @ PAVELT Kent

- Title: PRIvacy-aware personal data management and
Value Enhancement for Leisure Travellers (PriVELT)

- Funder: Engineering and
Call s
Trust, Identity, Privacy and Security in the Digital Economy
2.0 (2018)

- Budget: £~1.4m

- Duration: 10/2018 — 06/2023 (57 months)

- Website: https://privelt.ac.uk/

Nottingham Trent
University

University of
AR

I(ent W Durham

UNIVERSITY OF VI \ 4 University

SURREY  warwick 51
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(Part of) The (former) project team  Kant | "

Yang Lu

Research Associate Athina loannou

Research Associate

Shujun Li (Consortium PI)
Professor of Cyber Security

lis Tussyadiah (Partner PI)
Professor in Hospitality &

1. Computer Science A
2. Tourism

Alex Freitas (Co-l)
Professor of
Computational Intelligence

3. Business o

Lisa Dickson (Co-l)
Reader in Law

4 . PSyCh O I Og y Sustainability in Business
5. Law

Annabelle Gawer (Co-l)
Professor of Digital Economy

Research Associate

Diwali Diwali
Mario Weick (Co-I)

Associate Professor in
Quantitative Social Psychology

Jay Bal (Partner PI)

Xiao Ma (Co-l)
Professor, WMG

Associate Professor, WMG
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Cyber Security
. . Gn for Society
from privacy awareness to nudging Ke ics9)
External activities — = = =3»
Data flow —
Transi tion e
Human intervention >
/J\ . foozs=zsoniees
‘ﬂ| Initial settings F‘ y| Preference | .| Historical | |
management 11| | disclosures |
b 1 F
] 1
41 3 : | :
W i E
. [T e —— N
o Graphical user Joint s i | Realtime |!
; assessmen o '
[ ] interface g : 2 m
> Behavioral analysis #
6 5 |
10 7 .
A E h i AR |
o Nudging . e et I
dashboard /' Nudging construction € Ontological ** I
knowledge :
I
I
I

Collecting disclosed data

Yang Lu, Shujun Li, Athina loannou and lis Tussyadiah (2019) From Data Disclosure
to Privacy Nudges: A Privacy-aware and User-centric Personal Data Management
Framework. In Proc. DependSys 2019, Springer. doi:10.1007/978-981-15-1304-6_21 o3
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Data sharing (flow) ontology Kent

Personalised 19  Physical *Cyber 6
by definition 1/ World World ~

@ know .
@\®/ - ~ Online

Account

\ friend

isPartOf/...
Time matters!

Yang Lu and Shujun Li (2020) From Data Flows to Privacy Issues: A User-Centric

Semantic Model for Representing and Discovering Privacy Issues. In Proc. HICSS
2020, University of Hawai'i at Manoa. doi: 10.24251/HICSS.2021.651 o4
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s a data flow graph complex? Kent

- Number of nodes: large

- “Me”: the “centre” / owner of the graph
All data item and data packages about “me”
All people your data can flow to (could be anyone)
All physical and online services you data can flow to
All organizations your fata can flow to

- Number of edges: huge
- Relationships between different types of nodes
- Often more than one edge between any two nodes
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Useful metrics of a data flow graph Kent

Out-degree (of “me” node), given a time window
- The amount of data shared

Average nodal degree (of a data consumer node)
- The average amount of “my” data disclosed to that data consumer

Node / Link connectivity (of the whole graph)

- The number of “essential” data consumers / data sharing activities

Centrality metrics (of data consumer nodes)

- For identifying major (potentially “hidden”) data consumers
The longest path(s) originating from “me”

- For identifying the most “hidden” data consumer(s)

Network type (of the whole graph)

- Small-world network, scale-free network or something else?
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“Topological” privacy issues Kent

A specific privacy issue with a specific data item or
a data package corresponds to a data flow path.

A specific privacy issue with more than one data
items and/or data packages corresponds to a set
of data flow paths.

A specific type of privacy issues of one or more
data item / package type(s) is a set of sets of
data flow paths.

All of them can be described and potentially
detected via their common topological features.
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“Topological” privacy issue #1 Kent

- Data shared with (potentially) unknown consumers

- Hypothesis: the longer the data flow path length
between “me” and a data consumer node is, the more
likely the user is unaware of the data consumer

- Risk assessment: r=f(/), where I is the path length

- Visualization: show a ranked list of all potential
unknown data consumers with decreasing values of r

- Detection (naive method): r > r, = issue an alert

1 = el <VG: fb_work>
+ <DP‘ Item 1> <P: edward> <0A: fb_edward> : 58
Ps(E1.1, €4.1, 824, €3 Pa(®1o o €0 €1a)
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“Topological” privacy issue #2 Kent

- Indirect (= potentially unknown) data aggregator

- Hypothesis: given a tree whose root node is a data
consumer, the taller the tree is, the more likely the
root node is an unknown (super) data aggregator

- Risk assessment: r=f(h), where h is the tree’s height

- Visualization: show a ranked list of all potential data
aggregators with decreasing values of r

- Detection (naive method): r > r, = issue an alert

isPartOf = <O: provider a>

! * o - - N S I'_ -7
X -
providedBy prowdedEIy

1

|
- -[ <S: service 1> ] [ <S8: service 2> ]— -
A
........................................... <DP: item 1> <DP: item 2> 59
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“Topological” privacy issue #3 Kent

- Data shared with too many consumers

- Hypothesis: given a tree whose root is a data node,
the bigger the tree is, the more likely the data has
been over-shared too much

- Risk assessment: r=f(n), where n is the total number
of nodes in the tree minus 1 (the root node)

- Visualization: show the whole tree
- Detection (naive method): r > r, = issue an alert
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Query (class expression)

Service_Provider that access some (Data that has some Sensitive)

Execute Add to ontology

Query (class expression)
Query results Person that access some (Data_Package that has some Location) and access some (Data_Package that has some Event)

Direct superclasses (1 of 1)

() Service_Provider

Execute Add to ontology

nstances (11 of 11_)

& Agoda

@ Booking.com Query results [T AT

GoToGate Instances (1 of 1) Query (class expression)

& Kayak & edward Data_Package that has some Entertainment that (flowTo some Work)

& OpenTable

‘Princeline.com

@ Rentalcars.com

. Execute Add to ontology

@ Traveljigsaw

& flygresor.se

@ mytrip.com Query results
JSUpersaver Instances (1 of 1)

®item3
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- |
Physical Cyber
10 6
0 Word €= o S
l
know ‘ I________?_,__ friend

" acoount T == Online
Account

(0A)

- Online

i Group
exist
, A_(06)

generate outsourcedTo/...
4

I ”f:r"f )
|

Yang Lu and Shujun Li (2022) From Data Flows to Privacy-Benefit Trade-offs: A
User-Centric Semantic Model. Security and Privacy, 5(4):€225, 24 pages, John
Wiley & Sons, Inc. doi: 10.1002/spy2.225
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Personalised data flow graphs Kent | ===

User-centric and service-independent tools are
needed to build “my” data flow graph.

- = We have been developing an Android app.

Services =
Permissions € PrVELT

&  Booking

<  Granted permissions @ & PrivELT

10 Physical Cyber
World World

jordanbonaldi@me. com

Store password to enabile sulo exiraction
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App with full features = :
Field studies with real —
travellers +

Analysis of personalised graphs

Collecting disclosed data

Yang Lu, Shujun Li, Athina loannou and lis Tussyadiah (2019) From Data Disclosure
to Privacy Nudges: A Privacy-aware and User-centric Personal Data Management
Framework. In Proc. DependSys 2019, Springer. doi:10.1007/978-981-15-1304-6_21 64
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Data flows around a car Kent | i

- Results from a research project funded by Honda
Research Institute Europe (HRI-EU) in Germany.

21
—>! Data Package |-> 23N
| Data Package | ///sPartof "\
! \
ownedBy/managedByr/... o * < ownedBy/managedBy/...
(T e —— > L < - ——————————————————— N
19 L < S N B 9 Honda Research Institute EU
| ownedBy/managedBy e e e e |
: f4_ zor_nr;uﬁcgte_ ________________ > communicate v : }
| : T pr A iddService + ownedBy/managedBy/.. =2 | |
[ 5 ] Smmm—————a 7714 I I
o o Government body | / \ | :
I | \_ Digital asset | ] | |
: privacy presenving : Communication infrastructure / : |
| | i i | |
| | * Service provider | i i | |
I I ! 1L RSU I I
I I I I I I
I | \8 resty I I
| | connectTo A L | |
I 12 ¢ ! e 41 Network Infrastructure I I
wn \4

| ~——— 16 I |
| cupy ) |
| capture” | Iraffic monitoring sensors —! |
| |
| |
| |
| |
| |
| )
|

|

|

|

«-—"1_

il
) Pture |
\
"l charge
g A / " GPT-4
ownedBy/ipénage: dBy : \
8, e capture | communicate i QSBﬁcPrope Charging facility = f
sPal
/ ! privacy preserving I T h e u Se 0 L L M S
e ! Vehicle component ‘
it equippedWith 6 : ic Prope!

was explored.

privacy preserving
____________

e Py * sPartof Semantic relation —— >
Static Prope rty \ 11 / Dyn mic P opel Data flow -—--—————— >

Haiyue Yuan, Ali Raza, Nikolay Matyunin, Jibesh Patra and Shujun Li (2024) A
Graph-Based Model for Vehicle-Centric Data Sharing Ecosystem. Proceedings of
ITSC 2024, doi: 10.48550/arXiv.2410.22897 67
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Data flows around misinformation  Kant | ==«"

- For modelling the fact-checking ecosystem

belongs to *

Region/Country/Local

uuuuuuuuu

networks/association

Haiyue Yuan, Enes Altuncu, Shujun Li and Can Baskent (2022) Graphical Models of
False Information and Fact Checking Ecosystems. Online preprint, arXiv:2210.04541
[cs.CR], doi: 10.48550/arXiv.2208.11582
(A substantially updated version will be uploaded soon.)
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- We are starting a new research collaboration wit
Dr Joe Zhang of NHS and others on this topic.

Data consumers

Data extractors

Data source

. QViA
O T O
. .

The Health
Foundatidn

* O balaraic 1

N @VH‘SFugIJnd

Clinical Practice

Uk Biobank ()

Shared eare records andLecal
Health and Care Recdrd Exemplafs )

Primary care
practice

Dataextractors @ Consumers: NHS.or UK
Consumers: non-profit

Research Datalink

NS Digital

. o Ointggrate”

Universities, research organisations,
and non-profit organisations

The biggest users of NHS data are
260 academic, non-profit, and cinical

s research, service evaluations, and
national audits

Life sciences, pharmaceutical, and
i analytics
In total, 106 companies used data for
scientific and pharmacautical research,
including evaluation of vaccines and
other therapies

Govemment, consulting, and analytics
This layer of data consumers provide
analytics for administration and
population health, with collaboration
between the NHS, UK Government, and
consulting or analytics companies

Other data extract:
‘Academic, commercial, or publicly owned
data extractors (n=37) maintain data
and provision datasets orwards to other
consumers; organisations might provide
analytics services

NHS-owned data extractions
Comprehensive data for national and
regional populations is collected by NHS
Digital, regional systems (including

42 integrated care systemss), and for
shared care records (24 regional,
organised into six Local Health and
Care Record Exemplars from 2023)

care system

Care providers

Electronic health data is extracted from
primary care providers (n=6544) and
secondary care trusts (n=216) across
INHS England, with record of longitudinal
health-care activity for a population of
55 million patients; each provider has
individual control over what data can be
extracted

Secondary
care trust

o

Consumers: companies  ® Consumars: academic

Crmmarcial Aata henbare

S

Prospective cohorts. /

OpenSAFELY
OpenSAFELY is a federated analytics
platform and is not included as a data
extractor in this study

~
N

} Individual data asset

OVID-19 data asset

Primary care extractions
(2.5 million active patients)
Administrative secondary care

(25 million population catchment)

130 unique consumers

76 unique consumers

unique consumers

unique consumers (including four shared care records
ndors)

includ ed

205 Where does NHS
o’ P patient data go?

2. ELECTRONIC SYSTEMS.
ENABLE THE EXTRACTION OF
PATIENT DATA AS DATASETS.

1. DATAIS ROUTINELY
'RECORDED AS PART OF
THE MEDICAL RECORD.

3.USING THESE SYSTEMS, DATAIS

5 unique

unique consumers.

e UniqueCOnSUMRrS

191 unique consumers

Secondlary care extractions
(2.5 million active patients)
Shared care records
(2.5 million population catchment)
@ Genomicdata
(2:5 million active patients)

@ Secure data environments

. DATA EXTRACTORS MAY DISTRIBUTE.
'DATASETS TO OTHER ORGANISATIONS FOR
'SECONDARY USES SUCH AS RESEARCH.

@y

ABSTRACTION OF NHS ENGLAND DATA FLOWS FROM 2021
~FORMORE INFORMATION, SEE DATAINSIGH

EXTRACTED AND STORED BY
DIFFERENT TYPES OF ORGANISATION

Joe Zhang et al. (2023) Mapping and evaluating national data flows: transparency,
privacy, and guiding infrastructural transformation. The Lancet Digital Health,

5(10):e737-e748, doi: 10.1016/S2589-7500(23)00157-7
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Data flows around health data Kent

- We are starting a new research collaboration with
Dr Joe Zhang of NHS and others on this topic.

= Source:
4 https://d3london.github.io/nhs data archltecture

/national/main.html ’ 70
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What you can bring home... Kent | @
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Many data-related problems in all domains can be studied
using data flow graphs.

Personal data flow graphs can be personalised around a
node called “me
- User-centric tools are needed to engage users.

There are essential research questions across multiple
disciplines.

- Computer Science, Engineering, Psychology, Law, Business,
Economics, Sociology, Ethics, Media and Communication,
Education, domain-specific disciplines (e.g. Health and Tourism), ...

We call more people (researchers, innovators, developers,
policy makers, users and others) to join us on data flow
related research, innovation, education and discussions.
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