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INTRODUCTION

CAPTCHAs are now deployed ubiquitously on the Internet to combat automated malicious programs. A major problem with many deployed textual
CAPTCHA schemes is that they are either too weak in terms of security or unacceptable in terms of usability. This tradeoff can be more easily bal-
anced if we can quantitatively evaluate the security and usability of a given textual CAPTCHA in an automated manner.

The main goal of the Captchaecker reported here is to automate the process of quantitatively evaluating the hardness of different kinds of textual
CAPTCHAs as judged by an average user, thus providing a quantitative metric of usability and an indirect metric of security. We defined several geo-
metric indicators to differentiate between easy and hard CAPTCHAs. User studies were done to collect subjective data for training and testing a neural
network based CAPTCHAs classifier. The performance of the classifier was verified by a separate testing set and the average successful differentiation
accuracy was found to exceed 80%.
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Figure 1(a): Three hard but unusable CAPTCHA images

High Usability = Low Security
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Figure 1(b): Three easy but unsecure CAPTCHA images

PROPOSED STRENGTH INDICATORS

Compactness-Length (CL) EULER-Thickness (ET)

— Compact-Length (CL) = Compactness / CAPTCHA text width — Euler-Thickness (ET) = Euler’'s Number / Erosion Steps

— Compactness (Cn) = Crowdedness [1] = Perimeter® / Area [2] — Euler’s Number (EN) = Number of connected components — Number of holes

— CAPTCHA text width (Cw) = Length of text in the CAPTCHA — Erosion Steps (ES) = Number of steps to morphologically erode the CAPTCHA

— Harder CAPTCHASs tend to have higher CL values. — Harder CAPTCHASs tend to have lower ET values.

CLASSIFICATION: TRAINING AND TESTING

Model: Supervised learning based binary classification: (CL, ET) = “hard” or “easy” (1 or 0); NN based learning.

Training Set: 20 users, 50 CAPTCHAs Testing Set: five new users, 38 new CAPTCHAs = 80% accuracy

Figure 2: Four major textual CAPTCHA schemes were tested.

CL and ET Values and User Ratin CL and ET Values and User Ratin
Google CAPTCHA Google reCAPTCHA o e : e
xtremely Easy
0.5 Somewhat Easy
’ () B Somewhat Difficult
/ ' sty : : ° 1 ® Difficult but Readable |
AN Oy | ORANGE wnale Mamwig) | . ' T . 2
= . O =
CL=7.43,ET=-1.14| CL=11.7, ET=-6.1 | CL=4.8, ET=-0.44 | CL=5.12, ET=-1.8 % . o E;‘ 2 .
g - H - < |
o S 2.5
Microsoft CAPTCHA Yahoo! CAPTCHA = - = . - . -
2 L] <
Ch I °
Extremely Easy .
Somewhat Eas 4
% % M IW B Somewhat Diffi’cult ®
o Difﬁcul.t but Readable -4.5 °
CL=5.57, ET=-0.25 | CL=8.82, ET=-042 | CL=13.1, ET=—-1.16|  _©-"643 B S_-—AL T T T S S A
o ' atant ' R ' ET=-0.625 Compact-Length (CL) Compactness-Length (CL)

Figure 3: Data for training/testing the classifier: training set (left) and testing set (right).

CONCLUSION AND FUTURE WORK

— Automated usability-security evaluation of CAPTCHAs is indeed possible!

— A combination of two simple geometric indicators (CL + ET) allows us to predict hardness of textual CAPTCHAs with an accuracy of 80%.

— Future work: 1) more subjective data (= more users); 2) more geometric indicators; 3) more CAPTCHASs; 4) publicly available subjective database and source code; 5) ...
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