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. An extended taxonomy for GDPR-oriented analysis of privacy policies: 96
nodes (39.1% more than the largest in the literature
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2. A new privacy policy corpus construction framework = The first fully
hierarchically encoded GDPR-oriented privacy policy corpus (GoPPC-150)
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The most comprehensive performance evaluation study on GDPR concept
classifiers = New findings and insights
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- Putting all together and adding a bit more details

— - o o o o O o . . — O O . . . . . .y — O O . . . . .

/ N ‘- 3\ g N 4 \
[ ‘I " Sentence vector of \ " 4 LCN structure ) ‘l | I
: New GDPR-oriented 1 1 current node y : I RF SVM I : Segment-|eve| :
: concept taxonomy || I . N | I || sample splitting |
| (. Contextual features about (. (R method I
I ' : parent and sibling nodes N ET XGBoost N I
: \ / \ j |
I I | 4 D | I |
| Keywords vector Document-level |1
I| New GDPR privacy \ J LCPN structure sample splitting :
I

: I
l I

1
1
|
1
1
\

[ |
[ |
policy corpus GoPPC- || 1 \ PrivBERT with NN method
150 ,l '\ [ PrivBERT embedding X v W )
/
S 7 N T :/ N ——————— old ~_ ,’
ML Models & :
Taxonomy & Corpus Input Features Hierarchical Structures Performance Evaluation

O https://qgithub.com/tp-sh/GDPR _privacy policies
GitHub



https://github.com/tp-sh/GDPR_privacy_policies
https://github.com/tp-sh/GDPR_privacy_policies
https://github.com/tp-sh/GDPR_privacy_policies

University of

Kent

The Privacy Problem and The Laws

Institute of
Cyber Security
for Society
(iICSS)



University of netiuteof
. . . yber Security
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- Big data consumers lead to big privacy concerns.
Do You Trust Tech Companies With Your Data?
Which companies are people most and least confident can keep their personal and financial data
safe? We found how many people trust different companies when it comes to data security.
Trust with personal data Trust with financial data
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9

Source: https://allaboutcookies.org/big-tech-trust
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Big (centralised) data = Blg data breaches

World's Blggest Data Breaches & Hacks

Selsctea events over

> information is beautiful

Selected events over 30,000 records stolen
UPDATED: Sep 2025
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Cyber criminals have access to more data and can do more harms!

Cybercrime Expected
To Skyrocket

Estimated annual cost of cybercrime worldwide
(in trillion U.S. dollars) 13.89

12.43
11.36
g:) _— Source:
Z — https://www.statista.com/chart/28
878/expected-cost-of-cybercrime-
until-2027/
086 116 I

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

As of Sep. 2023. Data shown is using current exchange rates.

Source: Statista Market Insights

statista %a 11
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® Legislation © Draft legislation @ No legislation ~ No data

Country group Privacy and Data Protection
World 79%
Africa 76%

Asia and Oceania 77%

Developed
countries

Developing
countries

Landlocked
developing 88%
countries

gf@ UN trade &}

2 development IR

98%

73%

Latin America and
Caribbean

Least developed
countries

88%

57%

Small island

Source: UN Trade and Development (UNCTAD). Updated 17 February 2026.

Note: The Cyberlaw Tracker is the result of a collaborative effort and rely on the data provided by member states, various organizations such as UNCITRAL and individuals such as Graham Greenleaf, Professor of Law
and Information Systems at UNSW Australia Faculty of Law. Map disclaimer.

Get the data

Source: https://unctad.org/page/data-protection-and-privacy-legislation-worldwide 12
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Privacy and data protection laws: EU/UK

- 1948: UN Universal Declaration of Human Rights (UDHR)

- 1950: European Convention on Human Rights (ECHR, formerly Convention
for the Protection of Human Rights and Fundamental Freedoms) = UK
Human Rights Act 1998

- 1995: EU Data Protection Directive (DPD) — UK Data Protection Act
(DPA) 1998

- 2000: Charter of Fundamental Rights of the European Union

- 2002: EU ePrivacy Directive = UK Privacy and Electronic Communications
(EC Dlrectlve) Requlatlons (PECR) 2003

- 2016: EU General Data Protection Requlation (GDPR) — UK DPA 2018 +
UK GDPR (2021-) + Data (Use and Access) Act (DUAA) 2025
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https://www.gov.uk/guidance/data-use-and-access-act-2025-data-protection-and-privacy-changes
https://pixabay.com/illustrations/law-human-right-human-hands-wrap-597133/
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- 17 December 2015: European Union Referendum Act 2015

- 14 April 2016: EU GDPR passed

- 23 June 2016: UK Brexit referendum = 51.89% voted for Brexit
- 23 May 2018: UK DPA 2018 passed

- 25 May 2018: EU GDPR + UK DPA 2018 came into effect

- 26 June 2018: European Union (Withdrawal) Act 2018

- 28 February 2019: Data Protection, Privacy and Electronic Communications
(Amendments etc) (EU Exit) Regulations 2019 passed (for amending EU GDPR
into UK GDPR)

- 17 December 2020: Data Protection, Privacy and Electronic Communications
(Amendments etc) (EU Exit) Regulations 2020 passed (EU GDPR = UK GDPR)

- 1 January 2021: UK GDPR + UK DPA 2018 (with amendments) came into
effect

- 19 June 2025: UK DUAA 2025 passed (for amending UK GDPR and DPA 2018)
- June 2026: full implementation of UK DUAA 2025

14
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- The (EU and then UK) GDPR has been part of the UK law since 25"
May 2018.
- DPA (Data Protection Act) 2018 is a supplement.

- It adapts the EU GDPR, e.g., specific conditions for processing sensitive

data, UK-specific exemptions, ICO’s functions and powers, and enforcement
In the UK.

- It implements another EU law in the UK, the EU Law Enforcement Directive
(LED) 2016.

- It covers additional data protection areas not in the GDPR/LED.
- It creates a specific data protection regime for the intelligence services.

- Loosely speaking, UK DPA 2018 =
- EU GDPR++ (2018-20) = UK GDPR++ (2021-present)

EU/UK GDPR vs UK DPA 2018

15



UK DUAA 2025: University of | e ety
Selected changes to UK GDPR & UK DPA 2018 Kent | o=
- Automated decision-making (ADM) (Section 80) %fé‘;v _5§§

- “...a more permissive framework ...”
Subject access (SARs) (Section 76)

- “... a ‘stop the clock’ rule, allowing organisations to pause the response time ...”
Children’s data protection (Section 81)

- “... require certain online services likely to be accessed by children to consider how to ..."
Scientific research (Section 67)

- “... scientific research may include commercial research.”
Recognised legitimate interests (Schedule 4, ANNEX 1)

- “... a new lawful ground for processing personal data, giving businesses more confidence ...”
International data transfers (Section 85, Schedules 7-9)

- “... simplifies the rules ... for transferring personal data internationally.”
Responding to complaints (Section 103)

- “... requires organisations to handle complaints from individuals ...”

Be prepared for more
changes in the future!

16
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GDPR is complicated with many concepts. p-nt Cyber Security

£ ™ Regulation - 2016/679 - EN-g X + v = a x N
<« C @ @ eur-lex.europa.eu/eli/reg/2016/679/0) B BY% G~ searh L @ N R B o=
@D UniKent proxy W Annals of Improbable ...
I Text 4.52016 Official Journal of the European Union L119/1
Document information
Procedure REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

3

Document summary of 27 April 2016
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GDPR concepts: Data controllers and processors Kent

- UK GDPR (Article 4)

- (Data) Controller: “the natural or legal person, public authority, agency or
other body which, alone or jointly with others, determines the purposes

and means of the processing of personal data”
- (Data) Processor: “a natural or legal person, public authority, agency or
other body which processes personal data on behalf of the controller’
- (Data) Sub-Processors (not defined formally in the law)

- According to ICO: “A processor might wish to sub-contract all or some of the
processing to another processor. For shorthand this is sometimes referred to

as using a ‘sub-processor’, ..."

18
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GDPR concepts: Personal data and data subject Kent

Blue texts are new changes introduced by EU/UK

- EU/UK GDPR (Article 4) GDPR vs. EU DPD 1995/UK DPA 1998.

- Personal data: “any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online identifier or
to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;”

- EU DPD 1995 (Article 2a)

- “any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable person is one who can be identified, directly or
indirectly, in particular by reference to an identification number or to one or
more factors specific to his physical, physiological, mental, economic, cultural

or social identity” 19
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GDPR concept: Special category of personal data Kent

- EU/UK GDPR (Article 9)

- “personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of
genetic data, biometric data for the purpose of uniquely identifying a natural
person, data concerning health or data concerning a natural person’s sex life

or sexual orientation shall be prohibited.”

- EU DPD 1995 (Article 8)
- “personal data revealing racial or ethnic origin, palitical opinions, religious or
philosophical beliefs, trade-union membership, andthe processing of data

concerning health or sex life.” Sensitive

- EU/UK GDPR (Article 10) / personal data

- Crime-related personal data continue to be treated with special conditions.

20
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GDPR concept: Processing of personal data Kent

- EU/UK GDPR (Article 4)

- Processing (of personal data): “any operation or set of operations which is
performed on personal data or on sets of personal data, whether or not by
automated means, such as collection, recording, organisation, structuring,
storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction”

- EU DPD 1995 (Article 2)

- “any operation or set of operations which is performed upon personal data,
whether or not by automatic means, such as collection, recording,
organization, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available,

alignment or combination, blocking, erasure or destruction,” )
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GDPR concept: Lawful bases or conditions (1) Kent

- Lawful bases (conditions) of processing any personal data (EU/UK
GDPR Article 6; UK ICO guidelines)

- (a) Consent: Added focus on consent being given more explicitly via “a clear
affirmative act” and highlighted “pre-ticked boxes or inactivity should not
therefore constitute consent” (Recital 32)

- UK DPA 1998 / EU DPD 1995: pre-ticked boxes were allowed and used
by many.
- (b) Contract
- (c) Legal obligation
- (d) Vital interests
- (e) Public task

- (f) Legitimate interests
22



GDPR concept: Lawful bases or conditions (2) Kent
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- Lawful bases (conditions) of processing special categories of personal data
(EU/UK GDPR Article 9; UK ICO guidelines)

(a) Explicit consent

(b) Employment, social security and social protection law
(c) Vital interests

(d) Not-for-profit bodies

(e) Made public by the data subject

(f) Legal claims and judicial acts

(g) Substantial public interest conditions

(h) Health or social care

(i) Public health

(j) Archiving, research and statistics

23
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GDPR concepts: Data processing principles (_,-nt Cyber Security

- EU/UK GDPR (Article 5) and UK ICO guidelines

1. ‘Lawfulness, fairness and transparency’

‘Purpose limitation’: Processed only for specified, explicit and legitimate purposes
‘Data minimisation’: Adequate, relevant and net-exeessive limited to what is necessary
‘Accuracy’: Accurate (and up to date where necessary)

‘Storage limitation’: Not kept for longer than is necessary

- i i " ol

6. ‘Integrity and confidentiality’ (= data ‘security’, Principle 7 in UK DPA 1998): Measures
against unauthorised / unlawful processing and against accidental data loss / destruction /

damage
B e
7. ‘Accountability’ (a new principle)

a s~ b

24



GDPR concepts: Data subject’s rights

- EU/UK GDPR (Chapter lll; UK
|ICO guidelines)

1.

W N

© N O O

Right to be informed
Right of access
Right to rectification

Right to erasure
(“Right to be forgotten”)

Right to restrict processing
Right to data portability
Right to object

Rights related to automated
decision making including profiling

for Society

UmverS]ty of ‘ Institute of
(iCSS)

t Cyber Security

- UK DPA 1998

1.
2.

3.

Right of access to personal data

Right to prevent processing likely to
cause damage or distress

Right to prevent processing for
purposes of direct marketing

Rights in relation to automated
decision-taking
(Rights to request) Compensation for

failure to comply with certain
requirements

(Right to request) Rectification,
blocking, erasure and destruction (of
inaccurate personal data)

25
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More GDPR concepts Kent Cyber Security

EU/UK GDPR (Articles 33 and 34)

- Data breach notifications to the authority and the data subject: a reflection of the data
subject’s right to be informed

EU/UK GDPR (Article 27)

- “Where Article 3(2) applies, the controller or the processor shall designate in writing a
representative in the [Union OR United Kingdom].”

EU/UK GDPR (Article 37)
- A data protection officer (DPO) sometimes required (Article 37)
- (a) the data controller/process is a public authority or body (except for courts acting in
their judicial capacity)
- (b) regular/systematic monitoring of data subjects on a large scale

- (c) processing on a large scale of special categories of personal data and crime-related
personal data
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Privacy policies: Some basics Q.nt Cyber Security
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A legal compliance problem
- A legal document that discloses the way the data controller processes data
subject’s data, required by the GDPR (the right to be informed).

- Used for websites, online services, mobile apps, etc.

A psychological (usability) problem
- “Nobody reads privacy policies!”

e Y ) e—— = TR
THE CONVERSATION
Arts + Culture Business + Economy Cities Education Environment + Energy Health + Medicine Politics + Society Science + Technology ~Brexit i Smarter storage keeps you connected :'_"_"_‘
Nobody reads privacy policies — here’s how to fix that
You're not alone, no one reads terms of
) service agreements
Caroline Cakebread w w
[0 romoox Jin _uweon |
-
* A new Deloitte survey
found that over 90% of
Q consumers accept legal



https://theconversation.com/nobody-reads-privacy-policies-heres-how-to-fix-that-81932
http://uk.businessinsider.com/deloitte-study-91-percent-agree-terms-of-service-without-reading-2017-11

Different types of privacy policies @-nt for Society

University of | Instituteof

(iCSS)

- An SoK (systematization of knowledge) paper on privacy policies (Victor Morel &
Raul Pardo, “SoK: Three Facets of Privacy Policies,” WPES 2020

- Three facets (types) of privacy policies

@ Privacy Policy X + o o

&
?

C m [J % hooklee.com/privacy_policy.asp E] L ORNEG| oo

- Natural language privacy policies |z ow
- Graphical privacy policies

- Machine-readable privacy policies

Home: Privacy Policy

Data controller and dontact details

The website's data controller is Shujun Li as a natural person, who can be contacted via his private email address hooklee@gmail.com.

What information the website collects, uses, and why

This wehsite collects IP address and other information reported by the visitor's web browser via a third party (Google Analytics) to understand geolocations of the website's visitors

Last update:
06.11.2020

0«

Version history:
rivacy Policy

old Privacy Poliecy (19.12.19 — 31.89.28)

Table of Contents:

1. At a glance

2. What data do we process to display our
website?

3. What data do we process to ensure the
security of our website?

4. What data do we process when you contact us?
5. What data do we process to evaluate and
optimise the website?

6. Will this privacy policy change?

7. How can you contact us and exercise your
rights?

o D &KX &8

l:' I i— About Privacy Icons Participating Institutions ~~

Current Projects Global Initiatives Blog Events Priv

to the size of your screen and to your browser characteristics.

2.1 What data do we collect?

Your operating system (Windows 18, mac0S Mojave, ete.)
The page you visited before landing on our website
The page or pages you visited on our website

The time and date you accessed our website

2.2 Who else gets access to your data?

2.3 Why are we allowed to process this data?

2.4. How long do we Keep your data?

2.5. What are your rights?

behar' ‘g on the website.

M its visitors. More details can be found in this page.

Natural Language ‘otection rights

formation is legitimate interest because such data collection is a common practices for website owners to understand their visitors
ir websites. Such a practice is also widely accepted by website visitors.

/G_. »s, the cookie notice and technical reasons (ASP session management).
’\x Ry ; : ;
) 7 a lawful basis you can contact us using the contact details set out above.
5
D 5 &
& C, : , g
7 ion from & & g

N P3P [27] XML Informal Comparison v v 4 [ ] q
CPExchange [18] XML Informal v . « e
One PRML [115] 4 XML Informal v * € €
APPEL [64] / XML  Informal AN . 0 o
E-P3P [12] XML Formal AR « [
Rei [58] Formal  Formal Analysis Yoo LR & (SN &
Xpref [7] / XML Informal « . «
. XACML [9] XML Informal  + v © o ©
Machlne EPAL[11] XML Informal ¢ Comparison v . [}
G ] c l cifi6] Formal  Formal v v|le o | 0 0o
rap Ca SIMPL (65 4 Formal  Formal v v [} L ] [} L ]
S4P [17] #  Formal Formal v 7| . o

Readabk: 45. 65. 75 Jeeves [112 Formal Formal v | « «
) ) P ] 4 XML Informal " . o e

QPDL [107] Formal ~ Formal S /e e |e .
RBAC [94] XML Informal & v « O C
5L [51] Formal  For Y ax . . o

GeoX ACML [66] XML 7 7 e |«
A-PFL [13] XML s « Y O«
LPL [45] £ XML v s s o |e © e
PrivacyAPls [67] Formal  Formal Analysis v v q L ] L N
PrivacyLFP [33] Formal  Formal v v q L ] L N ]
PILOT [75] s Formal ~ Formal Analysis v v e o L ] L ]
Features Audience | Conitions Content

X
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https://doi.org/10.1145/3411497.3420216
https://doi.org/10.1145/3411497.3420216
https://privacyiconsforum.eu/privacy-policies/privacy-policy/

Wh IVSi : licies? University of Ig;tt)itu;eof "
analysing privacy policies™ K yber Securi
y y g p y p Qnt ]EiCSSS) Y
- Different stakeholders can all benefit from such analyses. =
Regulators H Y

Monitoring and improving legal compliance,

Potentially more

understanding data controllers’ behaviours,
stakeholders ...

enforcing laws (e.g., issuing fines and

warning letters), ...

Users (Data subjects) 4

Understanding of privacy risks,

Service providers 'HH.

Maintaining legal compliance,

enhancing user trust, improving making more informed decisions,
reputation, and eventually increased and eventually better online
revenue, ... experience and safety, ...
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Constructing taxonomies of data protection and privacy laws
- Torre et al.’s GDPR privacy policy taxonomy (RE 2020), ...

Producing privacy policy corpora to support research
- OPP-115 (ACL 2016), APP-350 (PETS 2019), CAPP-130 (NeurlPS 2023), ...

Developing methods and frameworks for automating privacy policy analysis

- Privee (USENIX Security 2014), Polisis (USENIX Security 2018), PrivGuard (USENIX
Security 2022), PoliGraph (USENIX Security 2023), CHKPLUG (NDSS 2023), ExtPrivA
(IEEE S&P 2023), ...

Developing smarter ways to assisting users to understand privacy policies
- PriBots (SOUPS 2016), PrivCAP/PrivCAPTCHA (CHI 2025), ...

Automating generation of legally compliant privacy policies

- PrivacyFlash Pro (NDSS 2021), ... petecting privacy/data protection related
concepts is at the core of such work.
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https://doi.org/10.1109/RE48521.2020.00025
https://usableprivacy.org/static/data/OPP-115_v1_0.zip
https://usableprivacy.org/static/data/OPP-115_v1_0.zip
https://usableprivacy.org/static/data/OPP-115_v1_0.zip
https://usableprivacy.org/static/data/OPP-115_v1_0.zip
https://aclanthology.org/P16-1126/
https://usableprivacy.org/static/data/APP-350_v1.1.zip
https://usableprivacy.org/static/data/APP-350_v1.1.zip
https://usableprivacy.org/static/data/APP-350_v1.1.zip
https://doi.org/10.2478/popets-2019-0037
https://github.com/EnlightenedAI/CAPP-130
https://github.com/EnlightenedAI/CAPP-130
https://github.com/EnlightenedAI/CAPP-130
https://proceedings.neurips.cc/paper_files/paper/2023/hash/92225ec7e87b97a9e007ca6ab7944b14-Abstract-Datasets_and_Benchmarks.html
https://github.com/privacy-tech-lab/privee
https://github.com/privacy-tech-lab/privee
https://www.usenix.org/conference/usenixsecurity14/technical-sessions/presentation/zimmeck
https://github.com/quanmou/polisis
https://www.usenix.org/system/files/conference/usenixsecurity18/sec18-harkous.pdf
https://www.usenix.org/conference/usenixsecurity22/presentation/wang-lun
https://www.usenix.org/conference/usenixsecurity22/presentation/wang-lun
https://github.com/UCI-Networking-Group/PoliGraph
https://www.usenix.org/conference/usenixsecurity23/presentation/cui
https://github.com/faysalhossain2007/CHKPLUG
https://www.ndss-symposium.org/ndss-paper/chkplug-checking-gdpr-compliance-of-wordpress-plugins-via-cross-language-code-property-graph/
https://doi.org/10.1109/SP46215.2023.10179338
https://www.usenix.org/conference/soups2016/workshop-program/wfpn/presentation/harkous
https://doi.org/10.1145/3706598.3713928
https://www.ndss-symposium.org/ndss-paper/privacyflash-pro-automating-privacy-policy-generation-for-mobile-apps/
https://www.ndss-symposium.org/ndss-paper/privacyflash-pro-automating-privacy-policy-generation-for-mobile-apps/
https://www.ndss-symposium.org/ndss-paper/privacyflash-pro-automating-privacy-policy-generation-for-mobile-apps/

|dentified research gaps

1.

Existing taxonomies are not complete
enough to cover all concepts relevant for
GDPR-oriented privacy policy analysis

No existing privacy policy corpora include
complete hierarchical information

Although many machine learning-based
GDPR (or privacy policy in general) concept
classifiers have been developed, most
comparative studies on their performance
lack comprehensiveness, e.g., hierarchical
contextual features have not been tested.
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Information sources we used f='nt Cyber Security

- Torre et al.’s GDPR privacy policy taxonomy (RE 2020)
- 1CQO’s 2021 privacy policy template v2

- |APP (International Association of Privacy Professionals)’'s 2021
Global Comprehensive Privacy Law Mapping Chart

- W3C Data Privacy Vocabularies and Controls CG (DPVCG)
- Our own knowledge on the GDPR as cyber law experts

Fig. 1: Conceptual Model of Privacy-Policy Metadata. 3 4


https://doi.org/10.1109/RE48521.2020.00025
https://ico.org.uk/
https://ico.org.uk/
https://iapp.org/
https://iapp.org/
https://www.w3.org/groups/cg/dpvcg/
https://www.w3.org/groups/cg/dpvcg/
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Main changes to Torre et al.’s taxonomy ("'nt Cyber Security

Swapped ‘AUTO DECISION MAKING' and ‘DATA SUBJECT RIGHT.COMPLAINT".

. A new ‘CONDITION’ node was added, which was combined with the original
‘RECIPIENTS’ under the new first-level node ‘DATA SHARING'.

Changed ‘PD TIME STORED' node to ‘TIME,” and merged the newly added
‘LOCATION’ node and ‘DISPOSAL METHOD’ node into the new first-level node ‘PD
STORAGE DETAILS'.

Split the ‘DIRECT’ sub-node of ‘PD ORIGIN’ into ‘DIRECT ACTIVE’ and ‘DIRECT
PASSIVE, and added third-level node ‘COOKIE’ under ‘INDIRECT’ to the scope of
‘DIRECT PASSIVE'.

. Added the INFORMATION' node to the ‘'DATA SUBJECT RIGHT".

Changes inspired by the IAPP mapping chart, e.g., added a new first-level node called
‘DP PRINCIPLE,” containing ‘PURPOSE LIMITATION" and ‘DATA MINIMIZATION'.

For concepts that go beyond the GDPR, we added two new first-level nodes to the

taxonomy: ‘NON-GDPR’" and ‘OTHERS'. -



The extended taxonomy

- Red nodes were newly added or
changed.

- The percentage below the name of each
node indicates the frequency of the
corresponding concept in GoPPC-150,
the new corpus we constructed.

- The taxonomy likely needs further
amendment in the future, especially to
cover non-GDPR data protection and
privacy laws.
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https://www.hooklee.com/Papers/Data/IEEETDSC2026-PP/GDPR_taxonomy.pdf
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A semi-automated computational framework was developed to
facilitate the construction of GoPPC-150.
‘" ldentifying Privacy Policy Web Page NI Pre- i ‘Extracting Privacy
: Keywords: privacy policy Processin | | Policy Content :
Y > |
i a' . N Keywords: sign up, registei Prgiv:::y I : g%l\l\/l/:‘ i
| Selenium / Manual intervention - Policy : : noae |
| v |
‘. URLs from Alexa Web page Privacy policy page/' \_ Web Page ,' : ] I
""""""""""""""""""""""" o Algorithm 1 !
. I \\ : %:? :
: o v
|
I

[ 1

I

: & : Constructing : N\ Privacy :

' —— : Hierarchical </> policy 1

1 GDPR taxonomy | l content :
I

: Manual ’l Structure : |

Corpus

Annotation ,

7



The annotation process (.:-nt
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- Testin (https://www.testin.net/), a commercial annotation company providing a
dedicated service on Al-oriented data annotation, was paid to absorb most of
the substantial annotation workload.

- A multi-step quality assurance procedure

Step 1: One author (Xin Li) trained four annotators of Testin, and then the trained annotators
attempted 20 documents as a pilot.

Step 2: The results of the pilot was checked by the first author (Peng Tang) and feedback
was given.

Step 3: The four annotators went ahead to code all documents.

Step 4. A random subset of the annotation results were checked by three authors (Xin Li,
Haochen Mei, and Peng Tang), who then discuss to resolve any conflicting opinions.

- Inter-rater agreement of the four annotators: Cohen’s Kappa (k) = 0.75 (a
substantial level of agreement)
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The corpus GoPPC-150
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- 150 privacy policies from 150 websites selected based on Alexa.com
- 8,356 fine-grained paragraphs
- 5,347 titles

[1 Files
¥ main -
Q Goto file
> assets
> code
v data
> GoPPC-150
> datasets

[ GDPR_taxonomy.pptx

[ Torre_classifiers_results.csv
D Web_list.csv

[ comparison_experiments.csv
D complete_classifier_results.csv
D keyword_list.csv

[ opp_results.csv

[ readme.md

Preview

Code Blame

Q. Search this file

1

10

11

12

13

Number

Web
Google.com
Facebook.com
Bbc.com
Flipkart.com
Microsoft.com
Reddit.com
Netflix.com
Overstock.com
Walmart.com
Thestartmagazine.com
Shopify.com

Twitch.tv

Update_time
4-Feb-21
21-Aug-20
Aug-19
6-Oct-20
Mar-21
15-Sep-20
1-Jan-21
1-Jan-20
1-Jul-20
26-Aug-20
3-Mar-21

15-Oct-20
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The performance comparison pipelines

- We considered two different sampling methods.

University of

ent
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Privacy policy Testing | XML XML || — E g Test | Recal
set {= {= _ Concept n : results F1 score
; oy - All concept ;
Document-level corpus = Privacy policies Testing set (all concepts) classifiors Evaluation

Institute of
Cyber Security
for Society

(iCSS)

42



Umver51ty of ‘ Institute of

Experimental setup Kent Cyber Security

for Society
(iCSS)

- Corpus: GoPPC-150 since it is the only one with hierarchical information.
- Not all 96 nodes have enough data, so we used only 14 level-1 concepts and 21 level-2
concepts, leading to 35 concepts in total.
- Hierarchical structures of classifiers considered
- Local classifier per node (LCN): a binary classifier per concept
- Local classifier per parent node (LCPN): a multi-class classifier per parent node

- Features considered
- Vector embeddings of the paragraph or title: TF-IDF, GloVe, and fastText

- Vector embeddings of the already processed parent and sibling node (contextual features
representing the hierarchical structure of a privacy policy)

- A binary vector representing some pre-defined keywords
Machine learning models tested
- LCN: random forest, SVM, XGBoost, ET (extra trees or extremely randomized trees)
- LCPN: neural networks 43
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- 12 different types of classifiers
Type Input Features Structure ML Model
| 300-D GloVe features of the current node LCN Binary RF
2 300-D GloVe features of the current, parent and sibling nodes LCN Binary RF
3 300-D GloVe features of the current node, keyword occurrences LCN Binary RF
4  300-D Glove features of the current, parent and sibling nodes, keyword occurrences  LCN Binary RF
5 PrivBERT embeddings of the current node LCN Binary RF
6 PrivBERT embeddings of the current, parent and sibling nodes LCN Binary RF
7 300-D GloVe features of the current node LCPN  Multi-class neural network
8 300-D GloVe features of the current, parent and sibling nodes LCPN  Multi-class neural network
9 300-D GloVe features of the current node, keyword occurrences LCPN  Multi-class neural network
[0 300-D GloVe features of the current, parent and sibling nodes, keyword occurrences LCPN  Multi-class neural network
11 PrivBERT embeddings of the current node LCPN  Multi-class neural network
12 PrivBERT embeddings of the current, parent and sibling nodes LCPN  Multi-class neural network
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should be used.
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- Type-12 classifiers seem a winner + document-level sampling
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Evaluation

Segment-level sample splitting

Document-level sample splitting

Type 1 Type 2 Type 3 Type 4 Type 11 Type 12

Type 1 Type 2 Type 3 Type 4 Type 11 Type 12

Macro averages of level-1 nodes
Macro averages of all nodes
Ratio of maximum FIl-score in level-1 nodes 0/14

Ratio of maximum F1-score 1n all nodes 0/35

1714 0/14 0/14

1735

1/35  0/35

0.524 0.642 0.563 0.672 0.706 0.747
0.454 0.498 0.500 0.537 0.598 0.614

0.431
0/14 7714 | 0/14
8/35  15/35 | 0/35

0.500 0.566 0.548 0.603 0.673 0.699
0.452 0.487 0.497 0.566 0.577
0/14 1/14 0/14 S5/14
0/35 3/35 1/35 11/35

- It is more complicated: no single type is always the best.

Concept Type | Type 2 Type 3 Type 4 Type 11 Type 12
Level Name

CONTROLLER 0.514 (0.540) 0.486 (0.514) 0.547 (0.562) 0.534 (0.564) 0.613 (0.656) 0.611 (0.679)
COMPLAINT 0.608 (0.608) 0.563 (0.581) 0.829 (0.816) 0.800 (0.816) 0.809 (0.802) 0.764 (0.797)
1 TRANSFER OUTSIDE EUROPE 0.686 (0.704) 0.707 (0.781) 0.674 (0.698) 0.708 (0.755) 0.785 (0.811) 0.777 (0.827)
PD SECURITY 0.656 (0.663) 0.705 (0.761) 0.661 (0.658) 0.720 (0.744) 0.729 (0.748) 0.738 (0.760)
DATA SHARING 0.571 (0.597) 0.683 (0.736) 0.691 (0.695) 0.753 (0.774) 0.740 (0.772) 0.789 (0.825)
DSR.ACCESS 0.435 (0.458) 0.422 (0.411) 0.517 (0.524) 0.473 (0.495) 0.591 (0.598) 0.568 (0.579)
DSR.OBJECT 0.374 (0.368) 0.342 (0.268) 0.471 (0.449) 0.405 (0.366) 0.481 (0.467) 0.468 (0.405)
2 LB.LEGAL OBLIGATION 0.347 (0.371) 0.351 (0.376) 0.363 (0.378) 0.355 (0.346) 0.327 (0.349) 0.286 (0.293)
LB.CONSENT 0.227 (0.231) 0.184 (0.194) 0.266 (0.274) 0.281 (0.279) 0.246 (0.255) 0.226 (0.275)
DS.RECIPIENT 0.478 (0.481) 0.554 (0.591) 0.531 (0.534) 0.567 (0.615) 0.565 (0.610) 0.616 (0.644)
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LLMs?! Qnt Cyber Security

- All the work can be improved by the use of LLMs?
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