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- Dataset Creation: compiled from diverse sources, including Capture the Flag (CTF) challenges, academic papers, industry reports, and Common Vulnerabilities and
Exposures (CVE) databases, covering a wide range of cyber security tasks (see Figure 1)
. Evaluation: comprehensive evaluation using seven open-source LLMs, measuring performance with CyberMetric and safety with DeepEval
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Figure 1: Security categories in Cyber LLMInstruct dataset Figure 2: A high-level overview of the dataset creation process Figure 3: Abstraction of dual impacts of LLMs in cyber security
Table 2: Accuracy results (%) for different base (before arrow) and fine-tuned (after arrow) LLMs on the CyberMetric benchmark 163
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Figure 4: Performance of base (green) and fine-tuned (red) LLMs against OWASP Top 10 vulnerabilities Figure 6: Absolute difference before and after fine-tuning
. There 1s a clear, quantifiable trade-off between performance and safety. Selected papers citing CyberLLMInstruct (as of 30 September 2025)
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