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Abstract (=©Á�)
Since 1980s, the idea of using digital chaotic systems to design new ciphers

has attracted more and more attention. The use of chaos in cryptography depends
on the natural relation between the two research areas: strong dynamical prop-
erties of chaotic systems implies strong cryptographical properties of cryptosys-
tems, and the basic way to make cryptosystems have good strong cryptograph-
ical properties implies quasi-chaos (we even can find the phantom of chaos in
Shanon’s classic paper on theory of secrecy systems). Basically speaking, there are
two paradigms of applying chaos for secure applications: analog chaotic secure
communications (mainly based on chaos synchronization technique) and digital
chaotic ciphers realized in computers. This dissertation only focuses on digital
chaotic ciphers, i.e., the area lying between chaos theory and pure cryptography
in finite-state (digital) world.

The first boom of research on digital chaotic ciphers occurred near 1990, but
decayed rapidly after some negative works on the security of proposed ciphers.
The research boom returned in late 1990s, and much more contributions are made
to get many promising achievements. Although a number of recently-proposed
digital chaotic ciphers have been cryptanalyzed, many others have not been ef-
fectively attacked. Also, some general ways to digital chaotic ciphers have been
proposed and more careful considerations are made to ensure their security, such
as the chaotic block ciphers based on fixed or dynamic S-boxes.

However, as an important issue in the design of digital chaotic ciphers, dy-
namical degradation of digital chaotic systems has not been seriously considered
by most designers of digital chaotic ciphers. One task of this dissertation is to
emphasize significance of this issue and to give some initial investigations.

Our contributions in this dissertation involve the following three aspects
about digital chaotic ciphers: theoretical analyses of dynamical degradation of
digital chaotic systems, cryptanalyses of digital chaotic ciphers, and new propos-
als of digital chaotic ciphers. The main achievements contained in this disserta-
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tion are as follows:

1. Because of piecewise linear chaotic maps (PWLCM-s) have perfect dynam-
ical properties and can be realized simply in both hardware and software,
they are widely used in digital chaotic ciphers. Aiming at digital PWLCM-s,
a series of measurable dynamical indicators are proposed to quantitatively
measure the dynamical degradation of PWLCM-s in (fixed-point) finite pre-
cision. Rigorous theoretical analyses are given to show how to calculate the
dynamical indicators. The proposed dynamical indicators are used to com-
pare performances of different remedies to dynamical degradation of digi-
tal chaotic systems, and are used to find security defects in digital chaotic
ciphers.

2. Based on the theoretical results on dynamical degradation of PWLCM-s (see
above), some digital chaotic stream ciphers proposed by Hong Zhou et al.
are cryptanalyzed with weak-key analyses. Possible solutions to enhance
concerned ciphers are compared and some ones are suggested as practical
remedies.

3. In 1999, E. Alvarez et al. proposed a chaotic cipher based on searching plain-
text in a pseudo-random sequence generated from chaotic systems, but soon
it was broken by G. Alvarez et al. in 2000. This dissertation proposes a mod-
ified scheme to enhance its security by avoiding some essential defects in
original cipher.

4. In 1998, M. S. Baptista proposed a searching based chaotic cipher, which
attracted much attention after its proposal. Some cryptanalytic works and
modifications are made in recent years. This dissertation points out the de-
ficiency of an attack proposed by Goce Jakimoski and Ljupčo Kocarev, and
presents a remedy to resist Jakimoski-Kocarev attack and some new attacks
proposed by G. Alvarez in 2003.

5. This dissertation analyzes problems of a probabilistic chaotic cipher pro-
posed by S. Papadimitriou et al. in 2001 and finds it is insecure and imprac-
tical. Also, some wrong results in this cipher are pointed out and rectified.

6. J.-C. Yen and J.-I. Guo et al. proposed several chaotic image encryption
methods in recent years. This dissertation breaks two Yen-Guo chaotic
image encryption methods with known/chosen plaintext attack, and finds
more security problems in one method.

7. Based on theoretical results on digital chaotic systems and cryptanalyses of
several recently-proposed chaotic ciphers, this dissertation proposes a new
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chaotic PRBG and uses it to design chaotic stream ciphers with better overall
performances. The proposed chaotic PRBG can be used instead of LFSR in
conventional stream-cipher cryptography to construct more flexible ciphers.
This dissertation also proposes a fast chaotic cipher employing multiple (2n)
chaotic systems. This fast cipher is specially designed to fulfill needs of real-
time video encryption.

Keywords: chaotic system; cryptography; cryptanalysis; stream cipher; block ci-
pher; pseudo-random sequence; piecewise linear chaotic map (PWLCM); image
encryption
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�§XLjupčo Kocarev�<�©Ù[105, 108]§Jesús Urías�©Ù[52]Ú·��©
Ù[112]"ù
ïÄw«·b�±ég,/3DÚ�èÆ�µee��$^§Ò�

DÚ�èÆ¥�
Ù¦�~^Ä��{��"
,	§Q,Ð��èA5´ÏL(½5��èXÚ�)���Å·ÏG��

y�(�Ä�e©|�è¥²~^����ö�Ú��5SÝ¦k¿Â�²©C¤
/Ïè0q��©[143, 144])§l�{��Ýw§?ÛÐ��èXÚ��±w¤´�

�·b½ö[·bXÚ[145]"Ð��èXÚé²©\��5��©·ÏG�§�
∗'u·b�@Ïó��±��J��1890cc�H. Poincaré¤��'unN$Ä�E,5¯K[1]"
†'u�'Vg�½Â§�ë�©z[23]"

2



ÜS�Ï�ÆÆ¬Æ Ø©

~aqudE,ÄåXÚ�)�·by�[17]"®k©z��ù�¡�¯K§3©
z[21]¥§Marc Götz�<�ïÄL²3,
DÚ6�è¥�3X([)·b1�"
¢Sþ§�·bXÚ3O�Åþ±k�°Ý¢y�§�(mod)ö�²~�¦^5
£ã·b�§�lÑ/ª[86, 89, 96, 119, 120, 124]§
·���§��3DÚ�èÆ¥

´�Ä��~^ö�"
ÏL±þ?Ø§·�knd�&'u·b�èÆ�ïÄkÏu´LDÚ�è

Æ�SN§�Ð��èXÚ��OJø�õ��Og´ÚÃã",	§3�©�
�YÙ!§·�òuy'u·b�èÆ�ïÄ��±´L'ulÑ�mlÑ�m

�·bXÚ(�Ò´¤¢�êiz·bXÚ)�nØ�£"
w,§·b�èÆ´��îªõ�Æ��ïÄ+�§§�9
��5Äå

Æ(·bnØ)!(DÚ)�èÆ!Ï&ó§�õ�+�"ù¦�'u·b�èÆ�
©z  ÑÙ3���'Æ�§
Ø�Ù¦+�@o8¥"Ø
�þ©zuL3
�èÆ�'�¬ÆÚ,�	[20, 22, 25, 44, 54–56, 59–61, 63, 64, 109]§�Ü©©zÑ´3�
èÆ±	�+�uL�§cÙ´3ÔnÚ>fó§+�"*	�©�ë�©z

�L=�w�§�Ü©©ÙuL3eã/�µPhysics Letters A§Int. J. Bifurcation
and Chaos, Physical ReviewX�§IEEE Trans. on Circuits and SystemÚIEEE Int.
Symposium on Circuits and Systems"

3·b�èÆ¥§��kü�Ä���O�ªµ1���ªéA�[·b�

�XÚ§§���´3�[>´XÚ¥Äu·bÓÚEâ¢y�[24]¶1���ª
KéA3O�Å(½öêi>´)þ¢y�êiz·b�èXÚ§§�Ú·bÓÚ

EâÃ'"��
ó§ÄuÓÚ�·b��XÚ´�O^5¢yk6&�þ��

�Ï&§��ØU��í2�DÚ�èÆ¥�"��­���:´§�þ��è

©Ûó�®²L²�Ü©Äu·bÓÚ���Ï&XÚÑØ
S�§�¿�ôÂ
ö�Ul�¼�&Ò¥¡EÚ��ëê�'�Ü©k^&E($��UCq(½ù

ëê)[25–29, 32, 36, 39–41]"Ïd§¦+·bÓÚEâ8cE,3��Ï&+���
2��ïÄ§�´�'�¤JéuDÚ�èÆ
ód�'��"�©Ì��åu
ïÄ·b�èÆÚDÚ�èÆ�m�Ü©§�Ò´¤¢�êiz·b�è"3e

�Ù�©ò�Ñ��êiz·b�èïÄyG��[
¦�U�¡�0�"

§1.2 �©�Ì�¤J

�©¥'uêiz·b�è�ïÄ�@5gu·�3�Æ¤�XÚ¥é
ã�S�¯K�,�"��öu1999cë�RA3900II.DSA(Digital Subtraction
Angiography§êiÉ+EK[146])XÚ��ÿ§�ÆK�3�ä�¸e�S�D

Ñ¯K��
�½�'5"�5§3��I[g,�ÆÄ7(?Ò30070225)Ú�

�I[/8630Oy�8(?Ò2001AA114152)�Ü©|±e§'uêiz·b�
è�ïÄ�±mÐ§�©òQã·�3ù���¼��®k¤J"

�©'uêiz·b�è�ïÄ¤J�±8B�e¡n���Ü©µêiz
·bXÚ�ÄåÆA5òz�nØ©Û¶�
�CJÑ�êiz·b�è�©

3



1�Ù XØ

Û¶�Oêiz·b�è�#g´"1���¡�ïÄ´�¡ü��¡�Ä:§

1���¡�ïÄq´1n��¡�,	��Ä:"o�5`§�©�Ì�¤
J�±o(�±eA:µ

1. duÅã�5·bN�(PWLCM§Piecewise Linear Chaotic Map)äkûÐ
�ÄåÆA5§¿�´u¦^^M�¢y§Ïd3êiz·b�è¥��


2��A^"�´§8c�vk��XÚ�'uêiz·bXÚÄåÆA5
òz�nØµe§Ïd�êiz·b�è�nØ©Û�5
¢S�(J"�

éÅã�5·bN�§�©uy
�|ÄåÆ�I�±^5½þ£ã·bX

Ú3k�°Ýe¢y��ÄåÆA5òz"ïÄ
ù|ÄåÆ�I�O��
{¿��
�
î��nØ(J"ù
(J�±^5½5/'�A«éêi
z·bXÚÄåÆA5òz�ÖÍ���5U§��±^53�'�êiz
·b�èÚ·b��Åu)ì¥uyd3�"�"

2. Äuþ¡JÑ�Åã�5·bN��ÄåÆ�I§éE��Æ±ù�
<(1997!1998cm)JÑ��a·b6�è?1
f��©Û§¿JÑ
�

«Äuf��©Û�U?¡ÞôÂ�{§�±ò���ü$ü�'A"?Ø


Aa�U�U?�Y9Ù5U§Ù¥�A«�Y�í�¦^±Uõ��è

XÚ�S�5"

3. E. Alvarez�<u1999cJÑ
�«Äu|¢Å��·b�è§T�èÏL
3����ÅS�¥|¢²©��{)¤�©"ØLé¯ù«·b�èÒ
�G. Alvarez�<u2000c¤õôÂ"�©©Û
E. Alvarez�<�èØU
|ÂG. Alvarez�<JÑ��è©Û��Ï§JÑ
�«U?�Y±Or�
�è�S�5"

4. M. S. Baptistau1998cJÑ
,	�aÄu|¢Å��·b�è"ùa�è

3JÑ�É�
�õ'5§�¡�Ac�mpºYk�è©ÛÚU?�Yu
L"�©�ÑGoce JakimoskiÚLjupčo Kocarev32001cJÑ��aôÂ3
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ùX(��æ^É½ö�)²©"üaÌ��)¤·b��Åê��{´µA1) Ä
�·b;��Ü©½ö�Ü�?�'A[55, 71, 72, 80–82, 86, 95, 125, 165]¶A2) ò·bX

Ú�½Â«my©�m†�Ø���f«�§�z�«�IP�����êi0 ∼
m − 1§ÏL�ä·b;�?\=�«�5)¤��Åê[58, 64–66, 72, 74, 77, 78, 92]"
I�5¿ùüa�{�m�3�½�éXµA1¥�¤k��Åêu)ì�±w
�´A2¥�A~§
�
áuA2���Åêu)ì[58, 66, 78]q�±w�A1¥�A
~"

3 � Ü © Ä u · b�� Åêu)ì � · b 6 � è ¥ § �¦^ 
 ü �
· b XÚ" é õ ØÓ� · b XÚ® ² � æ ^ µLogisticN�[66, 71, 99, 125]± 9

§ � C /[55]§ ü�HénonN�[64, 95]§ChebyshevN�[72]§ Å ã � 5 · b N
�[22, 71, 74–78, 80–82, 107, 117]§Åã��5·bN�[92], p-adiclÑ·bXÚ[86]§
���þ!æ�êi£��(DPLL§Digital Phase-Locked Loop)>´[58, 65, 163]§
��"

���«OrS�5(3,
·b�è¥��UJp\��Ý)�Ï^Ãã§
õ·bXÚ�¦^��
ïÄöïÆ[22, 71, 99]"3©z[71]¥§Bernoulli£ N�
ÚLogisticN��Ó�¦^§ùü�·bXÚ�ÑÑÄk?1É½§,�2ùX²
©"©z[99]JÑ
�«aq�6�è§�´Äuü�Õá�·bN�§Ù¥�

�·bN���©6Ä"3©z[22]¥§ü�·bXÚ�ÑÑ{x1(i)}, {x2(i)}Uì
e¡��{'�)¤��Å'A6µ{k(i)}µXJx1(i) > x2(i)§Kk(i) = 1§X

Jx1(i) < x2(i), k(i) = 0, XJx1(i) = x2(i)KØÑÑ?Ûê(ù��«·b��Å
∗½ö¡§��/�;.�·b�è0§�±��2003c�¥(cÙ´·I)|Â/�;.¡ö0���

Vg"
†ég,/§l�B¢y��Ý�Ä§m = 2n"
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'Au)ì�¡�CCS-PRBG)"3÷v,
^���¹e§)¤���Å'AS
�äk`û��èÆA5"©z[22]�Ñ
�
ÄuCCS-PRBG�·b6�è±`

²CCS-PRBG�A^då"'uCCS-PRBG��õ[!§�ëw18Ù"
d[56, 61, 62, 67]¥�ó��±��§®²��A«·b6�è[55, 57, 64]´Ø

S��"3©z[141]¥§·�é±ù�<3©z[82]¥JÑ��a·b6�è?
1
f��©Û§¿JÑ
�aU?�¡ÞôÂ±ü$ôÂE,Ý(�õ�[!�

ë�14Ù)"éuÙ¦·b6�è�S�5§�k�õ�ïÄó���"

§2.2.2 ÏL·b_XÚ�{�O�6�è

3Äu·bÓÚ���Ï&XÚïÄ�íÄ§U. Feldmann�<3©z[73] ¥

JÑ
�«�O·b��Ï&XÚ�Ï^�ª§§�¡��·b_XÚ{(chaotic
inverse system approach)"lVgþù§·b_XÚ��Og´��u­#£ã

ÊÏ�è����O�ª§ÏdT�{��±^5��êiz·b�èXÚ�
�O(¿�Ø�u6�è½ö©|�è)"¢Sþ§kØ��·b��Ï&XÚ�
±¦^ù«�.\±£ã"©z[21, 83]�[/ïÄ
ùa·b�è��«��(
�Ú�è©Û"

*	·b_XÚ\��{���(�§�±wÑùa(���©|�è§

Ø´6�è"��o��!ò?Ø�êiz·b�è8\·b6�èQº¢S

þ§¤k��!ò�0��·b�è�,��uó�3CBC�ªe�©|�è§
l�Nþw��´gÓÚ�6�è§�©�"²L?n���ÑÑ��^uù
X(æ^�\ö�)²©"Q,²©Ø´�Ø%|�(aq©|�è�Ü©)��\

�§
´�Ø%|�)¤���6\�§Ïd·���u@�ù��·b�è�

·b6�è§
Ø´·b©|�è§±rN§�3(�þ�Äu·b��Åêu
)ì�6�è��q�?"��'�²w�~f´µ©z[82] ¥�·b�è²w

´��·b6�è(Äu·b��Åêu)ì)§·�vkndr©z[75, 76]¥J
Ñ�Äu·b_XÚ{�E�·b�èw¤´©|�è§Ï�ùn«�è3(�
Ú�{þ��Ò´���"
©z[70, 75, 76, 98]JÑ
A«Äu·b_XÚ�êiz·b�è"§��

(��±Ä�þÑ�±L«Xeµy(t) = u(t) + fe(y(t− 1), · · · , y(t− k)) mod 1,
ùpu(t)§y(t)©OL«²©Ú�©§ fe(·)´��l�"�©)¤ùX²©��
�Å��6�k�¼ê"3©z[70]¥§ fe(t) = a · y(t − 1) + b · y(t − 2)"3©
z[75, 76]¥§ fe(t) = Fm(y(t − 1), p)§ùpF(x, p)´��3L-bit(L < m)k�°
Ýe¢y�Åã�5·bN�µ

F(x, p) =


x/p§ x ∈ [0, p)

(x− p)/(0.5− p)§ x ∈ [p, 0.5]

F(1− x, p)§ x ∈ [0.5, 1)

" (2.1)

©z[98] ¥JÑ�·b�è¢Sþ´©z[75, 76]¥�è���C/§æ
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^
V©EÇ(dual-resolution)Eâ±OrS�5"b�²©©|���L =
8§�½�����êP � 2LÚ,	Ô���ëêp1, p2, p3, c1, c2, c3, c4§Ù\

�L§�±£ãXeµy(t) = u(t) +
⌊
2L · F8

PWL(u′(t))
⌋

mod 2L§ùpu′(t) =[
∑4

i=1
ci
P
· y(t− i)

]
mod 1§

FPWL(x) =


x/p1§ x ∈ [0, p1)

(x− p1)/(p2 − p1)§ x ∈ [p1, p2]

1.0− (x− p2)/(p3 − p2)§ x ∈ [p2, p3]

1.0− (x− p3)/(1.0− p3)§ x ∈ [p3, 1)

" (2.2)

w,§þãN�´Åã�5·bN�(2.1)���í2��(��
�N��éx =
0.5�é¡5)"3©z[111]¥§þã�è�ÀJ�©ôÂ©Û§ØLù�©Û©
Ù¥�Ñ�Ì�(Øk:¯Kµ��è�Y¥�F8

PWL�{z�FPWL"�´õgS
�%´��Y¥�y·bXÚ���ëêp1, p2, p3S����­�Ï�§ù3±

ù�<�©z[75, 76, 82]¥®k�[�Øy"��-|/ÀJ�©ôÂ0���)û
�{§Fm

PWL�©z[111]2gí�∗"
©z[119, 124]¥JÑ�·b�è�´Äu·b_XÚ{�O�(¦+��öv

kù�(¡)"ü�ÍÜN���(OCML, One-way Couple Map Lattices)3Ta
�è¥æ^§¿�õ�N�ü�Ó�^u\�Ú)�"©z[124]¥�·b�è�
�N5UÒ¡�L
AES(Advanced Encryption Standard)[166]§ù�(Øÿ�(

@"
©z[70]¥JÑ��è�Y®²��é®�/ÀJ²©ôÂ´ØS��[88]"±

ù�<3©z[75]¥�Ñ
�
~�·b_XÚ�Y�S�¯K"·���Có
�L²±ù�<��è3î��èÆ¿Âþ�Ø
S�(ëw14Ù)"'uÙ¦·
b�è�S�5§ÿI�õïÄó�y¢"

§2.3 ;.�·b©|�è

§2.3.1 Äu_�(S�)·bXÚ�©|�è

¦^·bXÚ�_�S��E�èXÚ��{�@´dT. Habutsu�<3[59,
60]¥JÑ"�
�B�©�Qã§·�¡ù«�è�HNSM�è(±©z[59,
60]�o��ö6�Äi1·¶)"�½������pÚXe�tentN�Fp(x)±9

§�(�Å)_�N�F−1
p (x)µ

Fp(x) =

x/p§ x ∈ [0, p]

(1− x)/(1− p)§ x ∈ (p, 1]
§ (2.3)

∗3n-bitk�°Ýe§©z[111]íÑm ≥ n/2�±v
�y|ôÂ5§�´ù�(Ø¢Sþ�vØv§
Uì©z[82]�©Û§m ≥ n · log2

(
max(p1, p2 − p1, p3 − p2, 1.0− p3)−1)´7��"

10
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F−1
p (x) =

px§ b = 0

1− (1− p)x§ b = 1
§ (2.4)

ùpb´��3{0,1}þþ!©Ù��Å'ACþ"T�èUìXe�ª\�z�
²©©|P ∈ (0, 1)��©CµC = F−n

p (P)§ùpI�)¤n��Å'Ab1 ∼ bn5
(½zg_�S��ÑÑ"ég,/§²©P�±N´/ÏL��·bS�¡
EµP = Fn

p (C) = Fn
p (F−n

p (P))"du3_�S�¥�3þzD(§�©¥7L�

¹�õ�k� ê±�y)�(J��(5"
dutentN��Åã�55Ún��Å'A�¦^§E. BihamJÑ
�«ÀJ

�©ôÂÚ�«®�²©ôÂ¤õ/©Û
HNSM·b�è[63]"ù�¯¢3�è

Æ©z¥�2�Ú^§±`²·b\��ØS�5[143, 144]"�´§·��©Ûu
y§BihamôÂ�¢SE,Ý��p
Ø´@o¢^§
��±|^�
{ü�
EâéHNSM�è?1U?§±-|BihamôÂ[131]"

3HNSM·b�èJÑ±��Acp¡§A«U?�Y3©z[47, 48, 79,
91, 107, 116, 117]¥�JÑ"©z[47, 48]¥æ^>u��gÄÅ(Toggle Cellular
Automata)O�tentN�¶©z[79]æ^½Â3ü ²¡[0, 1]× [0, 1]þ���Äå
ÆXÚ§©z[91]Kæ^
½Â3[0, L)× (0, π)þ���âf��·bXÚ"©
z[107, 117]½Â
��3k�lÑ�m{1/M, 2/M, · · · , M/M}þ���lÑ·
bN� f̃a§TN�3�ê�m{1, 2, · · · , M}þ���F̃A�^5�E·b�è"©
z[107, 117]��YÏLò·bN�êiz���N���{;�
�Å'A�
¦^"©z[116]æ^
õ
4©ã�Åã�5N�§3��k����S��°

Äe?1\�"�8c��§þãU?�Y�S�5E�?1�\���"�
���K¡���§©z[116]¥JÑ�U?�Y®²�G. Alvarez�<¤õ/»

)[127]§Ùæ^�ôÂ�{´BihamôÂ�í2"
©z[47, 48, 52]¥JÑ���gÄÅ�è�æ^
_�S��g´§du§�

Ñ´Äu��gÄÅ�§
��Ø´/;.0�·b©|�è§·�ò3�Y�
�!p¡é§�?10�"©z[93]¦^ò´ÄåÆXÚ�O
�a©|�è§
Ta�è��±w�´HNSM�è��«C/"

§2.3.2 Äu��S�·bXÚ�©|�è

ùa·b�è3©z[18, 85, 89, 96, 120, 136]¥JÑ§Ù¥��Ü©´¡�ã
�\��[18, 85, 89, 136]"
©z[18, 85, 89, 136]¥JÑ��èþÄu��·bN�"§��Ä�\�6

§�±£ãXeµÏL(��)S�����N�5��Å�Ï²©ã�¥��

�(=�Ï��3²©ã�¥� �)§,�|^,
O��{Ø²²©ã���

�ã(éA²©ã�¥���Ý�VÇ©Ù)¶­E±þL§ng���©ã�"
�
¢yé(ØÓ©EÇ)²©ã����Å�Ï§7Léæ^���·bN�3
lÑ��(�:éA��)þ�·��êiz§¦�5���·bN�é?Û©E
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Ç�ã�þ���C�(��)§X©z[18]¥�lÑBakerN�§©z[85]¥�l
ÑKolmogorov6§±9©z[89, 136]¥��äBakerC�"¢Sþ§É��·b
N�°Ä���Å���O��{�|Ü¦��è©ÛC���(J"�8c�

�§ÿ���k'��è©Û��"
©z[96, 120]¥JÑ�·b�èÄuü«?éå5�ØÓ·bXÚ f , g"�


�y)���(5§ü�êiz·bXÚ�·b;�±Ï7L´�½��"b

�Pi, Ci©O�L1i�²©Ú1i��©§\�L§�±L«�Ci = g[k, f (n, Pi)]§
�A�)��Ci = g[K − k, f (N − n, Pi)]§ùpN, K©OL«·bN� f , g��½
;�±Ï"¦+ÿ�k�è©Û��§·�@�¦^�½±Ï´ØÜn�∗§Ï

�ù¬¦�\�)��ÝC�É~�ú§¿�¦�®�/ÀJ²©ôÂC��
U(N, KØ�U��)"

§2.4 Ù¦êiz·b�èµ#­V�#g´

3�!¥·�òé2000cc�JÑ�k'·b�è�#g´���£�"é
��gÄÅ�èÚ·bú��èXÚ�0��3�!�Ñ"�u·���è©Û
ó�Ì�´�é�!0��·b�è§'uÙ¥Ü©�è��õ[!��±3�

©��YÙ!p¡w�"

§2.4.1 Äu|¢Å��·b�è(ë�15Ù)

3©z[84, 90]¥§�aÄu3��ÅS�¥|¢²©Å��·b�è�J
Ñ"3�©¥·���{¡ù��·b�è�Äu|¢�·b�è(searching-
based chaotic ciphers)"du§�3�Oþ�AÏ5§éJò§�M58\6�
è½ö´©|�è��ÆµM. S. BaptistaJÑ��è��6�è§
E. Alvarez�
<JÑ��è��´©|�è§§��U?�Yk���6�è§
k�K��

©|�è"
éuM. S. Baptista3©z[84]¥JÑ��è§�|¢���ÅS�´·b;

���"\�L§�±��£ãXeµò·bXÚ�½Â«m��Ü©y©�S�
ü�«m§ù
ü�«m©O�LS�ØÓ�²©ÎÒ¶S�·bXÚ�LN0g

��Ù;�?\�L�c²©ÎÒ�ü�«m§XJù�����Åêu)ì

�ÑÑκ ≥ η (ùpκ, η ∈ [0, 1])§KÑÑ�cS�gêCN���©"T�è¦
^LogisticN���·bXÚ§�,Ù¦�·bXÚ�´�1�"T�èÓ�äk
6�èÚ©|�è��
A:§ØL��6�è"

éuE. Alvarez�<3©z[90]¥JÑ��è§�|¢���ÅS�´l·b
;�{xn}Uìeã��züÑ)¤�µxn ≤ U → 0, xn > U → 1§ùpU´�

�K�ëê§§�±´�C�"éu���Ý�bi'A�²©§�èUìXe�
ª?1\�µ?À��Ð©^�§S�·bXÚUìþã�{�)����Å

∗'��ew§A�¤k�Ù¦·b�èÑ¦�U/Áã;��ýÿ�;�±Ï�Ý"

12



ÜS�Ï�ÆÆ¬Æ Ø©

S�C§3TS�¥Ïé�c²©§XJé�KÑÑ�c·bXÚ�G�!�c

�K�ëêUiÚ²©�Ýbi���©§XJ3é��ãS�¥Ñ�é�²©§K
ò²©�Ý~���'A­EþãL§"T�è¥¦^�·bXÚ´eãtentN
�µ

F(x) =

rx§ x ∈ [0, 0.5]

r(1− x)§ x ∈ (0.5, 1]
" (2.5)

l��þù§ù«�è´��äkêâ*ÐÚ�C©|���©|�è"
3E. Alvarez�<��è�YJÑ�ØÈ§G. Alvarez�<Ò�Ñù«�è´

��f�§�¦^
þã�tentN�(2.5)�§§éN´�o«ØÓ�ôÂ�{ô
»[97]"��§3©z[100]¥§G. JakimoskiÚL. Kocarev�Õá/JÑ
�«®

�²©ôÂ¤õ/©Û
E. Alvarez�<��èXÚ"3©z[110]¥§·�©Û

��è�YØS�����Ï§¿JÑ
�aU?�Y-|þãôÂµÀJ·
bXÚ�Ð©G�Ú��ëê����§S�·bXÚ�)��ÅS�C§Uì
�Ó��{3C¥Ïé²©§XJUé�²©§Kò�c�S�gê��ÑÑ�
©"w,§ù«U?�YÚM. S. Baptista��è�Y'�aq"

M. S. Baptista��è�Y3JÑ���
�2��'5§�
Ù¦ïÄöJ
Ñ
A«U?�Y±OrÙ5U"3©z[104]¥§W.-K. Wong�<ïÆ¦^��
�	���Åê±Uõ��è¥Øþ!��©VÇ©Ù"3©z[114]¥§K.-W.
WongÚ\Ä��#��éLEâ±¼��¯�\��ÝÚOrS�5"3©
z[123]¥K.-W. Wong�<?�ÚJÑ
Or�Ä��éLEâ§¿Ú\��(�
�)¬{��(session key)±~���è��©*Ð"����N\�¤J§K.-
W. Wong3©z[122]¥òÄ��éLEâÓ�^u\�ÚMF(hashing)"3©
z[113]¥§A. PalaciosÚH. JuarezïÆ¦^õ�ÍÜ�·bN��ä¥u)��
O·b(cycling chaos)Or��è�Y�S�5"

32002c§3E. Alvarez�<��èÄ:þ§©z[90]�Ó�ïÄ�|qJÑ

ü«#��è�Y[115, 116]§��é��è�Y�U?"©z[115]¥�Y�ü�
Ì�A:´µ1)¦^ÍÜN��äO�
ü��Logistic·bN�¶2) ò�©O�
�·bS��gê§ù¦�TU?�è¤��«Baptista.��è"©z[116]¥
JÑ�#�Y¦^
��S�?1�O§X·�3§2.3.1¥0��§T�Y¿ØS

�"
� � �Ó:´Ñ¦^ 
 õ � · b N�§ 
 Ø � � XÚ� æ ^ 
 � � ü

Õ�tentN�µ©z[115]¥¦^
ÍÜN��ä(coupled maps network)§©
z[116]¥K¦^
õ�Åã�5·bN�"©z[116]¥JÑ��è�æ^
·�
3§2.3.1¥J��_�·bS��g´"

3©z[100]¥§G. JakimoskiÚL. KocarevéM. S. Baptista��è?1
�è

©Û§�Ñ§3®�²©ôÂe´ØS��(TaôÂ¢Sþ´�g��ôÂ)"
'uù«�g��ôÂ��[��?Ø�±3©z[126]¥é�§T©z¥¦^
ÎÒÄåÆéTaôÂ?1
��Ù²(�£ã§¿JÑ
,	n«ÄuÎÒ
ÄåÆ�ôÂ�Y"lVgþù§du3�è(�þ��q5§¤kþãôÂ
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�{��±^5ôÂ©z[104, 110, 113, 114, 122, 123]¥JÑ�U?�Y"ØL©
z[114, 122, 123]¥�U?�è�YéÎÒÄåÆ�ôÂ�{[126]äk�½�-|
Uå§duÄ��éL· 
·b;�Ú�©�m�'X"3©z[128]¥§·�
@�Jakimoski-KocarevôÂ[100]3¢�¥¿Ø´AOk�§¿JÑ
�aU?�
{-|Jakimoski-KocarevôÂ"wå5·���{��±-|ÄuÎÒÄåÆ�
ôÂ�Y§Ï�·bXÚ�S�gê(=��è�Y¥��©)�¤õùX
"'
uÄu|¢�·b�è��õ?Ø§�ë��©�15Ù"

§2.4.2 3©|�è¥¦^·b�ESÝ

Úêiz·b�è�O¥Ñy�Ù¦�{'å5§¦^êiz·b)¤©|
�èSÝ�U´��ékF"Údå��{§§�±g,
¤õ/ò·b�èÆ
ÚDÚ�èÆë�3�å"kü«ØÓ��E/·b0SÝ�g´µÄ��/·
b0SÝÚ�½�/·b0SÝ"

|^·b)¤Ä��SÝ

3�èXÚ¥¦^Ä�O�Ú����{é@Ò�Terry Ritter31990cc�
uL�©Ù[167, 168]¥JÑL"Ritter�Ä��Y'�aquW.-K. Wong(�<)3
©z[114]¥JÑ�Ä��éLEâ"

¦�©�ö¤�§¦^·b�ESÝ��{�@�±3�«Äu��gÄÅ�
�è[52]¥é�"ùpSÝ´d����gÄÅ�)�§ù�gÄÅ�ü�Ð©�
�k−1Úk0(½§SÝ3\�àÚ)�à©OÏL��S�Ú��S�(½"XJ
·�òÄ�O�ö�w¤´aq6�è¥�ùX¼ê(XÉ½)§@où«Äu�

�gÄÅ��è��´6�è§
�©|�è"
,	§3©z[87]¥§f��Æ�HÀ��<¦^ ²�ä¥�·báÚf

�O
�«VÇ©|�è"3T�è¥§����Åêu)ìÚ��f��M�

å���� ²�ä�)�Å�©"ùp§l²©��©��CO��±�w�
´Ä��SÝ"HÀ��<®²^M�¢y
ùa�è���¢SXÚ[94]"

3©z[112]¥§·�Äg²(JÑ
¦^·b�EÄ�SÝ��{"·�3
T©¥JÑ
�«d��·b6�èÚ��·b©|�è�¤�¯�·b|Ü�
èXÚ"T�èXÚ¥�¦^
2n + 1Åã�5N�§Ù¥2n�·bXÚ^u\

�(¡�ECS§Encryption Chaotic System)§,	������ì�����èX

Ú�$1(¡�CCS§Control Chaotic System)"CCS�Ð©^�Ú��ëê��
XÚ���"3·b6�èÜ©¥§2n�ECS�S�(3CCS���eû½S�=
�ECS)±ùX²©"3©|�èÜ©¥§����Å�SÝÏLé2n�ECS��c

G�?1üS�Ä��#§,��^5O��6�èÜ©ùX�²©"ü�Ü©
Ñ�CCS��"ÐÚ�©ÛL²ù«�è�±¢y��p�\/)��Ý§cÙ´
3M�¢y�¹e"ØL©z[112]¥�Ñ��©�Y�3ØS��/�§·�ò

319Ù¥ÏLÚ\SÜ�"(½ö�©�")éÙ?1U?±OrS�5"
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3©z[118]¥ � « # � · b © | � è æ ^ 
 a q � g ´ µ S �tentN
�(2.3)Ä�)¤��Å�D(�þ(noise vector)ÚSÝé²©?1\�"T�
è$13CBC(Cipher Block Chaining)�ª[143, 144]e§�©�"¦�®�/ÀJ!
²©©ÛC�(J"

��§I�AOJ��´§©z[114, 122, 123]¥JÑ�Ä��éLEâ¢S

þ���uÄ�SÝ§ØLùpÄ��#üÑ��ØÉ·bXÚ��",	§©
z[106]¥JÑ�)¤2e�^S�Ï�ê��{��±^5)¤Ä�SÝ"

¦^·b)¤�½�SÝ

�ÌDÚ©|�è����Og´§L. Kocarev�<ïÆ¦^·bXÚ�
ESÝ(��5Ó¼ê)[19, 105, 108]"¦�JÑ
ü«)¤/·b0SÝ��{µa)
��½Â���·bN��lÑz��N����§~X©z[19]¥�lÑz
N�(4) Ú©z[108]¥�N�(12)¶b) S���·bN�)¤2n^S�Ï��

ê1, 2, · · · , 2n§,�|^§��E��n × n�SÝ∗"�C§L. Kocarev�<�?
�Ú©ÛL²ù���{)¤�SÝ�±-|�©ôÂÚ�5ôÂ[121]"

¢Sþ§L. Kocarev�<��{áu¦^·bXÚ�OÐ���5SÝ��
{§
Ø´�O#�êiz·b©|�èµe��{"ù�Ò¿�Xù«d·b
)¤��½SÝ�±ég,3DÚ�èÆµeS¦^"aq/§�±kéõ«ØÓ
��{lêiz·b)¤SÝ§���OÑ5�SÝv
Ð§§�Ò�±��3D

Ú©|�è¥¦^
Ø7Ú·bXÚ��u)'X"w,§c©J��¤k)¤
Ä�/·b0SÝ��{Ñ�±^5)¤ù«�½�/·b0SÝ"·�knd�

&§�½�/·b0SÝ7ò´L�èÆ[��Oóä�"
du�éSÝ��«ôÂ�{ÑI�v
õ�®�/ÀJ�©â�U)�§Ä

�SÝAT�±�g,
{ü/-|�éSÝf:?1��è©Û",	§·�3
©z[112]Ú19Ù¥�©ÛL²Ä�SÝ�U´���E¯�·b�è�$»"Ñ
uù���Ä§·�@�Ä�/·b0SÝkF"¤��5êiz·b�è���
Ä�|�"

§2.4.3 �«Äu·bXÚ�VÇ©|�è(ë�16Ù)

©z[106]¥JÑ
�«Äu·bXÚ�VÇ©|�è"���¹K�ØÓ�
ÍÜ�§(K�gCþ)�·bXÚ�^5)¤2d�J[áÚf§ù2dJ[áÚf�

¹2e�ØÓ�J[G�1, 2, · · · , 2e§ùpe > d"�½����Ý
P2d×1§�©l

©��1P[MC]�J[áÚf�¤kG�p¡�ÅÀ�§ùpMCL«d'A��
c²©"¦+©z[106]��ö(¡T�èäkéÐ�S�5§·�uyT�è�

3éõî­�¯K[130]µ

• 3T�è�¢S¢yÚpS�5�m�3Ø��N�gñµ²©Ú�©��

∗'u�)���ê�äN�{§�ë�©z[105, 108]"
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�d, e7Lv
�±�ypS�5§
§�q7Lv
�±¦�T�è�¢
S¢y¤��U"

• 'u¤k�U�J[G��êþ�í�´�Ø�"

• S�5©Û´Ø�(�§éu¡ÞôÂ�S�5�p�
"

• �è�¯�\�Ú)�TT�6u1��"�µdÚe3����þ�gñ"

• �êiz·bXÚ3k�°Ýe¢y�§ÄåÆA5�òz7L¦^�
�
{\±Uõ"

• vk²(/£ãXÛl2e��ê¥ÀJ2d�J[áÚfÚXÛ��Å/©
�2e�J[G��2d�áÚf§�vk²(£ãXÛ)¤��Ý
P"

'uT�è©Û��õ[!§�ë�16Ù"

§2.4.4 Äu��gÄÅ��è

����gÄÅ(CA, cellular automata)�±w�´���[lÑÄåÆX

Ú�¿1$�Å"¦+ü«ÄuCA��è[44, 45]é@ÒÑy
§3L���A

c��mp�´vk�õ�CA�è�JÑ!©ÛÚ�\ïÄ[44–54]"ùp�©ò

�Ñ�©�ö¤��CA�è�{�0�§Ù¥��«CA�èdu®²3c¡
�§2.4.20�L
§ùpÒØ2Kã
"

3�@JÑ�CA�è[44]¥§�«�¡�rule 30�AÏCA�^���Åêu
)ì¿^5�E6�è§��´TCA�Ð©^�"3©z[45, 46]¥§�«�_
��àg(non-homogeneous)CA��%/\±�E§±¦�,	��CA(þ¡@
�CA�_)�±ÏL)E,��§|5��§TA:�^5�O\)�Øé¡�
ú��èXÚ"3©z[47, 48]¥>u(toggle)CA���S�(Ò�©z[59, 60]¥�
·b�è��)5¦²©��\�§)�ÏL��S�¡E²©"T�è��Oö
�ïÆ
¦^LogisticN�O�CA�\��Y"'uþãCA�è������[

�'�Ú©Û�±3;|©z[48]¥é�"
g1994c ± 5 §P. P. Chaudhuri� < k � J Ñ 
 A « Ø Ó �CA�

è[49, 53, 54]"©z[49]¥�CA�è®²��´ØS��§Ï�§ØUUC��
¿�T�è�)����+(affine group)�f+§
Ø´����+(alternating
group)[50]"3©z[53]¥§,	�«CA�è�JÑ§ØL§�´á\
��+

���ÏdE,ØU��ýÏ�S�5"3©z[54](2002c.)¥§P. P. Chaud-
huri�<2gJÑ
�a#�ÄuCA��è§¿�^M�¢y
��¢SXÚ"
¦�ÏLnØ©ÛÚ¢�(¡T�è'DES5UÐ�õ§
�±�AES�|{§

Ù\�)�óéþK�DESÚAESÑ�"T�è�#§�I��õ�ïÄ±|

±��öéÙ5U�©Û"
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§2.4.5 ·bú��è

3§2.1¥·�®²J�§�â·�Â8�]�§�8c���ko«·bú
��èXÚ���L"Ù¥�ü«·bú��è[45, 46]´Äu��gÄÅ�§3c

¡��!·�®²�
{ü0�"ùü«ú��è�S�5ÿ��	§�8cÿ

�k�'��è©Û��"Ïd§�!·�òX­0�©z[42, 69]¥JÑ�,	

üa·bú��è"
Fengi Hwu3¦�Æ¬Ø©[69]1VIÙ¥JÑ
�a·bú��è§T�è

´ElGamalú��Y[143, 144]���C/§§���ó��nXeµz�^rÀ
J¿úm�|ëê(a0, an, α)��Ùúm��¿ÀJ���ên������§
ùpα3{1, · · · , p − 1}þþ!©Ù§anS�eãêiz·bN�ng(±a0�Ð©
�)��µF(x) = αx mod p½öF(x) = x2 mod p(½öÙ¦�E,�êiz·
bN�§XF(x) = xr + d mod p)"�êp´����ê(200�'A�m)¿�¦
�p− 1k�����Ïf!α´p���)¤�"3þã^�e§\�Ú)�L§
�±^XeÚ½\±£ãµ

• ux��\�L§µux��Å)¤�������êk§,�±a0�Ð©
^�S�·bXÚkg��ak§¿�±an�Ð©^�S�kg��an+k¶

• &�þDÑ��©µDÑ��©de¡ü�Ü©�¤µc1 = ak§c2 =
m× an+k mod p¶

• �É��)�µux�±c1 = ak�Ð©^�S�·bXÚng��s =
an+k§,�A�ÏLeª��²©µm = (c2/s) mod p"

é²w§þãú��èA�ÚElGamal�Y����§Ø
æ^
ØÓ�ü�¼
ê"¦+Fengi Hwu(¡T�Y�S�5ÚElGamal�Y�Ó§§�¢S�15
q�k:¯K"ézgÏ&L§
ó§ux�7LS�·bXÚ2kg§
Ü{�
�É�7LS�ng"�´§du��5`kÚnØ�U�~�§ÄK\�Ú)�
�Ý¬C�Lú
Ã{3¢S¥¦^",	§XJ��ôÂöla0m©S�·b
XÚ§��¦��an�Ò¿�X����n�»)§ùp¤I��$�E,Ý�

kng·bS�§ùÚÜ{��É�)���Ý��¯�±þ©ÛL²§XJn�
�§@oT�èXÚ¬C�Ø¢^¶XJn��§@oT�èXÚÒ�:ÑØS

�"¯¢þ§þã¯K����Ï´µéu���(êiz)·bXÚØ�3õg

S��k�{z�{§ùØ�ú��èÆ¥~^��¼êxα mod p§¦^\{

ó(addition chaining)Eâ�±ò��S��$�E,Ý:ìü$[143, 169]"
,	�«Äu·b�ú�XÚ�C(2003c)3©z[42]¥JÑ�"Tú��Y

�¡�©ÙªÄåÆ\�(DDE, distributed dynamical encryption)"Taú��
èXÚUìeã�ªó�µò��DT + DR��ÄåÆXÚ©�����¹DTX

ÚCþ�ux�f(úm)XÚÚ�¹DR�XÚCþ��Â�(��)fXÚ"ux

�Dx��i\
²©&Òm(n)�Iþ&Òst(n)��Â�§�Â�K�x,	�

�Iþ&Òsr(n)�ux�"�½��ÄåÆXÚ�ü�ØÓ�áÚf§z�²©

17



1�Ù Äuêi·bXÚ��èÆ

'Am(n)ÏL�äXÚ3Lg·bS��Âñ�=�áÚf5��"ù«DDEX

Ú�5UÏL��óÜN�����
ü«"3T·bú���XÚ¥§éz
�'A
óþã�áÚf� �I�²~UC±-|²©ôÂ§�´ù«áÚ

f�UC�U4�/\��Â��$�Kú"�&�¥�3D(��¹e§©
z[42]��ö©Û
XÛ-|�aÄuÛMarkov�ª(HMM§Hidden Markov
Model)�ôÂ§�Ñ���D(�U��S�5�ü$"¦+3T·bú��Y

¥�Uuy�õ�S�5¯K§�´�©�ö�´�&ùa·bú��èXÚ�
Umé
��ú��èÆ�#��"

§2.4.6 ·bã�\��{

k Ø�êi z · b � è ; ��ã� \ � � 8 � 
 ? 1 
AÏ�
O[18, 85, 89, 132–138]" 3©z[18, 85, 89, 136]¥JÑ � · bã� \ � � { ® ²
3§2.3.2/;.�·b©|�è0�!�L
0�"·�¤��Ù¦¤k·b
ã�\��{[132–135, 137, 138]Ñ´dJ.-C. YenÚJ.-I. Guo(�<)JÑ�"Yen-Guo·
bã�\��{Ä�þÑ´�Ìeãg´�O�µ��·bXÚ^5)¤��Å
S�§TS�^5�������Å����½öO�"lî���èÆ¿Âþ

ù§¤k�Yen-Guoã�\��Yq�ÑØ
S�§Ï�§�ÑØUl��þ|
Â®�/ÀJ²©ôÂ§Ü©\��{|Â®�/ÀJ²©ôÂ�Uå��f§�

I���²©/�©ã�é=�»)Ñ����"éuÙ¥üa·bã�\��{
��[©Û3·��©Ù[139, 140]¥�Ñ"�©�17Ù�[/0�
·�3þ

ãü�©z¥�(Ø"

§2.5 êiz·b�ÄåÆA5òz

éuêiz·b�è
ó§�u¦^�·bXÚÑ´3k�°Ýe¢y�§
·�knd~¦§�´Ä�U3ëYXÚ¥�±ûÐ�ÄåÆA5µ3²;·b
nØ¥§¤k�ÄåÆXÚÑ´½Â3ëY�þ�§§��ÄåÆA5  �3
äk��LebesgueÿÝ�ëY��m¥âk¿Â"3��!¥§·�ò?Øe¡
A�Úêiz·bk'�¯Kµ3ëY·bC�êiz·b�L§¥¬u)�o
��CzºëY·bXÚ�ÄåÆA53êi�m¥´ÄE,�±º·b�êi
zéêiz·b�è�5Uk�oK�º¦+3êiz·b�è�O+�=kØ

õ�ïÄö�ÄLþã¯K9Ù)û�{[80, 170, 171]§·�@�'uêiz·b�
?Øéu�yêiz·b�è�nØS�5´�~­��"¯¢þ§éêiz·
bXÚÄåÆA5©Û��À´�
êiz·b�èØS�����Ï[67, 141]§
�´��o�Ü©X{�èÆ[Ø��&êiz·b�èS�5���Ì��
Ï[144, §3.6]"

�·�3êi>´½öO�Å¥�[·b�§�A�ÄåÆXÚ¬3�mÚ
�mü���þ�lÑz§�Ò´`§§�¬¤�½Â3k�°ÝlÑ�mÚ
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�m��þ�lÑ�mlÑCþ�·bXÚ(discrete-time and discrete-value chaotic
systems)[102]"�«n)ù«lÑz·bXÚ�g,g´´r§��Ä��S�

L§¥�þz(o�Ê\!��½ö? )D(6Ä�ε-lÑz·bXÚ[172]§ù
pε�LlÑ��¥��ü��m���ål"3�©¥§·���Ä3�?�

êiz�m¥�lÑz·bXÚ(=32−L-lÑz�m¥�·bXÚ§ùpL´ê
i�{�k�°Ý)§¿¡ù��lÑz·bXÚ�êiz·bXÚ(digital chaotic
systems)"3�©¥§êiz·bk���¡�[·b(pseudo chaos)[145]§�þz
D(6Ä�·b;��¡�[·b;�(pseudo chaotic orbits)[173]±rN§��ë
Y·bÚ·b;����ØÓ"

§2.5.1 nØ¯Kµêiz·bXÚ�ÄåÆA5òz

�·�3êiz�è¥¦^·b��ÿ§éõïÄöuyêiz·bX

Ú�3ÄåÆA5òz§ù«òzéêiz·b�è�S�kØ��À�K
�[61, 67, 80, 81, 109, 141, 170, 171]"¢Sþ§du3êiO�ÅÚê��ýÁ�¥uy


éõk'êiz·b�Û%y�§3·bnØ.k'êiz·b�¾�y��

2�/��ÚïÄ[109, 145, 171–205]"�£ãù
¾�y�(�©¡��ÄåÆA5ò
z)´XÛu)�§b�·b32−L-lÑz�êiz�m¥¢y§·�5©O�Ä

e¡�A�k'êiz·b�¯¢"

Ø�P¹�þzØ�(D()

3zgêiz·bS�¥Ø�;�/�Ú\þzØ�§ù«þzØ�¬¦�
[·b;�±�«�~E,
Ø��(Ø�ýÿ)��ª lëYXÚe�¢S·
b;�"du·bXÚéÐ©^�(±9��ëê)�¯a5§k�°Ýe�[·
b;�3²Lk��AgS�∗��Ò¬C��ý¢;���ØÓ"3©z[190]¥
�Ñ
��éÐ�'uù«þz�A�ü«µé��Åã�5·bXÚ§�XÚ
©O±ü°Ý2:$�ÚV°Ý2:$�¢y��¹e§���[·b;�3ÿ
À(�þ��ØÓ§
�ü�;�ÑÚnØO����°(;���ØÓ(ëw©
z[190]¥�Fig. 5�Fig. 7)",	��'uêiz�{(2:$�)ÚêizÄåÆ
XÚ�m'X�ó�3©z[188]¥��§T©z¥�©Ûw«$��::wå5
Ã';��êiz�{þ��?UÑ¬�.UC[·b;��(�"

¦+3�½k�O�°ÝÚ�½�{��¹e§¤k�þzØ�Ñ��´(

½5�§�´°(��(*ÿ!�;)¿?nù«3êizS�¥u)�þzD(
3EâþA�´Ø�U�"ù¦�þzD(����´�«/þz·b0§Q,

þz¼ê���´��3k��mS�r��5¼ê†"�
�Å6Ä�.®²�

JÑ±£ãêiz·bXÚ¥�þzD([23, 172, 194]§�´§�¿ØUO(/�O

∗S��äNgê�±ÏLLyapunov�ê½öKolmogorov�?1�����"
†�,§/þz·b0ù�c��¿Ø´@o�ª§·��´�±Vgz/r§w�´ëY·b���

Ün�Cqí2"ØL§�Ä�8cÿvk��ý�¿Âþî��'u·b�½Â[17]§/þz·b03,
«¿Âþw��U´î��"
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,
êiz·bXÚ�ÄåÆ1�§Ï
É�
�
ïÄö�1µ(�
�~3©
z[186]¥��Ñ§Xp = 0.5��tentN�µF(x) = 1− 2|x− 0.5|)"

Q,þzD(Ø
/þz·b0��3�	ØUw�·�'u·bXÚ�õ
k¿Â�ÀÜ§·�Ø�r5¿å=£�[·b;���ÏÄåÆ1�þ�§®

²k�þ�ïÄuy
�
¹�k^�(J"

�ÏÄåÆµØ�|á�±Ï5

Q,êiz·bS�´��3���¹2L���lÑ�m¥§éw,z^[
·b;���ÑØ�;�¬C¤±Ï5�[206]§�Ò´`§�ªo�?\��Ì
�
TÌ��±Ï7,Ø�u2L"

3ã2.1¥§·��Ñ
��;.�[·b;��«¿ã"��5`§z^
[·b;��)ü�ëÏ�Ü©µx0, x1, · · · , xl−1Úxl , xl+1, · · · , xl+n§3�©¥

§�©O�¡�6�©{(transient branch)ÚÌ�(cycle)"éA/§lÚn + 1©O

�¡�6�(©{)�Ý(transient length)ÚÌ�±Ï(cycle period)§l + n¡�;��
Ý(orbit length)(�5¿Ù¦ïÄö�U¦^ØÓ�â�)"

x
0
 x
l


x
l
+
n


x
l
+
1


x
1
 .
.
.
.
.
.
 .
.
.
.
.
.


ã 2.1: ��êiz·bXÚ��^;.�[·b;�

lVgþù§éÓ��êiz·bXÚ
ó§¤k�[·b;���Ñ?\

��þ�A�k�Ì�¥�§ù�Ò¿�Xêiz·bXÚ�lÑ��mÂ �
���u2L�lÑáÚfþ�"w,§êiz��m�ù«¥ 7ò»�ëY·
bXÚ�H{5"Þ��{ü�~f§�tentN�F(x, p)(2.3)34'Ak�°Ýe

±o�Ê\þz�{¢y�§�p = 3/24§·��±O�Ñ¤k�[·b;�¿

��Xã2.2¤«�[·b;�«¿ã"�±w�§¤k�[·b;���ÑÂ 

�0!9ùü�ØÄ:Ú· · · → 5 → 14 → 2 → 11 → 6 → 12 → · · ·ù�k�Ì�þ

�"
·�F"��e¡ù
¯K��YµXÛ�O6��ÝÚÌ�±Ï���

�/²þ�±9k�Ì���êºù
ëê´Äv
�±¦�éëY·bXÚÄå
ÆA5��[´k¿Â�º

d u 3 k ' · b � ï Ä ¥ê� � [ k X � ~ ­ � � � ^ § g l ·
b n Ø ( á ± 5 § k � þ � ï ÄÁãé þ ¡ �¯K� Ñ � � � 1 � �

Y[145, 173, 174, 176, 178, 179, 183–186, 191, 192, 196, 201, 204]"ØL§�XB. V. ChirkikovÚF.
Vivaldi3©z[145]¥J��§du"y'ulÑ(êiz)·bXÚ�H{5n
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ã 2.2: êiztentN�F(x, p)�[·b;�«¿ã§p = 3/24§
¢y°Ý�4'A§þz�{�o�Ê\"Ikêii�!:L«

�?��êx = i/24"

Ø§é�'ëê�î��O(cÙ´²þ�Ý)�~�J"Q,nØ©ÛLu(
J§ÚOÁ���{(Monte Carlo{)�2�æ^±&¢ù
¯K��U�Y∗"
Ó�§'u�ÅN�[169]�nØ©Û��^5���Oêiz·bXÚëê��

�Ünëì[173, 174, 198, 203, 204]"3F. Rannou[174]ÚY. E. Levy[173]�@Ïó��í
Äe§'u[·b;�Ýþ�¡���­�uy��VÑ5¿3ØÓ�·bXÚ
¥���E(@§ù�­�uyÒ´IÝÆ(scaling law)§§¢Sþ�V«X[·
b;��©/A�†"{ü/ù§-ε = 2−L§IÝÆ�«
Xek'¯¢µ

• 6��Ý±9Ì�±Ï����Ú²þ��ÜÑl�ê5ÆO(ε−d)§ù
pd´��d(ëY)·bXÚ�§��(½����Iþ"��5`ε−d �
2L(é���HamiltonN�§ε−d � 2L�UØ÷v[174, 176])"

• k�Ì��êþ÷vþ?O(ln ε−1) = O(L)"

• ØÓ�Ì�±Ï�ÑyªÇ�XÌ�±Ï�O\
U�êP~[184, 185]§ù¿

�X�3�þ�äkáÌ�±Ï�[·b;�"

�,
§A�5¿þã(Ø�´3��¿Âe¤á§,
AÏ�êiz
·b�´Ø÷vù�5Æ"'X§éuü«;.�·bN�F(x) = 1 − 2|x −
0.5|(tentN�)ÚF(x) = 2x mod 1(Bernoulli£ N�)§IÝÆ�Ñ�k'6��
ÝÚÌ�±Ï��O�´vk?Û¿Â�§ù´Ï�ùü«N�3�?�êi�
m¥�)�[·b;��6��ÝØ¬�uk�°ÝL§
��ª¤k�[·b;

∗�
'�AÏ��{��uÐå5±{z©Û§X©z[177]¥JÑ�ÄuäG(��©Û{§Ú©
z[182, 187, 189, 197, 200, 205]¥¦^�ÄuêØ½ö�ê(���'óä"�y3��§ù
óä�¦^
Ú�Ñ�(Ø�Û�3�êäkAÏ(��·bXÚ¥§Xp-adicN�Úü�HamiltonN�"

†3©z[185]¥§ù«IÝÆÚ�'·bXÚ�áÚf�©/�ê���'é3�å"
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��ªo¬Âñ�±Ï�1�Ì�(=�½:)þ�µ∀i ≥ N, Fi(x) ≡ 0"ù`²§
·�3¢SA^¥¦^þãIÝÆ��´I��	�%§±;�ü$XÚ�¢S

5U"

Kf±Ï;��"ÿÝ¯K

D. V. AnosovÚR. BowenuÐå5�β-KfÚn²~�^5y²ëY·bX

Úê��[�k�5"KfÚn�y3[·b;���>ok�^ý��·b;
�±v
��Ø���[175, 207]"�´§TÚnéuêiz·b�¿Âé�§Ï�

Kf;�=¦�3�7,´±Ï�§
±Ï;�3ëY·bXÚ¥�ÿÝ��´
""w,§ù
Kf;��"ÿÝ¢Sþ´dulÑ�m3ëY�m¥�"ÿÝ
E¤�",	§��m�lÑz�¬��Ø­½�·b;�C¤­½�§
ù

Ø­½�·b;�w,ØU�(�N·bXÚ�ý�ÄåÆA5"β-KfÚn3
?nêiz·bN��¡�Ã�¯K3©z[180, 181]¥�k�'?Ø.

'uù�¯K�4à~f§·��´5wwc¡�EJ��½Â3ü «

m[0,1]þ�·bN�F(x) = 1− 2|x − 0.5|ÚF(x) = 2x mod 1"éuùü«;.
�·bN�§3S�L§¥vkÚ\?ÛþzØ�§Ïdz^[·b;�Ñ
¤��AëY·bXÚ�ý¢;�"�´§éu¤k�°Ýn ≤ N��?��
ê§[·b;�¬3�õngS���Âñ�0"��'�§éuäkÃ�k� 
ê�?¿¢�ê(ù���ê3«m[0,1]þ´È��§äk���ü «m�Ó
�LebesgueÿÝ)§[·b;���Ý�Ã¡§
·bXÚ�ý�ÄåÆA5�´
dù��Ã��êNy�"

òz�ÄåÆA�µH{5§ØCÿÝ(©Ù)§Lyapunov�ê§�k�õº

�X·�3c¡J��§¤k�[·b;��ªÑ´±Ï�§
�§��Ì
�±Ï�U���á(¦+äké�±Ï�[·b;���U´�3�[186])§¤

k�Kf;�3ëY�þÿÝ�0"±þ¯¢ÑV«XëY·b3êiz�mþ

�¥ §�Ò´`§éõÄåÆA5�3Ô���x§XH{5!ØCÿÝÚ�

�Lyapunov�ê"�
ïÄêiz·bXÚ¥�U�3�ù«�x§lnØÚÁ
�ü�ØÓ��Ý®kØ��ó�Ðm[171, 174, 175, 179, 184, 186, 194, 196, 203]"¦+®

k�
�¡�(J��§·�5¿�ù
(Ø  �´3²þ(ÚO)[171]½öÁ�

�¿Âþ¤á"
,	§êiz·b��3�
Ù¦�¾�1�§M. Blank3©z[172, 195]¥

lnØ��ÝéÙ¥��Ü©�
��[��©Û"·��&'uêiz·b
�½�k�õ[�
�%�y�ÿ�uy"¦+®k�þ�ïÄ3ù�+�Ð
m§�8ÿvk��¤/�XÚnØøO(©Ûêiz·bXÚ�ÄåÆ�^∗"
¦�©�ö¤�§8c��¡��[�'uêiz·b�?Ø3M. Blank�Ö

∗�C§3©z[202]¥§��¦^Ç²(Hamming)ålO�î¼(Euclidean)ål�êiz·b�.�J
Ñ§�
êiz·b3T�.þ�ïÄ"
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5'u·bÄåÆ¥lÑzÚëY5��
¯K6(Discreteness and Continuity in
Problems of Chaotic Dynamics)[172]¥�Ñ§ØLù�Ö��k:P§
�SN¿Ø

��¡"

§2.5.2 y¢¯KµXÛ3¢SA^¥�Ñêiz·b�ÄåÆòzº

�·�3êizA^¥¦^·b��ÿ§��é­��¯K´XÛ;�êi
z·bXÚ�ÄåÆA5òz±¦��O�êiXÚ�¢S5UØ¬ü$��
õ"
Äk§·�5?ØXÛ3êiO�Åþ¢y·bXÚ"��
ó§kü«Ø

Ó�¢yå»"31�«å»¥§ëY·bXÚ�XÚ�§Ø�UC§z�g·
bS��Cq�ÏL�½�êiz�{(½:§2:$�Ù¦��E,��{)5
��"ù«�{´�«3êiz­.¥¢y·bXÚ����5å»"31�«

å»¥§�©�ëY·bXÚ�XÚ�§ÏL/Ã³0∗��?Uí2��A�ê
izlÑ�m¥�±¦��E�êizXÚ�ëYXÚäk/��0�ÄåÆA
5"3�õêA^¥§êiz·bXÚ´¦^1�«�{�E�§±1�«�{
�E��õêêiz·bXÚ[18, 89, 105, 107, 108, 117, 136]��´^5{zÄåÆA5
©ÛÚ/½JpêizXÚ�N5U�"3¢SA^¥¦^1�«�Y�§�Oö
7L�	�%±��wå5/Ã³0�?��U�5�k³"�"

�e5·�5?Øêiz·bXÚ3¢SA^¥�ý�JKµXÛ?�

êiz·bXÚâUk�/�ÑÄåÆA5òzº�X·�3c©®²&?
L�§8c3nØ�¡�vk���^�ù�¡�XÚµe"3$�´§e

¡A«�U�ÖÍ�Ø®²3¢�¥�JÑ±)ûù�JKµ¦^�p�k
�°Ý[56, 61]§?éõ�êiz·bXÚ[149]§±9éêiz·bXÚ�(�)�
Å6Ä[80, 81, 99, 170, 190, 195, 199, 203]"¤k�)û�{ÑÌ�´3ó§+�?Ø¿

¦^�§Ù¥Äu6Ä��{���õ�ïÄ"·�'uÅã�5·bN
�(PWLCM)�[�©ÛL²(ëw§3.4.1)µÄu6ÄüÑ35Uþ'Ù¦ü«

�Ð§Ïd·�r�í�3êiz·b�è¥¦^ù��{)ûêiz·bXÚ
ÄåÆA5òz�¯K(·��A�¤k©ÙÑæ^
ù��{[22, 109, 110, 112])"¦
+6ÄüÑ�JÑö�w,Ø��ù«üÑ´ÄäkÜn�nØ| §§(¢�
�
5g·bnØ+��|±[190, 195, 203]"¯¢þ§�X·�3c©J��§þ
zD(��Å6Ä�.3nØ.®�2�æ^±ïÄêiz·bXÚ�ÄåÆA
5"ó§¥¦^�6ÄüÑ3nØ.�´�Å6Ä�.���7,�B�¬"o

Ñ/ù§6ÄüÑ�±¤õ/Uõêiz·b�ÄåÆA5òz±÷vØÓA^
�ØÓI¦§ùp¡�,��¹êiz·b�è"

ØL§du¢y[!��É§�3A«ØÓ�6Ä¢y�Y[80, 81, 99, 170, 199]§
¿Ø´¤k�6Ä�YÑäk�Ó�5U"�8c��kn«;.�6Ä�
Yµ6Ä·bXÚCþ(·b;�)§6Ä��ëê§Ó�6ÄXÚCþÚ��ë

∗�5¿§duêiz·bXÚ©Ûþ�E,5§¢Sþ��éJ��ý��/Ã³0"ùp§·�{

ü/@^ù�c
ØLõ/�9§�î�¹Â"
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ê[199]"éuÅã�5·bN�§·�ò�Ñµ6ÄXÚCþ��Y'6Ä��

ëê��Y�±Jø�Ð�¢S�J(�õ[!�ë�§3.4.1)"·��ïÆ¦^·
Ü��Y±Or�a·b6�è�S�5(ëw§4.6.6)"

��
ó§6Ä�Ä�üÑ�±£ãXe¶$1��3�A�lÑ�m(=ê
iz·bXÚ�½Â«m)þ÷vþ!©Ù�{ü��Åê(PRNG)u)ì§�)
����Å��6Ä&Òpt(n)§§±É½½öÙ¦6Ä¼êU\(6Ä)��c�
·b;�þ�§ù«U\z�∆ ≥ 1g·bS��1�g"d©z[80, 170]§®²
��6Ä��·b;���ÝT′ò�6Ä&Ò�±ÏT¤��µT′ = σ · ∆ · T§ù
pσ´����ê"XJ6ÄPRNG�)���Å&Ò�±Ï����Ý2L(b�
TPRNG±�Ó�°Ý¢y)§K6Ä·b;���Ýò¤�σ · ∆ · 2L§ù��Ý
®²�LlÑ�m���2L§3ý�õê¢SA^¥ATÑ�±÷vI¦
"

§2.6 XÛ�E��Ð�êiz·b�èµ�õ¯K

Ø
êiz·b�ÄåÆA5òz±	§éuêiz·b�è
ó§�
k�
Ù¦�¯KI�c[�Ä±;��U�"�ÚJp�O�è��N
5U"�U�"��)µ¦^ü�·bXÚ�5�d3ØS�Ï�§Lú

�\)��Ý§LuE,�XÚ¢y(Lp�¢y¤�)§��"éu�õê
32000c±�Ñy�êiz·b
ó§ù
¯KÑvk��Ak�­À"¦
+�C�
¯K�Ü©ïÄö5¿�¿æ^
�
¢S�{5)ûù
¯
K[56, 61, 80–82, 92, 98, 101–103, 107, 117, 170, 171]§8c�"y��'uù
¯KÚ)û
�Y�����XÚ�?Ø"3ù!p¡§�©òÁã?Ø�
'�;.�¯
K§¿(ÜnØÚ¢��Ñ�
�1�ïÆ"

§2.6.1 XÛÀJ·bXÚº

�·�m©XÃ�Oêiz·b�è��ÿ§1��I�¡é�¯KÒ´µ
ÀJ�o��·bXÚâÜ·ºùp·�ÏLrù�¯K©)¤A�f¯K5�
ã·��*:"�,
§�X·�3þ�!J��§·�b½À½�·bXÚ¬
±·���{('X6ÄüÑ)�ÑÄåÆA5òz�¯K"

�O/�^0·b�è�´/;^0�èº

XJ��êiz·b�è�±3éõØÓ�·bXÚþó�ûÐ§ùò´
���~��5U§·���¡��/�^0(chaotic-system-free)∗·b�è"Ø

L§e¡A��Ï¦��O/�^0·b�èC�Ø��1ÚØ7�('u1��
�Ï�Ü©yâëw[17])µ

∗3§8.3.4¥§·�ò?Ø�«dÂ�/�^50§�
�ùp�2ÂVg«©§dÂ�/�^50·
�¡�/·bXÚ�gdÀJ50"
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1. ¦+8c·bnØ®²uÐ���´L§�´�Ø�3��Ú��'u/·
b0�½Â"éuA«ØÓ�/·b0½Â��\ïÄuy§vk=��½
Â�±Ó�CX¤k2�«@�·bXÚ"

2. XJ�L��±þ�·bXÚÄåÆA5�æ^�{§ØÓ�ÄåÆA5�

m�Õá5ò��/�^50�¿ÂC��|"

3. ��5`ØÓ�·bXÚäkØÓ�ÄåÆA5('XØÓ�ØC©Ù)§ù
¦�/�^50��OC�(J"

4. Nõ{ü
;.�·bXÚ�±3�õê¢SA^¥éN´/¢y('XÅ

ã�5·bN�)§Ïdé/�^50�I¦3¢SA^¥¿Ø@o­�"

±þ?ØV«êiz·bAÄuA½�·bXÚ
?1�O§ù¢Sþ�´
·�'uù�¯K�*:"�,§ùp/A½0�c¿Ø¿�X·bXÚ��§

´�·bXÚ�ÄåÆA5"

ÀJ�o·bXÚº

3êiz·b�è¥ÀJ·bXÚ�§kü�Ì��¯KI��Äµ1) ÀJ
�(êiz)·bXÚ�ÄåÆA5´Ä�±�y�O��èXÚ�S�5¶2) À
J�·bXÚ�¢y´Äv
{ü±Jp\)��ÝÚ!�¢y¤�"1��¯
K¿�X·bXÚ�{ü§�A�·b�è��N5U�Ð"'u1��¯K�
�õ?Ø3�¡�¬J�§ùp·�8¥?Ø1��¯K"1��¯K¢Sþ�

¹ü�ý¡µÀJ�·bXÚ�ÄåÆA5´Ä·Ü�A·b�è�I¦¶ÀJ
�·bXÚ�ù«ÄåÆA5éuØÓ���ëê
ó´Äv
­½"'X§X

J��êiz·b�è�6uH{5§@oÀJ�·bXÚA�éu¤k���

ëê
óÑ´H{�"
£Á�e·�3 §2.2 � §2.4 ¥�Ñ�êiz·b�è�nã§�±�

�éõäk²(�·bA5Ú{ü�XÚ�§�·bXÚ�¦^µÅã�

5 · b N �[22, 59, 60, 71, 74–78, 80–82, 90, 96, 98, 106, 107, 110, 112, 116–118, 120]§LogisticN
�[48, 66, 71, 79, 84, 99, 104, 105, 108, 113–115, 119, 122–125, 132, 134, 135, 137, 138]± 9 § � C

/[55]§��gÄÅ[44–54]§ü�BakerN�[18, 89, 136]§ü�HénonN�[64, 95]§·
b ²�ä[87, 94, 133]§ÍÜN���/�ä[42, 106, 115, 119, 124]§Åã��5·bN
�[79, 92]§[·bêiÈÅì[70]§��"ÎØÛ%§�~^�·bXÚ´üa3
·bnØ¥ïÄ��õ�XÚµLogisticN�F(x) = rx(1− x)ÚÅã�5·bN
�(XtentN�)"

LogisticN��2�¦^w,´du§´�k¶�ÐyE,ÄåÆ1��
·bXÚ[14, 15, 208]§
�§�´�{ü�·bXÚ��"ØL3�èÆ¥¦
^LogisticN�ke¡A�":µ1) §�ØC©Ù´Øþ!�§Ïd�)�·
b;��UØU�y·b�è�¦�²ïA5¶2) ��=�r = 4�§TN�
â´��ü «m[0,1]þ�÷�¿äkv
r�·bA5¶���ëêrØÓ

25



1�Ù Äuêi·bXÚ��èÆ

�§LogisticN��ÄåÆA5´Ø���§TA:�U�ôÂö¦^±ü$
ôÂE,Ý[97]"Ïd§�
�yêiz·b�è�pS�5§·�ØïÆ¦
^LogisticN�"

Åã�5·bN�(PWLCM)�¦^ÄuÙeãA:[209]µ1) þ!�ØC©
Ù¶2) H{5§·Ü5Ú(½5¶3) ¥�êP~��'¼ê¶4) ¦^M�Ú^

�Ñ�±éN´/¢y(aqLogisticN�)"I�5¿�´þãA:�éÜ©Å

ã�5N�´�(�"3©z[90]¥§Åã�5N�(2.5)�¦^§ØLTN�=
�r = 4�â÷vþãA5(��ÚLogisticN�aq§¢Sþ¦�´üaÿÀ�Ý
�·bN�[208])",	§=¦éuî�÷vþãA5�Åã�5N�§·�y²

E,�3�Ýþ�ÄåÆA5òz(ë�13Ù)¶3$�´§¦^�
¢SÖÍ
���±�ÖÅã�5N��ù�"�"o(å5§3c[�Ä¿�ÑÅã�5
N��¯K��¹e∗§ùa·bN�´�a'�n��ÿÀXÚ§�±÷vêi
z·b�è3�N5Uþ��¦"

,	�aêiz·b�è�ÿÀ·bXÚ´Ò7�<3©z[92]¥JÑ�Å

ã��5·bN�"TaN�äkÚÅã�5N�aq�·bÄåÆA5§¿�

U
�ÑÅã�55�5�d3S�¯K§ØLùaN�¥�²��$�I�2
:�{§ùØ|¢y¯�\)�Úü$XÚ¢y¤�"·�ïÆ=�XÚ¢y�
{ü5C�Ø­���ÿ§¿�2:$�ü��±æ^��¹e§â¦^ùa·
bN�"

���´õ�·bXÚº

éù�¯K��Y�XØÓA^�ØÓI¦
Cz"°t�:ù§õ�·b
XÚ�Ó�¦^ATk|uOrS�5§¿��Uk|uJpM�¢ye�\)
��Ý¶ØL3^�¢ye§�
¢y�p��Ý§���·bXÚ�U´k|
�"�
�õ�?Ø3e¡���!�Ñ"

ùp§·�5)º�e¦^õ�·bXÚ´XÛOrêiz·b�è�S�

5�"·���§A�¤k�êiz·b�è3JÑ��ÿÑ�(¡´S��§
�´é¯ÒuyéõXÚ¿Ø��Oö�\¡�@�S�"�Ï  3ue¡ù
�¯¢µéuéõ·b�è
ó§�©Ú·b;��m��'5ér§ù�§¦
^�
l·b;�¥J�&E�nØóä[25–29, 32, 109]§ôÂöÒ�Ul�©¥�
��
'uXÚCþ½ö��ëê�k^&E±ü$ôÂE,Ý"Ïd§¦^õ
�·bXÚ�Oü�·bXÚÒ�UOrS�5§Ï�õ�·bXÚ�·Ü/A
�0¦�þã�è©ÛC��J§cÙ´�ù
·bXÚäkØÓ�Ð©^�(Ú
��ëê)Ú/½ØÓ�XÚ�§��¹e"ù����{®²3�
êiz·b
�è¥��
A^[22, 42, 71, 99, 106, 112, 119, 124]§Ü©nØÚÁ�©ÛV«ü�·b
XÚ�U®²v
Jø��É�S�5[22]"

∗,	��k'Åã�5·bN��S��x´§�Åã�55§3·b�è"yc[��O��¹
e§ù�U¦��5ôÂ¤��U[63]"
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§2.6.2 XÛ¼�¯��\)��Ýº

éÛ%§éõïÄö3�Oêiz·b�è�(��)�Ñ
\)��Ý¯
K§l
���OÑ5�·b�è±�~ú��Ý$1"��;.�~f´M. S.
Baptista3©z[84]¥JÑ��è§\�z�²©��I�N0 = 250g·bS�§
ù¦�\)��ÝC�É~�ú"�´§XJ·b�èØUJøv
p�\)
��Ý(=B�±Jø`D��èÆA5)§l�èÆ��Ýw§��¬C�d

�Ø�§Ï�3DÚ�èÆ¥®k�õ��è�Y�±Ó�JøpS�5Ú¯
�\)�[143, 144]"�C§�
äk¯�\)��Ý�êiz·b�è®²�J
Ñ[22, 106, 112, 123]"¯¢þ§Ø�±c�êiz·b�è�$1�Ý��±ÏLc
[�O��{Ú�è`z��Jp"3��!¥§·�5wwÌ�´�o�Ï�
�
Lú�\)��Ý§¿�Ñ�
Jp�Ý�Ä��K"

c[ïÄ®²JÑ�êiz·b�è§·�uye¡�A�Ú\)��Ý�

'�¯¢µ

• éõêiz·b�è('X[18, 42, 47, 48, 58–60, 66, 71, 75, 79, 82, 84, 85, 87,
89–91, 94, 96, 98, 104, 107, 110, 113–117, 120, 122, 125, 165]¥��è)æ^


õgS�\���²©ü�§ù:ì/ü$
\�)��Ý"du�Ü©·
b6�è\���²©ü��I��g·bS�(½�é���S�gê)§
ÏdÙ\)��Ý'�Ü©·b©|�è¯�õ"

• ·b6�è�\)��ÝÌ�d·bS�Ñ¤��m(½"ù`²§·b
XÚ�{ü§\)��ÝÒ¬�¯"w,§Åã�5·bN�´�{ü�
�a·bN�§zg·bS��I��g½üg¦{(Ø{)ÚAg\~{('
�)ö�"ù´,	��·�í�Åã�5·bN���Ï"

• Ü©êiz·b�è[84, 90, 104, 110, 113–115, 122, 125]äk�C�\)��Ý§ù
�U¦�§�ØU3�¦�½�Ç�|Üe¦^"

• du2:�{��'½:�{ú�õ§·�ïÆ¦�U/¦^½:�{"ù
�Ò¿�X·��¦þ;�¦^@
±E,�¼ê½Â
I�2:$�ü�
�·bXÚ[19, 55, 72, 79, 92, 113]"

• M�¢y¥�¿1?nÅ�¦�êiz·b�è�M��Ý��pu^�¢
y"Ïd§êiz·b�è��O¥�¹�
¿1$�3M�¢y¥´k|
�"'X§�ÍÜN���(½ö��gÄÅ)3êiz·b�è¥¦^�§
\)��Ý�UC�É~�¯[119, 124]"

§2.6.3 XÚ¢y¯K

{ü�$¤��^M�¢yéu��Ð�êiz�è
ó´�~­����
¯K"¢Sþ§XÚ¢y¯K´���èXÚ3¢SA^¥´ÄU
��ª^r
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�É�'�Ï�§Q,y3k@oõ��èÑ�±�$�¤�Jøv
�S�

5"
e¡A�k'XÚ¢y�¯¢I�3êiz·b�è��O¥\±�Ä(�


3c¡®²?ØL§3ùp2gJÑ±rN§�l¢y��Ýw�´�~7�

�)µ

• æ^�·bXÚ�{ü§XÚ¢y�Ò�{ü§¢y¤��Ò�$"y3·
�2guyÅã�5N��U´�Oêiz·b�è��ÐÀJ"

• ½:�{'2:�{Ð§Ï��ö¬O\¢y¤�Ú¢yE,Ý(
Ø�´
¬ü$\)��Ý)"

• éu|±¿1$��M�¢y
ó§(ÍÜ�½öÕá)õ�·bXÚk|u
Jp\)��Ý¿O\|ôÂE,Ý"

• ,	��'uêiz�è�Ø��A:´¦^��É��	¤�¢y�*¿
�S�5ÚN\�õU"ù��êiz·b�è3·��©Ù[22, 112]¥�
±é�"

§2.7 �Ù�(

du·bXÚ�ÄåÆA5�±^5¢y�èXÚ�¦��èÆA5§êi
z·bXÚ�U¤��O#�êiz�è�
�"3�Ù¥§·�ég��­
V80c�±5(��2003c�Ø©½v�c)êiz·b�è�ïÄ�Ñ
���

¡�£�"ý�õêúmuL�êiz·b�èÑ�8a?Ø¿�
�½�'

�"�Ùéêiz·b�è�O¥��
¯K��
�[?Ø§¿�Ñ
�
�
U�)û�Y"�Ä��
#�êiz·bäk��Ø���èÆA5§·��

&·b�èÆkÏun)·bÚS����§¿´L�èÆ��O�á¥"
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1nÙ êiz©ã�5·bN���|�ÿ

ÄåÆ�I

§3.1 Úó

·�3þ�Ùù�§g��­V80c�±5§¦^êiz·bXÚ�E�è

XÚ��{��
2��ïÄ"d§2.5¥�?Ø§·�®²��êiz·bXÚ
äkE,�ÄåÆA5òz§Ïd'uù«ÄåÆA5òz�nØ©Û3êiz
·b�è��O¥äk­���^"¦+'uêiz·bXÚ�ÄåÆA5òz
��
o÷�Ýþ®²��VÑ5(X[·b;��Ý�¡��
þ?þ�ÚOÆ
Ýþ)§�´éuA½�êiz·bXÚ
óE,"yk��nØ�IéÙÄåÆ
A5�(��£ã"
·�3§2.6.1¥®²J�§êiz·b�èA��A½�
·bXÚ
�O§ù«�I�"y¬¦��è5U�nØ©ÛC�(J",	§
3§2.5.2¥·�J�(�)�Å�êiz6Ä�±k�/Uõêiz·bXÚ�Äå
ÆA5òz§�´ù«6ÄXJØ�%¦^�{(��Å6Ä�´(½5�)§�
´�U�5�
S�5"�"

3 � Ù ¥ § � éêi z ��Å ã � 5 N�(PWLCM§Piecewise Linear
Chaotic Map)§�©òÚ\�|�Ýþ�ÄåÆ�I§§��±½þ/�x
ØÓ��ëêeêizPWLCM�ÄåÆA5òz�§Ý"{
ó�§ù|Äå
Æ�I�½ÂXeµb�F(·)´��3n-'Ak�°Ýe±½:�{¢y�êi
zPWLCM§�½��3lÑ�mþ!©Ù�lÑ�ÅCþx§½Ân�ÄåÆ�

IXeµPj = P{F(x)��$j�'A�Ü�0}(j = 1 ∼ n)"�é,
Åã�5·
bN�(XtentN�)§·�¯Û/uyeã/Û%0�y�µP1 ∼ Pn��d¤k
�5©ã��Ç�©EÇ('u©EÇ��ª½Âëw§3.2.2)��(½§
Ø´§

��äN�"�·�xÑù
�I�éØÓ�Ç�ã��§Ñy
�~r�5K
�ª"�\�ïÄuy§éu���PWLCM§þã(Ø�±�½5�í2"

ù|ÄåÆ�I�±w�´êizPWLCM�/[H{50��«ÚOÝ
þ§��±w¤´êizØC©Ù�éÙëY�� l��«�Ýþyâ"l�

�þù§ù
�I�N
PWLCM�z��5©ãþ�êizØ{�¥ §±9

õ��5©ãþ�ù«¥ �\È�A"ég,/§ù«êiz�{�¥ ?

E¤êizPWLCMÄåÆA5�¥ (òz)"Ï
·��±ýÿùa�¥ 3Ù

¦êiz·bXÚÚÙ¦êiz�{(X2:�{)¥A���3§�õëY·b
3êi­.¥���y��k��5�&¢"du�ÙÚ\
�«l�{��Ý
©Ûêiz·bXÚ�XÚ�{§·�F"÷Xù«©Ûg´�U3�5���
õ�¤J∗"

Äu�ÙJÑ�êizPWLCM��Ýþ�ÄåÆ�I§·�éA«Uõê
∗�´§ù��ïÄéu¦^2:�{�êiz·bXÚòJ�õ"XJk�
#�nØóä^5£ã

k'�2:¼ê�$�L§§ù«©Û�U¬C�N´�
"
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iz·bXÚÄåÆA5òz�ØÓ�Y�
��½5�'�§ù
�Y3þ�

Ù®²J�µ¦^�p�k�°Ý§?éõ�êiz·bXÚÚÄu6Ä�ü

Ñ"©Û(J2g(@
�Å6Ä�.Ú�'Á����(Jµ6ÄüÑ�U´
�Ð�Uõ�Y",	§·��'�©Û�«
,	��'u6ÄüÑ�¯¢µ
6ÄXÚCþA�'6Ä��ëêäk�Ð��J§ù3Á�¥é��5¿�"
Ød�	§�Ùéù|ÄåÆ�I3·b�èÆÚ·b��Åêu)ì�¡�A
^��
�[?Ø"©Ûuyù|ÄåÆ�I�±^5uyêiz·b�è¥�
ÛõXÚ"�§'X±ù�<�6�è[75, 76, 82]¥�3�f��¯K§3Ta·b
6�è¥6Ä�{ü/¦^±Uõêiz·bXÚ�ÄåÆA5òz(�õ[!ë

w14Ù)∗"'u�ÙJÑ�ÄåÆ�I��Ü?ØrN
nØ©Ûóä3êiz
·bXÚA^¥�­�5"

� Ù´·� �©Ù[109]� � � * ¿ � � " 3[109]¥ §·� �´é �

�PWLCM(2.1)î�y²
�'(Ø§¿òk'(Øí2��tentN�(2.3)"
�Ùò[109]¥�k'nØ(J(ÄåÆ�I�°(O��{)í2�����

�PWLCMþ�"
�Ù�SNSüXe"3§3.2¥·��Ñ
'uPWLCM�ý��£!�


ý�½Â!Ü©ý�ÚnÚíØ"§3.38¥0��ÙJÑ�ÄåÆ�I§lê
Æþî�/y²
�
'uù|ÄåÆ�IO��¡�½n§¿±üa;.
�PWLCM(2.1)Ú(2.3)�~)º
ù|ÄåÆ�I�äNêÆ¿Â"3§3.4¥§·
�'�
n«Uõêiz·bXÚÄåÆA5òz����5U§¿)º
§�
3�èÆÚ��Åêu)ì¥�A^"���!´�Ù�(§Ó��Ñ
'u�
5ïÄ��
µØ"

§3.2 ý��£

§3.2.1 ��Åã�5·bN�(PWLCM)

� � Ù ¶ i V«� @ � § � � Å ã � 5 N�(PWLM§Piecewise Linear
Map)Ò´��dõ��5©ã�¤�N�(�U�¹k��ä:)"��;.
�PWLMÒ´tentN�(2.3)"

du¿�¤k�PWLMÑäk·b5�§�ÙòÌ�?Ø�aäkûÐ�
ÄåÆA5�Åã�5·bN�(PWLCM§piecewise linear chaotic map)§3
Nõêiz·b�è[22, 59, 60, 71, 74–78, 80–82, 90, 96, 98, 106, 107, 110, 112, 116–118, 120]¥¦^
�PWLCMÑáuùaPWLCM"�´§I�5¿�´�Ù�Ì�(ØéuÙ

¦PWLCM�´¤á�"
�½��¢ê«mX = [α, β] ⊂ R§�ÄeãÅã�5N�F : X → Xµ

i = 1 ∼ m, F(x)|Ci = Fi(x) = aix + bi, (3.1)
∗¢Sþ§�´·�é±ù�<3©z[82]¥JÑ�6�è?1�ÚO©Ûr¦·�uy
ù|ÄåÆ

�I§¿r¦·�r�'(Øí2����PWLCM"

30



ÜS�Ï�ÆÆ¬Æ Ø©

ùp{Ci}m
i=1´«mX���y©§§÷v

⋃m
i=1 Ci = XÚCi ∩ Cj = ∅, ∀i 6= j"·

�¡þãN�÷vÅãN÷5(piecewise onto property)§XJþãN��z��5
©ãòFiN��Xþ�µ∀i = 1 ∼ m, Fi(Ci) = X"XJX = [0, 1]§TN�¡�8

�z(normalized)���Åã�5N�(PWLM)"w,§?Û��PWLMÑ�±Ï
L{ü��5ö�C��8�z/ªµ

F[0,1](x) =
F
(

x−α
β−α

)
− α

β− α
. (3.2)

é²w§���PWLMÚÙ8�zN�´ÿÀ�Ý�"
��ÅãN÷���PWLM��´·b�¿�3Ù½Â�Xþ÷vXeÄ

åÆA5µ1) §�Lyapunov�êλ = −∑m
i=1 µ(Ci) · ln µ(Ci)¿�÷v0 < λ <

ln m§ùpµ(Ci) = ||Ci||/(β− α)¶2) §´(½�§·Ü�ÚH{�¶3) §äk
þ!�ØC©Ù¼ê f (x) = 1/‖X‖ = 1/(β − α)¶4) §�g�'¼êτ(n) =
1
σ2 lim

N→∞
1
N ∑N−1

i=0 (xi − x̄)(xi+n − x̄)� Xn → ∞ª � u0§ ù px̄, σ© O L«C

þx�þ�Ú��¶AO�§�∑m
i=1 sign(ai) · ‖Ci‖2 = 0÷v�§τ(n) = δ(n)"

5�1!3!4�±¦^©z[209]¥�Ñ�aq�{í�Ñ5§5�2�÷v´d
u∀x ∈ X¿�Øm��5©ã��?��:/ä:±	|F′(x)| = |ai| > 1¤á[23]"
e¡§Ø���5§·�ò¦^PWLCMù� �cL«þ¡ù«·b�Åã�

5N�(PWLM)"
·���[23, 210]§þ!�ØC©Ù¼ê(5�3)¿�Xþ!�Ñ\ò�)þ

!�ÑÑ§±9lA�¤k�Ð©^�Ñu�·b;�¬ª�u�Ó�þ!©
Ù f (x) = 1/(β − α)"�´§ù�(Øéuêiz·bN�¿Ø2¤á"b�
����PWLCM3�¹2n�k�G��lÑ�m¥¢y(=XÚ¢y°Ý�n'

A)"�2nØÓ�lÑG���T·bN��Ñ\§du��PWLCM´õé��
N�§²L�g·bS���ØÓ�ÑÑG��ê8ò'2n�"�Ò´`§éu
��êiz��PWLCM
ó§lÑþ!©Ù�Ñ\ØU�)lÑþ!©Ù�Ñ

Ñ§½ö`��lÑþ!©Ù��ÅCþ²Lêiz·bS���òC�Ø2
÷vlÑþ!©Ù"3�Ù¥§·�òÁã&?ù���¯Kµ·�UÄO(

/Ýþ��êizPWLCMélÑþ!Ñ\�·bÑÑ�Øþ!5º�Ä?Û�

�PWLCMÑÚ§�8�zN�ÿÀ�Ý§·�ò�?Ø8�zPWLCM±{z
¯K�?ØÚ�A�nØ©Û"
�
�B�¡�Qã±9�'nØ(Ø�y²§·�ò0��
ý�½ÂÚ

k^�ý�(Ø"3§3.2.2¥§·��Ñ�
Ä�½Â(½Â1!2!3)±£ãn-'A
k�°Ýeü «mX = [0, 1]�lÑ�m§±93TlÑ�mþ�êiz�{ö

��½Â(½Â4!5)"3§3.2.3¥§·��Ñ
�
�§3.2.2¥Ú\�½Â�'�
ý�(Ø"
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§3.2.2 ý�½Â

½½½ÂÂÂ 3.1: � � l Ñ 8 ÜSn = {a|a = ∑n
i=1 ai · 2−i, ai ∈ {0, 1}}¡ � �

� ©©© EEE ÇÇÇ(resolution)�n� êêê iii 888(digital set)"∀i < j, Si¡ �Sj� ©©© EEE
ÇÇÇ(resolution)�i� êêê iii fff 888(digital subset)" A O � § ½ ÂS0 = {0}, S∞ =
[0, 1]"

·�k{0} = S0 ⊂ S1 ⊂ · · · ⊂ Si ⊂ · · · ⊂ S∞ = [0, 1]"

½½½ÂÂÂ 3.2: ½ ÂVi = Si − Si−1(i ≥ 1)± 9V0 = S0"Vi¡ � � � ©©©

EEE ÇÇÇ(resolution)�i� êêê iii ��� ggg(digital layer)"∀p ∈ Vi§i¡ �p� ©©© EEE
ÇÇÇ(resolution)"Sn�y©{Vi}n

i=0¡�Sn�������õõõ©©©EEEÇÇÇ©©©)))(complete multi-
resolution decomposition)¶{Vi}∞

i=0¡�S∞ = [0, 1]�������õõõ©©©EEEÇÇÇ©©©)))"é

uSn§§�©EÇn�¡�©©©)))???êêê(decomposition level)"

·�k
⋃n

i=0 Vi = Sn, Vi ∩ Vj = ∅(∀i 6= j)±9‖Vi‖ = 2i−1(∀i ≥ 1)§ùp‖Vi‖L

«Vi���"���?��êp ∈ Vi�©EÇ¢Sþ�L§��?�L«/ª­

�����"'A� �§=p = 0.b1b2 · · · bi

n−i︷ ︸︸ ︷
0 · · · 0(bi 6= 0)"��±`§p�©

EÇ¢SþÒ´p��?�k�°Ý"

½½½ÂÂÂ 3.3: ∀n > m§Dn,m = Sn − Sm¡�SnÚSm�êêêiii���888½öëê�nÚm�

êêêiii���888(digital difference set)"�m = 0�§Dn,0�±{��Dn"{Vi}n
i=m¡

�Dn,m�������õõõ©©©EEEÇÇÇ©©©)))§n−m¡�Dn,m�©©©)))???êêê"

½½½ÂÂÂ 3.4: ��¼êG : R → Z¡���CCCqqq===���¼¼¼êêê(ATF§§§approximate trans-
formation function)§XJ∀x ∈ R§|G(x)− x| < 1"kn«Ä��ATFµ1) bxc
– floor¼ê(��)§Ø�ux����ê¶2) dxe – ceil¼ê(? )§Ø�ux���

�ê¶3) round(x) – roundoff¼ê(o�Ê\)§��Cx��ê"∀x ∈ R§½Â§

����êêêÜÜÜ©©©(decimal part)�dec(x) = x− bxc"

þãn«ATF(5¿Ø´¤k�ATF)äkeã�k^5�§ù
5��y²�~{

ü·�3ùp�Ñ§�"
ATF5�1µ∀m ∈ Z, G(x + m) = G(x) + m¶
ATF5�2µa < x < b ⇒ bxc ≤ G(x) ≤ dxe"

½½½ÂÂÂ 3.5: ��¼êGn : S∞ → Sn¡���©©©EEEÇÇÇ(resolution)�n�êêêiiizzzCCC
qqq===���¼¼¼êêê(DATF§§§digital approximate transformation function)∗§XJ∀x ∈
S∞ = [0, 1]§|Gn(x) − x| < 1/2n"3�©¥ò�?Øeãn«DATF(§��

´3êiz�{¥¦^��2��n«DATF)µ1) floorn(x) = bx · 2nc/2n¶2)
ceiln(x) = dx · 2ne/2n¶3) roundn(x) = round(x · 2n)/2n"

∗U ìM. Blank3[172, 15Ù]¥ ¦ ^ � â � §Gn� ¡ � � �2−n-l Ñ z � f(operator of 2−n-
discretization)"3�©¥§�
¦�Qã��{ü§·�ò¦^DTAFù�â�"
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þãn«DATF(�ATFaq§Ø´¤k�DATF)äkeã�k^5�§ù
5�

�±éN´�lATF5�1Ú5�2�Ñ"
DATF5�1: ∀m ∈ Z, Gn(x + m/2n) = Gn(x) + m/2n¶
DATF5�2: a < x < b ⇒ floorn(a) ≤ Gn(x) ≤ ceiln(b)"

§3.2.3 ý�ÚnÚíØ

éun«Ä��ATF–b·c§d·eÚround(·)§·�ke¡�Ún3.1ÚíØ3.1§
§�ò^5{ze�!½n�y²"

ÚÚÚnnn 3.1: ∀n ∈ Z+, a ≥ 0§eã¯¢¤áµ

1. n · bac ≤ bn · ac ≤ n · bac+ (n − 1)¶��=�dec(a) ∈
[
0, 1

n
)

�n · bac =
bn · ac¶

2. n · dae− (n− 1) ≤ dn · ae ≤ n · dae¶��=�dec(a) ∈
(

1− 1
n , 1

)⋃{0}�n ·
dae − (n− 1) = dn · ae¶

3. n · round(a) − bn/2c ≤ round(n · a) ≤ n · round(a) + bn/2c¶ � � =
�dec(a) ∈

[
0, 1

2n

)⋃ [
1− 1

2n , 1
)

�n · round(a)− bn/2c = round(n · a)"

y²: ·�©Oy²ùn�fÚnXeµ
1. dua = bac+ dec(a)§n · a = n · bac+ n · dec(a)"�Ä�0 ≤ dec(a) <

1§·�k0 ≤ n · dec(a) < n ⇒ 0 ≤ bn · dec(a)c ≤ n − 1"db·c�½Â�
�bn · ac = bn · (bac+ dec(a))c = n · bac + bn · dec(a)c ⇒ n · bac ≤ bn · ac ≤
n · bac + (n − 1)§ùpn · bac = bn · ac ⇔ bn · dec(a)c = 0§�Ò´`§0 ≤
n · dec(a) < 1 ⇔ dec(a) ∈

[
0, 1

n
)

"
2. i) �dec(a) = 0µdn · ae = n · a = n · dae¶ii) �dec(a) ∈ (0, 1)µb

�dec′(a) = 1 − dec(a) ∈ (0, 1)§a = dae − dec′(a)§Kn · a = n · dae − n ·
dec′(a)"�Ä�0 < n · dec′(a) < n§·�kn · dae − n < n · a = n · dae −
n · dec′(a) < n · dae"dd·e�½Â��n · dae − (n − 1) ≤ dn · ae ≤ n · dae,
where n · dae = dn · ae ⇔ n · dec′(a) ∈ (0, 1)§ Kdec(a) ∈ (1 − 1

n , 1)" n
Ü ± þ ü � � ¡ � ± � � µn · dae − (n − 1) ≤ dn · ae ≤ n · dae§ � � =
�dec(a) ∈

(
1− 1

n , 1
)⋃{0}�kn · dae = dn · ae"

3. dround(·)�½Â��round(a) − 1/2 ≤ a ≤ round(a) + 1/2"Ï
n ·
round(a) − n/2 ≤ n · a < n · round(a) + n/2"i) �n´ó�ê�§w,kn ·
round(a) − n/2 ≤ round(n · a) < n · round(a) + n/2"ii) �n´Û�ê�§n ·
round(a)− n/2 + 1/2 ≤ round(n · a) < n · round(a) + n/2− 1/2§�Ò´`§n ·
round(a)− (n− 1)/2 ≤ round(n · a) < n · round(a) + (n− 1)/2"nÜþ¡ü�
�¡��µn · round(a)− bn/2c ≤ round(n · a) ≤ n · round(a) + bn/2c§ùpn ·
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round(a) = round(n · a) ⇔ n · round(a)− 1/2 ≤ n · a < n · round(a) + 1/2§
=dec(a) ∈

[
0, 1

2n

)⋃ [
1− 1

2n , 1
)

"
y." �

íííØØØ 3.1: ∀n ∈ Z+, a ≥ 0§eã¯¢¤áµ

1. ��=�dec(a) ∈
[
0, 1

n
)

�bn · ac ≡ 0 (mod n)¶

2. ��=�dec(a) ∈
(

1− 1
n , 1

)⋃{0}�dn · ae ≡ 0 (mod n)¶

3. ��=�dec(a) ∈
[
0, 1

2n

)⋃ [
1− 1

2n , 1
)

�round(n · a) ≡ 0 (mod n)"

TíØ�±dÚn3.1éN´/�Ñ"
�e5·�0�Ún3.2§§�Ñ
'uêizØ{x/p�p n− i�'AÚ

$ i�'A��
k^(Ø§ùpx, p ∈ Sn"

ÚÚÚnnn 3.2: ∀p ∈ Di = Si − {0}(1 ≤ i ≤ n), x ∈ Sn"b�p = Np/2i, x = Nx/2n§
ùpNp, Nx´÷ve�^���êµ1 ≤ Np ≤ 2i − 1§0 ≤ Nx ≤ 2n − 1"·�k
e��n�(Ø§ùpG0(·)L«�Gn(·)éA�ATF§3�©¥G0(·)L«Ó��

¹Â§Ø2Kãµ

1. Gn(x/p) ∈ Sn−i ⇔ Nx ≡ 0 (mod Np)§ (3.3)

2. floorn−i(Gn(x/p)) =
bNx/Npc

2n−i § (3.4)

3. Gn(x/p) mod
1

2n−i =
G0

(
2i · Nx mod Np

Np

)
2n " (3.5)

y²: dux/p = Nx/2n

Np/2i =
Nx/Np

2n−i =
bNx/Npc+ (Nx mod Np)/Np

2n−i §·�

kGn(x/p) =
G0(2i · bNx/Npc+ 2i · (Nx mod Np)/Np)

2n "dATF5�1§·��
±òGn(x/p)­��Xe/ªµ

Gn(x/p) =
bNx/Npc

2n−i +
G0(2i · (Nx mod Np)/Np)

2n " (3.6)

e¡·�©±eü«ØÓ��¹?Øþã�§µ

a) �Nx mod Np = 0�µGn(x/p) =
bNx/Npc

2n−i + 0 ∈ Sn−i¶

b) �Nx mod Np = k 6= 0�µw,1 ≤ k ≤ Np − 1"�Ä�p < 1§·�
k2i/Np > 1§K1 < 2i · (Nx mod Np)/Np < 2i − 1"Ï
§dATF5�2§1 ≤
G0(2i · (Nx mod Np)/Np) ≤ 2i − 1"¤±§

bNx/Npc
2n−i +

1
2n ≤ Gn(x, p) ≤

bNx/Npc
2n−i +

2i − 1
2n ⇒ Gn(x, p) /∈ Sn−i" (3.7)
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da)Úb)¥�?Ø§·��±íÑGn(x/p) ∈ Sn−i ⇔ Nx ≡ 0 (mod Np)"

Ó � § �Nx mod Np = 0� §floorn−i(Gn(x/p)) =
bNx/Npc

2n−i ¶

�Nx mod Np = k 6= 0�§floorn−i(Gn(x/p)) ≥

⌊
bNx/Npc+ 1/2i

⌋
2n−i =

bNx/Npc
2n−i ¿�floorn−i(Gn(x/p)) ≤

⌊
bNx/Npc+ (2i − 1)/2i

⌋
2n−i =

bNx/Npc
2n−i §Ï

d��·��±�� floorn−i(Gn(x/p)) =
bNx/Npc

2n−i "

d±þ(ØÚ�§(3.6)§eã(Ø¤áµ

Gn(x/p) mod
1

2n−i =
G0(2i · (Nx mod Np)/Np)

2n "

y." �

e ¡ � Ú n3.3ÚíØ3.2�´£ãSnþ �êi z Ø {x/p� 5 � " Ú Ú

n3.2�å§§��N
Snþ�êizØ{x/p��
��A5§¿3�©¥k
'PWLCMÚOA5�y²¥åX­��^"

ÚÚÚnnn 3.3: b�n´��Ûê§�Å�êCþK3Zn = {0, · · · , n − 1}þlÑþ
!©Ù§eã(Ø¤áµK′ = f (K) = (2i · K) mod n3ZnþlÑþ!©Ù§
=∀k ∈ {0, · · · , n− 1}§P{K′ = k} = 1/n"

y²: ·���§(Zn, +)´���ê�n�k�Ì�+§��=�gcd(a, n) =
1�a´T + � � �)¤ � § ù p /+0 L«� \ $ � µ(a + b) mod n(ë
w[211]60� þ � ½ n2)" Ï d § d ugcd(a, n) = gcd(2i, n) = 1§a =
2i mod n´Zn���)¤�"�Ä�K′ = (2i · K) mod n = (a · K) mod n§
·��±�� f : Zn → Zn´����V�"u´êþ��µduK3Znþ

÷vlÑþ!©Ù§K′ = f (K)3Znþ÷vlÑþ!©Ù"�Ò´`§∀k ∈
{0, · · · , n− 1}, P{K′ = k} = 1/n"�y" �

íííØØØ 3.2: b�n´��Ûê§�Å�êCþK3Zn = {0, · · · , n− 1}þlÑþ!©

Ù"Kdec(2i · K/n)3S = {x|x = k/n, k ∈ Zn}þlÑþ!©Ù"

TíØ´Ún3.3���(J"

§3.3 êizPWLCM�ÄåÆ�I9ÙO(��O��
{

Äu§3.2.2¥�Ñ�ý�½Â§y34·�wwXÛ£ã��3n'Ak
�°Ýe¢y�êiz��(8�z)PWLCM F(x) : I → I§ùpI = [0, 1]"
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�Ä1 /∈ Sn±91 ≡ 0 (mod 1)§�
{z?ØÚy²§·�­½Â[0, 1)þ(Ø
^[0,1]±{z¯K�?Ø)�8�zPWLCM�Xe/ªµ

F[0,1)(x) = F(x) mod 1 =

{
F(x), 0 ≤ F(x) < 1

0, F(x) = 1
" (3.8)

ù���­½ÂØ¬é�Ù�nØ(J�)?Û��K�§�Ïò3e©¥

`²"¦^Fn(x)L«n'Ak�°Ýe�F[0,1)§·�kFn = Gn ◦ F[0,1) : Sn →
Sn§ùpGn(·)´��DATF§=floorn(·)!ceiln(·)½roundn(·)"

§3.3.1 ÄåÆ�I

y3·��Ñ�ÙJÑ�ÄåÆ�I��ª½Â"∀x = 0.bnbn−1 · · · b2b1 ∈
Sn§½ÂPj(x)��$j�'Abj · · · b1��0�VÇ§�����½Â´Pj(x) =
P{x ∈ Sn−j}"�Ùe¡¤k�?ØÑ�7eãn�ÄåÆ�IÐmµ

∀j = 1 ∼ n, Pj(Fn(x)) = P{Fn(x) ∈ Sn−j} (3.9)

ùpFn = Gn ◦ F[0,1) : Sn → Sn´��8�z�êiz��PWLCM§x´��
3SnþlÑþ!©Ù�lÑ�ÅCþ"

XJx3Snþ÷vlÑþ!©Ù§Pj(x) = 2−j"�A/§XJFn(x)3Snþ

÷vlÑþ!©ÙKPj(Fn(x)) = 2−j"�´§3§3.2.1¥·�®²J�du�m

lÑz�5�ÄåÆA5òz§Fn(x)Ø÷vlÑþ!©Ù"�Ò´`§���

3��j§÷vPj(Fn(x)) 6= 2−j"@o·�´Ä�±lnØþí�Pj(Fn(x))(1 ≤
j ≤ n)�äN�±Ýþù«ÄåÆA5òzQº3�Ù¥·�ò�Ñ���½
��Y"ù��Y�«
êiz��PWLCM�lÑS���
��
­��
A5§¿�>9�
êiz�{SØ��
S3��©5�"du�±O(

O�Pj(Fn(x))(1 ≤ j ≤ n)��§
®�����ÄåÆ�I÷vPj(Fn(x)) 6=
2−j§P1(Fn(x)) ∼ Pn(Fn(x))Ò�U�NFn(x)3lÑþ!Ñ\&Òx°Ä��¹
e�Øþ!§Ý"ù´·���orùn�VÇ�¡�êiz��PWLCM�Äå
Æ�I��Ï"

k 
 þãÄ å Æ � I � ½ Â §·� � ± 5 )º��o c ¡ é 8 �

zPWLCM� ­ ½ Â(3.8)Ø ¬ K � k 'Pj(Fn(x))� ( J " ¦ +1 /∈ Sn§·�

� ± ò1L«�� ? � /ª1.

n︷ ︸︸ ︷
0 · · · 0" r1Ú0 = 0.

n︷ ︸︸ ︷
0 · · · 0? 1 ' � § � ± w

�0Ú1éPj(Fn(x))(1 ≤ j ≤ n)¤���z´���Ó�"Ïd§­½Â(3.8)Ø¬
K�z��I�äN�"
�
{zQãÚy²§3�©·�ò¦^{�ÎÒPjL«Pj(Fn(x))"�

©�SN�±©�o�Ü©µ3§3.3.2¥·�ïÄü��5©ãþ�ÄåÆ�

IPj(1 ≤ j ≤ n)¶,�3§3.3.3¥?Ø���êizPWLCM�ÄåÆ�I¶�

�PWLCM(2.1)Ú(2.3)��;.�~f3§3.3.4¥�
[��ïÄ§±ü«ÄåÆ
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�I�äNêÆ¹Â¶�����!?ØõgEÜPWLCM(�Ò´PWLCM�õ
gS�)F k

n(x)�ÄåÆ�I"

§3.3.2 ü��5©ãþ�Pj(1 ≤ j ≤ n)

l��þù§��êiz��PWLCM�ÄåÆA5´§�¤k�5©ã�
nÜ(J"3ù��!¥·�òX­ïÄXÛ3z��5©ãþO�Pj(1 ≤ j ≤
n)§ùpFn(x) = Gn(x/p), x ∈ C = [0, p) ∩ Sn"du��PWLCM�z��5©
ãÑ�±ÏL�5C�{z�x/p�/ª§TPWLCM�ÄåÆ�I�±ÏLnÜ
¤k�5©ãþ�Pj(1 ≤ j ≤ n)���"ùp�5¿§��!�Ñ�(Ø¢Sþ

·^u?Û��PWLM"

ÚÚÚnnn 3.4: b � � � l Ñ � Å C þx3 l Ñ � mC = [0, p) ∩ Snþ ÷ v
l Ñ þ ! © Ù § -p = Np/2i ∈ Di = Si − {0}§ ù pNp´ � � á

u{1, · · · , 2i − 1}� � ê " é u � � ê i z � 5 ¼ êFn(x) = Gn(x/p)


ó§floorn−i(Fn(x))3Sn−iþ÷vlÑþ!©Ù§�Ò´`§∀k ∈ {0, · · · , 2n−i −
1}§P

{
floorn−i(Fn(x)) = k/2n−i} = 1/2n−i"

y²: -x = Nx/2n§dx ∈ [0, p) ∩ Sn±9p = Np/2i§�±�Ñ0 ≤ Nx ≤ 2n−i ·
Np − 1"Ï�x3CþlÑþ!©Ù§KNx3�ê8Ü{0, · · · , 2n−i · Np − 1}þl
Ñþ!©Ù"

�ÄFn(x) = Gn(x/p)§dÚn3.2¥��§(3.4)§·�kfloorn−i(Fn(x)) =
bNx/Npc/2n−i" Q ,Nx3{0, · · · , 2n−i · Np − 1}þ l Ñ þ ! © Ù §
KbNx/Npc3{0, · · · , 2n−i − 1}þ÷vlÑþ!©Ù§=floorn−i(Fn(x))3Sn−iþ

÷vlÑþ!©Ù"�y" �

ÚÚÚnnn 3.5: b���lÑ�ÅCþx3lÑ8ÜC = [0, p) ∩ Snþ÷vlÑþ!©

Ù§-p = Np/2i ∈ Di = Si − {0}§ùpNp´��áu{1, · · · , 2i − 1}��ê"
éu��êiz�5¼êFn(x) = Gn(x/p)
ó§eã(Ø¤áµi ≤ j ≤ n,
Pj = 1

/(
Np · 2j−i)"

y²: aqÚn3.4�y²§-x = Nx/2n§�±��Nx3�ê8Ü{0, · · · , 2n−i ·
Np − 1}þ÷vlÑþ!©Ù"e¡·�©O�Äü«ØÓ��¹µ

a) j = iµduFn(x) = Gn(x/p)§dÚn3.2¥��§(3.3)§�±���
�=�Nx ≡ 0 (mod Np)�Fn(x) ∈ Sn−i¤á"�Äk2n−i��ê÷vNx ≡ 0
(mod Np)±9Nx3{0, · · · , 2n−i · Np − 1}þ÷vlÑþ!©Ù§Fn(x) ∈ Sn−i�

VÇ� 2n−i

2n−i · Np
= 1

Np
"�=§Pi = 1

Np
= 1

Np · 2i−i "

b) i + 1 ≤ j ≤ nµ -Fn(x) = 0.bnbn−1 · · · b2b1§Pj =

P

Fn(x) ∈ Sn−i ∧ bj · · · bi+1 =

j−i︷ ︸︸ ︷
0 · · · 0

" £ � Ú n3.4� y ² L § § �
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± � � ¯ �Fn(x) ∈ Sn−iÚ ¯ �bj · · · bi+1 =

j−i︷ ︸︸ ︷
0 · · · 0´ Õ á � § Ï

dPj = P{Fn(x) ∈ Sn−i} · P

bj · · · bi+1 =

j−i︷ ︸︸ ︷
0 · · · 0

"dÚn3.4��§Fn(x, p)�

p  n − i� ' A | Ü � � 3{0, · · · , 2n−i − 1}þ l Ñ þ ! © Ù § Ï

dP

bj · · · bi+1 =

j−i︷ ︸︸ ︷
0 · · · 0

 = 1
2j−i "��§·�kPj = Pi · 1

2j−i = 1
Np · 2j−i "

nÜ±þü«�¹��§i ≤ j ≤ n, Pj = 1
Np · 2j−i "y." �

ÚÚÚnnn 3.6: b���lÑ�ÅCþx3lÑ8ÜC = [0, p) ∩ Snþ÷vlÑþ!©

Ù§-p = Np/2i ∈ Vi(1 ≤ i ≤ n)(�5¿ØØØ´́́þ¡Ún¥�Di)§ùpNp´��

áu{1, · · · , 2i − 1}�Û�ê"éu��êiz�5¼êFn(x) = Gn(x/p)
ó§
Xe(Ø¤áµ

1 ≤ j ≤ i− 1§Pj =


bNp/2jc+ 1

Np
§ Gn(·) = floorn(·)½ceiln(·)

2 · bNp/2j+1c+ 1
Np

§ Gn(·) = roundn(·)
"

(3.10)

y²: aqÚn3.4�y²§-x = Nx/2n§�±��Nx3�ê8Ü{0, · · · , 2n−i ·
Np − 1}þ÷vlÑþ!©Ù"

Ï �Fn(x) = Gn(x/p)§ d Ú n3.2� � §(3.5)§ � ± � �Fn(x)�

$  i� ' A dG0

(
2i · Nx mod Np

Np

)
( ½ " � ± í ÑFn(x) ∈ Sn−j ⇔

G0

(
2i · Nx mod Np

Np

)
≡ 0 (mod 2j)"½ÂN̂x = Nx mod Np§duNx�þ!

©Ù§N̂x3{0, · · · , Np − 1}þ÷vlÑþ!©Ù"2½Âa =
2i · N̂x/Np

2j §·�

�±òG0

(
2i · Nx mod Np

Np

)
­#L«�G0(2j · a)"díØ3.1·�kµ

G0(2j · a) ≡ 0 (mod 2j)
m

dec(a) ∈



[
0, 1

2j

)
§ G0(·) = b·c(

1− 1
2j , 1

)⋃{0}§ G0(·) = d·e[
0, 1

2j+1

)⋃ [
1− 1

2j+1 , 1
)

§ G0(·) = round(·)

"
(3.11)
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díØ3.2(p ∈ Vi�y
Np´��Û�ê)§��dec(a) = k
Np

(k = 0 ∼ Np − 1)3

Ù��8Üþ�´þ!©Ù�"�â(3.11)§·��±íÑµ

G0(2j · a) ≡ 0 (mod 2j)
m

k ∈



[
0,

Np

2j

)
§ G0(·) = b·c(

Np −
Np

2j , Np

)⋃{0}§ G0(·) = d·e[
0,

Np

2j+1

)⋃ [
Np −

Np

2j+1 , Np

)
§ G0(·) = round(·)

"
(3.12)

�Äk´���ê§�±?�Ú��µ

G0(2j · a) ≡ 0 (mod 2j)
m

k ∈ Z

¿�

k ∈



[
0,
⌊

Np

2j

⌋]
§ G0(·) = b·c

{0}⋃ [Np −
⌊

Np

2j

⌋
, Np − 1

]
§ G0(·) = d·e[

0,
⌊

Np

2j+1

⌋]⋃ [
Np −

⌊
Np

2j+1

⌋
, Np − 1

]
§ G0(·) = round(·)

"

(3.13)

dk3�ê8Ü{0, · · · , Np − 1}þ�þ!©Ù5§·��±éN´/��Pj��µ

Pj = P
{
Fn(x) ∈ Sn−j

}
= P

{
G0(2j · a) ≡ 0 (mod 2j)

}

=


bNp/2jc+ 1

Np
§ G0(·) = b·c½d·e

2 · bNp/2j+1c+ 1
Np

§ G0(·) = round(·)
" (3.14)

w,§�§(3.10)¤á"y." �

½½½nnn 3.1: b���lÑ�ÅCþx3lÑ8ÜC = [0, p) ∩ Snþ÷vlÑþ!©

Ù§-p = Np/2i ∈ Vi(1 ≤ i ≤ n)§ùpNp´��áu{1, · · · , 2i − 1}�Û�ê"
éu��êiz�5¼êFn(x) = Gn(x/p)
ó§Xe(Ø¤áµ

Pj =



1
Np · 2j−i §i ≤ j ≤ n

bNp/2jc+ 1
Np

§Gn(·) = floorn(·)½ceiln(·)

2 · bNp/2j+1c+ 1
Np

§ Gn(·) = roundn(·)

§1 ≤ j ≤ i− 1
"

(3.15)
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y²: T½n�±dÚn3.5ÚÚn3.6���Ñ" �

§3.3.3 êizPWLCM�Pj(1 ≤ j ≤ n)

XÛO�n�ÄåÆ�I��º

Äuêiz�5¼êFn(x) = Gn(x/p)þ�Pj(1 ≤ j ≤ n)§·��±O�

��êizPWLCM�ÄåÆ�IPj(1 ≤ j ≤ n)�äN�"�½��8�z
���PWLCM(3.1)§·��±òz��5©ãFi(x) = aix + bi­��Xe/
ªµFi(x′i) = x′i/pi§x′i ∈ [0, pi)§ùppi = 1/|ai|§x′i = sign(ai) · (x + bi/ai)"
du|ai| > 1§pi ∈ (0, 1) ⊂ [0, 1] = S∞"2d�§(3.8)¥�­½Â§·��±ò

��PWLCM­#L«�Xe/ªµ

i = 1 ∼ m, F(x′i)|C′i = Fi(x′i) = x′i/pi, x′i ∈ C′i = [0, pi)" (3.16)

�T��PWLCM3n-'Ak�°Ýe¢y�§1i��5©ãFiL«�F
(i)
n "

-pi = Npi /2ri ∈ Vri §ùpri´pi�©EÇ"^P(i)
j L«VÇPj|x ∈ Ci§d�

VÇúª[212]§��êiz��PWLCM�1j�ÄåÆ�IPj���µ

Pj =
m

∑
i=1

P(i)
j · ‖Ci‖ =

m

∑
i=1

P(i)
j · |pi| =

m

∑
i=1

P(i)
j ·

Npi

2ri
" (3.17)

-P (i)
j = P(i)

j · ‖Ci‖§·�kPj = ∑m
i=1 P

(i)
j "�â½n3.1§éN´��µ

P (i)
j =


1/2j §ri ≤ j ≤ n

bNpi /2jc+ 1
2ri §Gn(·) = floorn(·)½ceiln(·)

2 · bNpi /2j+1c+ 1
2ri § Gn(·) = roundn(·)

§1 ≤ j ≤ ri − 1
"

(3.18)
Ï
§�maxm

i=1(ri) ≤ j ≤ n�Pj���µ

Pj =
m
2j § (3.19)

�1 ≤ j ≤ minm
i=1(ri)− 1�Pj���µ

Pj =

 ∑m
i=1

bNpi /2jc+ 1
2ri §Gn(·) = floorn(·)½ceiln(·)

∑m
i=1

2 · bNpi /2j+1c+ 1
2ri § Gn(·) = roundn(·)

" (3.20)

�minm
i=1(ri) ≤ j ≤ maxm

i=1(ri) − 1�§·� � ±¦^ � §(3.18)O � z
�P (i)

j �����ª�Pj"
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�e54·�5©Û�ePj´XÛ�NêizPWLCM�ÄåÆA5òz
�§±9Pj��´XÛ�Xj�Cz
Cz"ùp§·�¦^PjL«²ï�ÄåÆ
�I2−j§�Ò´�Fn(x)3SnþlÑþ!©Ù���I�"

�Xj�CzÄåÆ�I��XÛCzº

�maxm
i=1(ri) ≤ j ≤ n§Pj´Pj�m�§ùpm´Fn(x)��5©ã�ê8"

dum ≥ 2§�±w�ù�¯¢r�V«XFn(x)3Snþk5K�ÄåÆA5
òz"ù�PjØ=Õáu��ëêp1, · · · , pm�©EÇ§�Õáu§��äN�

ÚDATF�ÀJ"
�1 ≤ j ≤ minm

i=1(ri)− 1§Pj��Úp1, · · · , pm�äN�±9DATF�ÀJ�

'"¦+3p1 ∼ pm����¹e·�ØUO��I�äN�§·�E,�±í�
Ñ�I��þe�"duNpi´��Û�ê§Npi /2jÚNpi /2j+1ÑØ´�ê§K·
�k∗µ

Npi /2j − 1 < bNpi /2jc < Npi /2j§
Npi /2j+1 − 1 < bNpi /2j+1c < Npi /2j+1"

(3.21)

òþª�\�§(3.20)¿�Ä�∑m
i=1 |pi| = ∑m

i=1 ‖Ci‖ = 1 ⇒ ∑m
i=1 Npi /2ri = 1†§

·��±�Ñe¡�(Øµ

�Gn(·) = floorn(·)½ceiln(·)§
1
2j < Pj <

1
2j +

m

∑
i=1

1
2ri

" (3.22)

�Gn(·) = roundn(·)§
1
2j −

m

∑
i=1

1
2ri

< Pj <
1
2j +

m

∑
i=1

1
2ri

" (3.23)

� � 5 ` §r1, · · · , rm� � §PjÚ ² ï � I �Pj = 2−j� � C § =Pj − 2−j�
� " ù p � 5 ¿ �Gn(·) = roundn(·)�Pj� U � uPj = 2−j§ � � ~ f
´PWLCM(2.1)Ú�tentN�(2.3)(·�ò3e��!y²ù�(Ø)"

��§24·�5ïÄ�minm
i=1(ri) ≤ j ≤ maxm

i=1(ri)− 1��Pj�"w,§
ù�Pj��6up1, · · · , pm�äN�ÚGn(·)�ÀJ§ØLù«�65�é1 ≤ j ≤
minm

i=1(ri)− 1���I��f"
�§j��§ù«�65�r"
*	maxm

i=1(ri) ≤ j ≤ nÚ1 ≤ j ≤ minm
i=1(ri) − 1��Pj�§·��±½

5/�Ñ���ú�(Øµ�jlnÅìCz�maxm
i=1(ri)�L§¥§Pj�±�½

�Pj = 2−j�m�¶�jlmaxm
i=1(ri)Cz�1�L§¥§PjÚPj = 2−j�m��ê

ª�u�5��"�,
§éuØÓ�êizPWLCM§¢S�A5òk¤Ø

Ó§ØLþã(Ø��þAT´¤á�"
∗∀a ∈ R−Z§·�ka− 1 < bac < a§ù´floor¼ê½Â���g,(J"
†�5¿ù�(Ø=éÅãN÷�PWLCM¤á§
Ø´é¤k�ÊÏPWLM¤á"
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XÛn)ÄåÆ�I�PWLCMÄåÆA5òz�m�'Xº

loNþù§�Gn(·) = roundn(·)�§��n + 1 − maxm
i=1(ri)��I÷

vPj 6= 1/2j¶ 
 �Gn(·) = floorn(·)½ceiln(·)�§ � Ün� � I Ñ ÷ vPj 6=
1/2j"�Ä�maxm

i=1(ri) ≤ j ≤ n�Pj = m/2j§��êizPWLCM�ÄåÆ
A5òz�±¦^�5©ã�ê8½þ/?1ïþ"ù¢Sþ¿�Xeã¯¢µ
��êizPWLCM��5©ã�õ§ÙÄåÆA5òzª�u�î­"

ù|ÄåÆ�I�,	��õU´«©ØÓ��ëêe�ØÓ�ÄåÆ
A5òz"éu���½�êiz��PWLCM§·�5ww�3uÄåÆA
5òzÚ��ëêpi�©EÇri�m��©'X"éum���ëê�8Üp =

{p1, p2, . . . , pm}§½ÂP̃ = 1
n · ∑n

j=1
Pj

Pj
�p�²þòzÏf(average degradation

factor)§§^5½þ/�N��ëê8�{p1, p2, . . . , pm}�êizPWLCM�Ä
åÆA5òz�§Ý"w,§P̃��§ÄåÆA5òzÒ�î­"éuü�ä
kØÓ���ëê8pÚp′êizPWLCMFn(x)ÚF ′

n(x)§XJP̃ > P̃′§·�
¡p'p′f(weaker)§½öp′'pr(stronger)§ù«'X^p ≺ p′(½p′ � p)5L

«"XJPj > P′j §·�¡p3©EÇje'p′f(weaker at resolution j)§½öp′3©

EÇje'p′r(stronger at resolution j)§ù«'X^p ≺j p′(½öp′ �j p)5L«"
éu��üÕ���ëêpi(1 ≤ i ≤ m)§3b�Ù¦��ëê3ëê�m�Åþ
!©Ù��¹e§þãrf'X�±aq/½Â"d·�c¡�?Ø�±wÑµ
©EÇri��§��ëêpi�f"

d±þ?Ø§Q,Pj 6= 2−j¿�X·bÑÑ��þ!5§�ÙJÑ�ÄåÆ
�I�±w¤´êizPWLCM�[H{5���ÚOÝþ§��±w¤´êi
zØC©Ù�éëY©Ù��Ýþ l�yâ"3e¡���!§ÏLü�ä
N�~f§·�ò`²e¡k'êizPWLCM�k�y�µ¤k�5©ã�Ç

�©EÇ��§|Pj − Pj|Ò¬��"@o��©EÇ�.¿�X�oQº4·�

r��©EÇ�i��5©ã�Çp�¤p =
Np

2i = 2n−i ·
Np

2n §�±w���©E

Çi¢Sþ¿�X��¦{Ïf2n−i"�·�3n-'A½:�{e�1êizØ
{x/p�§b�x = Nx/2n§TØ{�±L«�x/p = 2n−i · Nx

Np
§ùp2n−i¿�X

�£ö�§ù«ö�w,¬¦��A�ÄåÆ�I�C�"l��þù§ù
�

I�N
êiz(½:)Ø{3z��5©ãþ�¥ §±9õ��5©ã¥ �
\È�A"ég,/§ù«êi�{�¥ ¬?
E¤êizPWLCMÄåÆA
5�¥ (òz)"
AO/§XJ��êizPWLCM�XÚ�§´®��§�õ�[�(

Ø�U��«Ñ5"3e¡���!¥§·�ò�ÑPWLCM(2.1)Ú�tentN
�(2.3)�Pj(1 ≤ j ≤ n)äN�∗"éùüaPWLCM§¤k�n��IPj(1 ≤ j ≤
n)Ñd��ëêp�©EÇ��(½§
Õáu��ëê�äN�"duùü

∗¦+·�3©Ù[109]¥®²�Ñ
�éùüaPWLCM�k'(Ø§§3.3.4¥�Ñ�y²´Äu�
§(3.19)Ú�§(3.20)�§�[109]¥�y²�{Ø���"
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aPWLCM¥Ñ�k����ëê§�
'uPj�k¿Â�y��±��Ù/w

«Ñ5"

§3.3.4 ü�äN�~f

�
O�êizPWLCM(2.1)Ú(2.3)�ÄåÆ�IPj(1 ≤ j ≤ minm
i=1(ri) −

1)��§·�k5Ú\��#�Ún"

ÚÚÚnnn 3.7: ∀j, N, N′ ∈ Z+§N, N′´Û�ê¿�2j|(N + N′)§K·�k
⌊

N/2j⌋ +⌊
N′/2j⌋ = (N + N′)/2j − 1"

y ²: d ua = bac + dec(a)§
⌊

N/2j⌋ +
⌊

N′/2j⌋ =
(

N/2j − dec(N/2j)
)

+(
N′/2j − dec(N′/2j)

)
"-N = n1 · 2j + n2, N′ = n′1 · 2j + n′2±9N + N′ = 2k(k ≥

j)§·�kdec(N/2j) = (N mod n)/2j = n2/2j, dec(N′/2j) = (N′ mod n)/2j =
n′2/2j"duN, N′´Û�ê§�±��n2 > 0, n′2 > 0"d2j|(N + N′)§w,

kn2 + n′2 = 2j ⇒ dec(N/2j) + dec(N′/2j) = 1§u´��
⌊

N/2j⌋+
⌊

N′/2j⌋ =
(N + N′)/2j − 1"y." �

êizPWLCM(2.1)�ÄåÆ�IPj(1 ≤ j ≤ n)

5¿µ�Ä�0 < p < 1/2§p�©EÇ´8Ü{2, . . . , n}¥����ê"

½½½nnn 3.2: b���lÑ�ÅCþx3SnþlÑþ!©Ù"∀p ∈ Vi(2 ≤ i ≤ n)§é

êizPWLCM(2.1)eã(Ø¤áµ

1. �Gn(·) = roundn(·)�§Pj =


4/2j§i ≤ j ≤ n
4/2i§j = i− 1
1/2j§1 ≤ j ≤ i− 2

¶

�Gn(·) = floorn(·)½ceiln(·)�§Pj =

{
4/2j §i ≤ j ≤ n

1/2j + 2/2i§1 ≤ j ≤ i− 1
¶

2. ∀k ∈ {0, · · · , 2n−i − 1}§P
{

floorn−i(Fn(x, p)) = k/2n−i} = 1/2n−i"

y²: éuPWLCM(2.1)§m = 4"o��5©ã��Ç©O´p1 = p4 =
p§p2 = p3 = 1/2 − p"dp ∈ Vi§r1 = r2 = r3 = r4 = i§max4

i=1(ri) =
min4

i=1(ri) = i"
�i ≤ j ≤ n�§d�§(3.19)§�±�Ñ

Pj = 4/2j" (3.24)

�1 ≤ j ≤ i − 1�§·� © O � Ä e ¡ � ü « ØÓ� ¹ µGn(·) =
floorn(·)½ceiln(·)§ÚGn(·) = roundn(·)"
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i) Gn(·) = floorn(·)½ceiln(·)µd�§(3.20)§·�k

Pj= ∑4
i=1

bNpi /2jc+ 1
2i

= 2 ·∑2
i=1

bNpi /2jc+ 1
2i

= 2 · bNp1 /2jc+ bNp2 /2jc+ 2
2i "

(3.25)

dup1 + p2 = 1/2 ⇒ Np1 + Np2 = 2i−1 ⇒ 2j|(Np1 + Np2)§dÚn3.7��µ

Pj= 2 · (Np1 + Np2)/2j − 1 + 2
2i

= 2 · 2i−1−j + 1
2i = 1

2j + 2
2i "

(3.26)

ii) Gn(·) = roundn(·)µd�§(3.20)§·�k

Pj= ∑4
i=1

2 · bNpi /2j+1c+ 1
2i

= 2 ·∑2
i=1

2 · bNpi /2j+1c+ 1
2i

= 2 · 2(bNp1 /2j+1c+ bNp2 /2j+1c) + 2
2i

= 4 · bNp1 /2j+1c+ bNp2 /2j+1c+ 1
2i "

(3.27)

�j < i− 1�§Np1 + Np2 = 2i−1 ⇒ 2j+1|(Np + N′
p)§dÚn3.7��µ

Pj=4 · (Np1 + Np2)/2j+1 − 1 + 1
2i

=4 · 2i−j−2

2i = 1
2j "

(3.28)

�j = i − 1§Np1 + Np2 = 2i−1 ⇒ 2j+1 - (Np1 + Np2)(j + 1 = i > i − 1)§
Ú n3.7Ø ¤ á § Ø L·� � ± � � O � V ÇPjµNp1 < 2i, Np2 < 2i§ Ï

dNp1 /2j+1 < 1 ⇒ bNp1 /2j+1c = 0, Np2 /2j+1 < 1 ⇒ bNp2 /2j+1c = 0§K
k

Pj = 4 · 0 + 0 + 1
2i =

4
2i " (3.29)

d�§(3.24)–(3.29)§��1��(Ø¤á",	§1��(Ø�±��lÚ

n3.4íÑ"y." �

½ n3.2` ² 
 eã¯¢µ X Jx3Snþ ÷ v l Ñ þ ! © Ù §êi
zPWLCM(2.1)3Snþ ¿ Ø ÷ v l Ñ þ ! © Ù ¶ �´∀p ∈ Si§Fn(x)� p
 n − i�'A|Ü
¤��ÅCþ3Sn−iþ÷vlÑþ!©Ù"'uT½n�
ý¢¹Â§�ëwã3.1"
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0

j

lo
g 2

P
j

1

a) Gn(·) = floorn(·)½ceiln(·)

1 2 3 4 5 6 7 8 9 10
−10

−9

−8

−7

−6

−5

−4

−3

−2

−1

j

lo
g 2

P
j

2

b) Gn(·) = roundn(·)
◦µlog2 Pj¶�µlog2 Pj = −j

ã 3.1: �p = 3/16 ∈ V4 ⊂ S4��log2 Pj(1 ≤ j ≤ n)§k�°Ý
�n = 10

d½n3.2§·��±íÑÄåÆA5òzÚ��ëêp�©EÇi�m�î�
'Xµ©EÇi��§p�f(ëwã3.2)"'uù�¯¢��{þ�)º§�ë�
e��!�?Ø"

2 3 4 5 6 7 8 9 10
1

1.5

2

2.5

3

3.5

4

i

˜ P

3

◦µGn(·) = roundn(·)¶�µGn(·) = floorn(·)½ceiln(·)

ã 3.2: P̃Úi�m�'X§n = 10

íííØØØ 3.3: éêizPWLCM(2.1)§�½ü�ØÓ���ëêp ∈ Vi, p′ ∈ Vi′§ù

pi, i′ = 2 ∼ n"·�kµi < i′ ⇔ p ≺ p′"

y²: �ÄXeü��¡µ
a) �Gn(·) = roundn(·)�§

Pj

Pj
=

Pj

2−j =


4§i ≤ j ≤ n
2§j = i− 1
1§1 ≤ j ≤ i− 2

" (3.30)
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K·��±íÑP̃��µ

P̃ =
1
n
·

n

∑
j=1

Pj

Pj

=
1
n
· (4 · (n− i + 1) + 2 + 1 · (i− 2))

= 4
(

1 +
1
n

)
− 3i

n
" (3.31)

b) �Gn(·) = floorn(·)½ceiln(·)�§

Pj

Pj
=

Pj

2−j =

{
4 §i ≤ j ≤ n

1 + 2j−(i−1)§1 ≤ j ≤ i− 1
" (3.32)

K�±íÑP̃��µ

P̃ =
1
n
·

n

∑
j=1

Pj

Pj

=
1
n
·
(

4 · (n− i + 1) +
i−1

∑
j=1

(
1 +

2j

2i−1

))

=
1
n
·
(

4 · (n− i + 1) + (i− 1) + 2
(

1− 1
2i−1

))
=

(
4 +

5
n

)
− 1

n
·
(

3i +
4
2i

)
" (3.33)

�±w�§éu?ÛDATF§P̃'ui´��4~¼ê"�Ò´`§i < i′ ⇔
P̃ > P̃′ ⇔ p ≺ p′"y." �

555ººº 3.1: ùpk��ýýýéééfff(absolutely weak)���ëêp = 1/4 ∈ V2§§÷
vP1 = P2 = 4/22 = 1"�Ò´`§�p = 1/4�Fn(x)��$ü�'Ao´0"
,	§∀x0 ∈ Vi(2 ≤ i ≤ n)§3di/2egS���§[·b;�òÂñ�0µ∀k ≥
di/2e,F k

n(x0) = 0"ù���AÏ���PWLCM¢Sþ´(é¡)tentN�F(x) =
1− 2|x− 1/2|�äko��5©ã���§�ö�êizÄåÆA53c¡®²
��êiz·bXÚ�4à~f3§2.5¥?ØL
"

½½½nnn 3.3: b���lÑ�ÅCþx3Snþ÷vlÑþ!©Ù"∀p ∈ (0, 1/2) ∩
Sn§éuêizPWLCM(2.1)eã¯¢¤áµ

1. ∀p ∈ Di,1 = Si − S1 =
⋃i

k=2 Vi§Pi = 4/2i¶

2. ∀p ∈ Vi+1¶Pi = 2/2i¶

3. ∀p ∈ Vj(j ≥ i + 2)§Pi =

{
1/2i §Gn(·) = roundn(·)

1/2i + 2/2j§Gn(·) = floorn(·)½ceiln(·)
"
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p

lo
g 2

P
5

4

ã 3.3: log2 P5�ép�Cz§ùpn = 10§Gn(·) = floorn(·)
(J�L«²ï��I�log2 P5 = −5)

y²: T½n´½n3.2¥1��(Ø�,	�«��/ª" �

555ººº 3.2: ½n3.3w�·�µéuäkØÓ©EÇ(= uØÓ�êi�gVi)��

�ëêp§��k���I�´ØÓ�"�é{`§p���©©©EEEÇÇÇ���±±±dddn������III
���P1 ∼ Pn������(((½½½"

3ã3.3¥§·��Ñ
�P5'upCz�Á�êâ§�'ëê�n = 10§Gn(·) =
floorn(·)"`¢{§�1�gxÑã3.3¥�­��§Ù¥Ñy�r5K�ªX¢
-�©�öa��¯§��þ¡�nØ(ØÑÿ���y²"ù�´r¦·�J
Ñ�'�ÄåÆ�I�Ð©Äå"

êiz�tentN�(2.3)�Pj(1 ≤ j ≤ n)

éuêiz�tentN�(2.3)§·�éN´�ÑÚ½n3.2Ú3.3aq�ü�½
n"ùp·�Ñ��'�y²L§"

½½½nnn 3.4: b���lÑ�ÅCþx3Snþ÷vlÑþ!©Ù"∀p ∈ Vi(1 ≤ i ≤
n)§éu�tentN�(2.3)eã¯¢¤áµ

1. �Gn(·) = roundn(·)§Pj =

{
2/2j §i ≤ j ≤ n
1/2j−1§1 ≤ j ≤ i− 1

¶

�Gn(·) = floorn(·)½ceiln(·)§Pj =

{
2/2j §i ≤ j ≤ n
1/2j + 1/2i§1 ≤ j ≤ i− 1

¶

2. ∀k ∈ {0, · · · , 2n−i − 1}§P{floorn−i(Fn(x, p)) = k/2n−i} = 1/2n−i"

íííØØØ 3.4: éuêiz�tentN�(2.3)§�½ü�ØÓ���ëêp ∈ Vi§p′ ∈
Vi′§ùpi, i′ = 1 ∼ n"·�kµi < i′ ⇔ p ≺ p′"
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½½½nnn 3.5: b���lÑ�ÅCþx3Snþ÷vlÑþ!©Ù"∀p ∈ (0, 1) ∩ Sn§
éu�tentN�(2.3)eã¯¢¤áµ

1. ∀p ∈ Di = Si − {0} =
⋃i

k=1 Vi§Pi = 2/2i¶

2. ∀p ∈ Vj(j ≥ i + 1)§Pi =

{
1/2i §Gn(·) = roundn(·)

1/2i + 1/2j§Gn(·) = floorn(·)½ceiln(·)
"

§3.3.5 F k
n(x)�Pj(1 ≤ j ≤ n)

�âþ��!�?Ø§·�����lÑþ!©Ù�&Ò3²L�gêi
zPWLCM�·bS��¬C�Ø÷vþ!©Ù"ù«Øþ!5¬�XS��?
1C��5�î­§�=§F k

n(x)�©Ù¬�Xk�O\C��5�Øþ!"��

5`§�Xk�O\§Pj(1 ≤ j ≤ n)éu�õê��ëê
ó´O\��´�k"

(�Ü©��ëê¬~�§�I��é��ëêÚj�5K�ª¬úú�ò"

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5
−8

−7

−6

−5

−4

−3

−2

−1

0

p

lo
g 2

P
5

5

ã 3.4: F 32
n (x)�log2 P5�ép�Cz

(J�L«²ï��I�log2 P5 = −5)

3 ã3.4¥ § · � � Ñ 
F 32
n (x)�P5� ép� C z § ù pFn(x)´ �

�PWLCM(2.1)§�'ëê�n = 10§Gn(·) = floorn(·)"Úã3.4!ã3.3'�
�e§·��±w�P5��éu�Ü©��ëê´O\�§éu�þ��ëêC

���§k
ëêe��I�(Xp = 1/16)$�O\��C1"ã3.3¥Ñy�r5
K�ª3ã3.4¥�:�©FØÑ5
"

±·��*:§ù��«·ÏG��ÑyAT´duëY·b���S3E
,5Úêiz·bÄåÆA5òz�nÜ(J"ùp§·�JÑ��#�¯K¿

Áã£�§µ3F k
n(x)Xd·Ï�ÄåÆ�I�ª¥´Ä��±uy�o5Æº

duFn(x)�Pj(1 ≤ j ≤ n)�äN��±î��O�Ñ5§·�ú�Fn(x)�k'
(Ø½N�±½5/í2±�NF k

n(x)�ÄåÆA5�,�ý¡"
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i

lo
g 2

˜ P
5
(i

)

6

ã 3.5: F 32
n (x)�log2 P̃5(i)

�
{z?Ø§4·�±êizPWLCM(2.1)�~"díØ3.3§���f

���ëê´p = 1/4 ∈ V2§gf�´ uV3¥�@
ëê§,�´@
 
uV4, V5, · · · , Vn¥�ëê"±þ¯¢¢SþéuF k

n(x)E,´Cq/Ú3Vg

þ¤á�µ¦^P̃j(i)L«¤käk�Ó©EÇi���ëêe�Pj�²þ�§O

�w«P̃j(i)��þE,´�éi4~�"éuã3.4¥�Ñ�êâ§�A�P̃5(i)3
ã3.5¥�Ñ"v�§·�(¢3ã3.4¥�,Ï��ÓP�
Ûõ�kSzy�"

§3.4 ÄåÆ�I��'A^

3�!¥§4·�5wwXÛ3¢SA^¥¦^�ÙJÑ�ÄåÆ�I±u
y¯KÚOr5U"

§3.4.1 A«UõêizPWLCM·bÄåÆA5òz��Y�5U'

�

3§2.5.2¥§·�0�
n«ØÓ��Y^±Uõêiz·bXÚ�ÄåÆA
5òzµ¦^�p�k�°Ý[56, 61]§?éõ�êiz·bXÚ[149]§Úé·bX

Ú�\(�)�Å6Ä[80, 81, 99, 170, 190, 195, 199, 203]"�ÙJÑ�ÄåÆ�I�±^5
½5/'�ùn«Uõ�Y3¢�¥�5U"

¦^�p�k�°Ý

�Ä�[·b;��Ì�±Ï�IÝÆ§3©z[56, 61]¥D. WheelerïÆ

¦^�p�k�°ÝUõá±Ï�Matthews·b6�è[55]�5�S�¯K"�
´§·�3§2.5.1¥J�§�3�þ�[·b;�§§���Ý�¤k[·b;
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��²þ�O(2n/2)á�õ(£��eÌ�±Ï�©Ù)"Ïd¦^�p�©EÇ�

UO\¤k[·b;��²þ�Ý§
ØUý�k�/O\z^[·b;���
Ý"�Ò´`§ù�Uõ�YØ´��éÐ�Uõêiz·bXÚÄåÆA5ò
z��{"·��±¦^êizPWLCM�ÄåÆ�I­#uyù�(Ø"

d�§(3.19)���maxm
i=1(ri) ≤ j ≤ n�Pj = m · Pj"·�®²J�m�

±w����êizPWLCMÄåÆA5òz�Ä�Ýþ"lù�¿Âþw§
�p�k�°Ý¿ØUl��þUõÄåÆA5òz§Q,méu��êi
zPWLCM´�½�",	§eã¯¢��N
¦^�p�°ÝUõÄåÆA5
òz�¯Kµ�p�©EÇ��ØUUC?Û3$©EÇe��ëê�rf"'

X§éuêizPWLCM(2.1)§3?Û°Ýep = 1/4o´ýéf§¿�¤k��
�ëê∀p ∈ Vi3�p�°Ýn ≥ ieÑ���f"

Ï
§b��k�°Ý�n§¦^�p�°Ýn′ > n�´ÏLÚ\n′ − n�#
�êi�gVn+1 ∼ Vn′5Uõ²þ5U§
Ø´Uõ�°Ýe�¯K"

?éõ�êiz·bXÚ

©z[149]��öïÆ¦^ü�?é�·bXÚO�[·b;���Ý§Ù¥

��·bXÚ^5z�NgS�Ð©z(��),	��·bXÚ"ù��«�{�
±ò·b;���ÝO\��5�O(N)"ØL§d·�3�Ù¥�Ñ�©Û�
�§§ØUU?êiz·bXÚÑÑ�Øþ!5"

�Äk�êizPWLCM�?é§1i�PWLCM�ÑÑ^5z�NigS�Ð©
z1i + 1�PWLCM"K��XÚ�;��Ý¬O\��5�O

(
∏k

i=1 Ni

)
�"b

�1��êizPWLCM�Ñ\3Snþ÷vlÑþ!©Ù§w,TPWLCM�
ÑÑØ÷vSnþ�lÑþ!©Ù"
ù�Øþ!�ÑÑ�X^5��1�
�PWLCM�Ñ\§ù«Øþ!5¬C��î­"±ù��«*:w5§k�
?é�êizPWLCM¢SþaquFn(x)�kgEÜ§�=äkaquF k

n(x)�
ÄåÆ1�§�ö®²3§3.3.5¥?ØL
"Ïd§?éõ�·bXÚ¬¦��ª

ÑÑ�ÄåÆA5�Øn�§�,§�±ò����[·b;���Ý"

Äu6Ä�üÑ

^6ÄUõêiz·bXÚ�ÄåÆA5òz�üÑ©OdJ. Černák3©
z[199]¥Ú±ù�<3©z[170]¥ÕáJÑ"��§Ò7�<3©z[80]¥ò±

ù�<�6ÄüÑ�
{ü�í2§¿3©z[81]¥JÑ
�«�\U?��
Y"

ùp§·�{ü0��e©z[80]¥JÑ�6Ä�{§�©�?ØòÌ��

7ù«6ÄüÑÐm"�½��{ü�÷vþ!©Ù�PRNG§$1TPRNG)
¤����6Ä&Ò{Sp(i)}§T&Òz�∆gS�Ò6Ä�e·b;�{x(i)}§
ùp∆´����ê§6Äö��±¦É½½ö�\"Xã3.6¤«§��kü«

�U�6Ä���Y§�â6Ä:�ØÓ·�©O¡§��6Ä��AÚ6Ä�
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�B(6Ä��A3©z[80, 81, 170]¥æ^§6Ä��B3©z[199]¥�±��)"
b�⊕L«6Äö�§þãü«6Ä���±^Xe�§L«µ

6Ä��A : x(i + 1) = Fn(x(i))⊕ S(i)§ (3.34)

6Ä��B : x(i + 1) = Fn(x(i)⊕ S(i))§ (3.35)

ùp§XJi mod ∆ = 0§KS(i) = Sp(i/∆)§ÄKS(i) = 0" 6ÄüÑJÑ�Ð

数字化
混沌系统

扰动
PRNG

B A

S(i)
x(i)

ã 3.6: ü«�U�6Ä���Y

©´ò�[·b;���Ý§lù:5wü«ØÓ���äkaq��J"ØL
l¯K�,	�¡�Ä§·�ò�Ñ6Ä��A`u6Ä��B"

Ø�Ù¦ü«Uõ�Y§6ÄüÑ��±Uõêiz·bXÚÑÑ�Øþ!
5"3§3.3.5¥§·�®²�Ñ�X·bS��?1§ù«Øþ!5¬C��5�
î­"�Ä��\�6Ä&Ò¬z�∆gS�²w�g[·b;�§ùV«X�

6Ä�[·b;��Øþ!5A�ÚF∆
n (x)Cq"�∆ = 1§6ÄüÑ�5U��

�`z"lù:wå5§Q,6Ä��AÓ�6ÄÑ\ÚÑÑ§
6Ä��B�6

ÄÑ\§éw,6Ä��A�6Ä��B
ó3Uõ·bÑÑ�Øþ!5�¡äk
�Ð��J"

d±þ?Ø��§6ÄüÑ´����Ø��Uõêiz·bXÚÄåÆA
5òz�¢S��"

3©z[199]¥�JÑ
,	�«ØÓ�6ÄüÑ§3TüÑ¥Sp(i)^56Ä
êiz·bXÚ���ëê
Ø´[·b;�"ù��«6Ä�{��±k�/
O\[·b;���Ý§�´3Uõ·bÑÑ�Øþ!5�¡Ø´ék�"�Ä

�3T6Ä�Y¥éØþ!5�Uõ´ÏL·ÜØÓ��ëê�ÄåÆA5
¢
y�§�±��T�YéØÓ���ëêäkØÓ�5Uµéu@
�²þY

²f���ëê§'XêizPWLCM(2.1)¥�∀p = 1/4 ∈ V2§Øþ!5¬�
�Uõ¶
éu@
�²þY²r���ëê
ó§'XêizPWLCM(2.1)¥
�∀p ∈ Vn§ù«Øþ!5�
�UC���"Äuù���¯¢§·�@�ù«

6ÄüÑ�5UA�'þã�6Ä��B��"
¦+6ÄüÑ�±k�/Uõêiz·bXÚ�ÄåÆA5òz§6Ä��

êiz·bXÚ¥E,�3�½§Ý�ÄåÆòz§Ïd3A½�A^(cÙ´é
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S�5é¯a�êiz·b�è)¥E,I��	�%±;�d3�"�"�?�

Ú�?Øò3e¡ü��!�Ñ"

§3.4.2 3êiz·b�è¥�A^

· � � � § ê i z � �PWLCM3 ê i z · b � è ¥ 2 �

¦ ^[22, 59, 60, 71, 74–78, 80–82, 90, 96, 98, 106, 107, 110, 112, 116–118, 120]" ' u ê i z �

�PWLCM�ÄåÆ�IP1 ∼ Pn�nØ(Jéuùa·b�è�©ÛÚ�O

´ék^�"
3§3.3¥§·�®²��êiz��PWLCM��I�Pj(1 ≤ j ≤ n)Ú¤k�

5©ã�Ç�©EÇäk���'X"Ïd§ÏL*	ùn�ÄåÆ�I�§k�
U(½ù
�Ç�©EÇ"ù�¯¢�±^53,
êiz·b�è¥©Ff�
�¿�O�A��è©Û�{"

3©z[82]¥§±ù�<JÑ
�«Äuêiz��PWLCM(2.1)�·b6

�è"T�è�\�6§�±£ãXeµ¦^�����ÝLFSR(�5£ 

M�ì)�)����Å&Ò{u0(i) ∈ Sn}§T&Ò^5�)����Å��
6k(i) = F k

n(u0(i))§ùpFn(x)3n-'Ak�°Ýe¢y¿��¦k > n"©
z[170]¥JÑ�6ÄüÑ�æ^±UõFn(x)�ÄåÆA5òz"��´��ë

êp§���m�(0, 1/2) ∩ Sn"
d·�3§3.3.4¥���'uFn(x)�(Ø±96ÄüÑ�¢S5U§·��

±é�éõf��§§��±�'{ü¡ÞôÂ���ôÂE,Ýô»"-�
�p�©EÇ´i"3®�/ÀJ²©ôÂe§du��6k(t)´®��§ÏL*
	nÄåÆ�I�P1 ∼ Pn�±��i"�,
§�
���(��I�§���

Ó6Ä7L�K¶du6ÄüÑ��´úm�§�Ø���Ó6ÄC�g,

N´"��©EÇi��
§ôÂöÒ�±=3f���m(0, 1/2) ∩ Vi¥|¢�
�p§f���m����'�����m(0, 1/2) ∩ Sn��"d½n3.3§�Ä

�Pj���Pj = 4/2iÚg��Pj = 2/2i�m��É2/2iéu«©©EÇv
�(ë
�ã3.4)§�±�ÑýO�®�/ÀJ²©êþ�O(2i)",	§©EÇi��§�
�p�±��¯/é�§K���f"��4à�~fµA�®�/ÀJ²©Òv

(½�f���p = 1/4"A^±þ�{ôÂ�'�·b�è§�±�Ñ�N�
��ü$
ü�'A"Á�Ú�ý(Øy¢
ù��{��15"
¢Sþ§éu±ù�<3©z[75, 76]¥JÑ�,	�«aq�·b�è§þ

ã©Û�{�´�1�"�õ�k'[!�±3e�Ù½ö·��©Ù[141]¥é
�"�
Or±ù�<�·b�èS�5�ÖÍ��3e�Ù�k�[?Ø"Ä
�þ§¤k�é±ù�<�·b�è�ÖÍ����±^5Or��êiz·b
�è�S�5"

§3.4.3 3·b��Åêu)ì¥�A^

X·�3§2.2¥J��§NõïÄö®²ïÆ¦^êiz��PWLCM�E�

52



ÜS�Ï�ÆÆ¬Æ Ø©

�Åêu)ì§Ù¥���Ü©´�êiz·b6�è
;��O�"duêi
z��PWLCMÑÑ�Øþ!5§dêizPWLCM)¤���Åê�U´Ø²

ï�"~X§XJêizPWLCM(2.1)�¦^¿���ëêp = 1/4§XJ[·b
;���$ü�'A^5)¤��Å'A§ù���Å'AòC¤�½�0'A
G000 · · · (£�½n3.2Ú5º3.1)"3éõ·b��Åêu)ì¥§ù�¯K�{

ü/�Ñ
"
�
Or)¤���Åê�²ï5§I�æ^�
ÖÍ��§du6ÄüÑ

�±JøØ��UõÄåÆA5òz��^§§2g�ïÆ¦^"du36Ä�
XÚE,�3�½§Ý��þ!5§�r���ëêA�'�f���ëêk�
­��/ "XJ�U§·�ïÆ�¦^@
�r���ëê§X@
 uVn¥

���ëê"
3e©¥§·�ò?Øü«ØÓ�·b��Åêu)ì�(�§¿)ºêi

z��PWLCM3Ù¥��Ú"ùü«(�Xã3.7aÚã3.7b¤«"

数字化
混沌系统

后处理
（如位抽取）

a)êiz·bXÚ+ (��5) �?n

传统PRNG
(如m序列发生器)

数字化
混沌系统

m次混沌迭代

b) DÚPRNG +êiz·bXÚ

ã 3.7: ü«·b��Åêu)ì�Ï^(�

1�«(�(ã3.7a)3éõ·b6�èÚ·b��Åêu)ì¥�æB"�

õê�¹e§�kü�êiz·bXÚ�¦^§ØL·�3©z[22]¥ïÆ¦
^�é·bXÚ±Jø�p�S�5"Ta(�¥�{ü���´�?n¼ê
� f (x) = x��/§�=[·b;��²?Û�?n��ÑÑ"�~^��?n
´¤¢/ Ä�0(bit-extracting)�{µl[·b;���?�L«/ª¥Ä�k
��(��´ëY�)'A"

3·bPRNG�S�A^¥§XJêiz��PWLCM31�«(�¥Ú,
« Ä��?n�{�å¦^§·�ïÆÄ�[·b;��¥mÜ©�'A
)¤��Åê§ù´due¡ü�¯¢µ1) ëY�·bG��p 'A�m

��'5�$ 'Ar∗¶2) êizPWLCM�ÄåÆA5òzÌ�Ly3$ 
'Aþ(£�Ún3.4)¿���Å6Ä�Ì��^3$ 'Aþ"Þ�~f§X

J��ëê�p ∈ Vn���PWLCM(2.1)�¦^§L«[·b;���?�/
∗�ÄXe¯¢µXJ·���
ü�ëY�·bG��pn/2�'A§Kk�UCq/����ëê

��¶�´·����Ø�k'��ëê�?Ûk^&E§XJ�´®�$n/2�'A"
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ª0.bnbn−1 · · · b1, bi ∈ {0, 1}§Ä�¥mn/3�'Abb2n/3c · · · bdn/3e´�1�"
,	���U�)û�Y´|Ü�c·bG��ØÓ'A"��5`§ØÓ

'A�|Ü´�~r���5ö�§§�±3ØO\Lõ�$�Kú��¹e4

�/O\��Åê�E,5",	§¦^õ�($�¤k�)±cG��\ÈG�
�)��Åê��±¼�Ø���J"3©z[128]¥§·�JÑ
�«\È�{
Ú�«|Ü�{±OrBaptista�è�S�5"

1�«(�(ã3.7b)�¦^�±3©z[82]¥é�"3T(�¥§êiz·b
XÚ´��DÚPRNG��?nü�Ñy�§^±O\DÚPRNG)¤���Å
ê�E,5(~XO\mS���5E,Ý[144, 213])"

�êiz��PWLCM31�«(�¥¦^�§duêizPWLCMäkC
qþ!�©Ù§cà�DÚPRNG)¤���Åê�©ÙØ¬�UC"Ïd§ù
«(���±^3I��þ!©Ù��Åê�|Ü"w,§êiz·bXÚ�±

w�´����5�²wÈÅì"3ù��«(�¥§XJm = 1½ö∆ = 1§·
��±¦^floorn−i(Fn(x))�)ûÐ���ÅÑÑ(£�Ún3.4Ú½n3.2�1�
�(Ø)"~X§b���ëê�p ∈ Vbn/2c�êizPWLCM(2.1)�¦^§�ª

ÑÑ�p n− bn/2c�'A¬Cq�±càPRNGÑÑ��Åê�©Ù"��r

���ëê�¦^�§�$�'A��±ÑÑ��)¤���Åê��Ü©"~
X§∀p ∈ Vn§p d2n/3e'AÄ�þÑ´�^�"=
'A�±3¢SA^¥

æ^I�ÏLÁ�äN(½"

§3.5 �Ù�(

�·bXÚ3k�G�lÑ�m¥¢y�§ÙÄåÆA5¬�ëY·bn
Øµe¥�A5��ØÓ§=¬�)ÄåÆA5òz"3·bXÚ�êizA
^¥ù�¯KkX­��¿Â"3�Ù¥§·��éêiz��PWLCMJÑ

�|ÄåÆ�I§¿�¦/?Ø
§��O��{§�,nØ©ÛÌ��é
�aÅãN÷�êiz��PWLCMÐm§�´�Ñ�©Û�±éN´/í2
����PWLCM"�'�nØ(ØL²µ3lÑþ!Ñ\�°Äe§êiz
·bÑÑØ÷vlÑþ!©Ù§ù«�þ!5�±½þ/¦^n�åÆ�Iï
þµ1 ≤ j ≤ n, Pj = P{Fn(x) ∈ Sn−j}"

éuÙ¦¿�==¦^Ø{½Â�·bN�§�Ù�(ØØU��í2"X

J��E,�I�2:�{�êÆ¼ê3XÚ�§¥¦^§Ïé�Ýþ�ÄåÆ
�I¿©Û�'êiz·bXÚ�A5òC�É~(J§ù´du2:�ê3l
Ñ�m¥±�«��Øþ!��ª©Ù∗"XJ�´·bS�¦^2:�{?1§
¤k�·bG�E,¦^½:�;§©Û�U¬C�N´�
"

3�5�ïÄ¥§�
©ÛÙ¦êiz·bXÚ�nØóäÿ�u÷"��
�U�)û�Y�Ä:§ØÓ�êÆ¼ê3k�°Ýe��{�.(�)½:Ú2

∗ù«Øþ!5��éõÍ¶�¾�1�§X3k�°Ýe¦),
¾��§�U�����Ø�)"
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:�{)A�Äk�ïáå5"'X§�
©Û3©z[92]¥JÑ�Åã��5·
bN�§·�I�k��'u¼ê

√
xXÛ3k�°ÝeO��Ün�."
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1oÙ ±ù�<JÑ��a·b6�è�©
Û

§4.1 Úó

U. Feldmann�<u1996cJÑ
�«¡�·b_XÚ{(inverse system ap-
proach)�·bS���Ï&�Ï^�.[73]"ØÈ±ù�<�Ñ·b_XÚ{�O

�Ü©��Ï&XÚ�S�"�§§�¦�ù
XÚ�S�5lî���èÆ¿

ÂwØ
S�[75]"
���«�U�)û�Y§±ù�<3©z[75, 76]¥JÑ
�«Or�Äu

·b_XÚ{�·b\��."�U. Feldmann�<��.ØÓ§±ù�<�.
´Äu�a3k�°Ýe¢y�êizPWLCM"Ø
þã·b\��.§±ù
�<�JÑ
Ù¦A«ÄuêizPWLCM�·b6�è[74, 77, 78, 82]"

lnØþù§±ù�<JÑ�¤k·b�èÑ´ÄuêizPWLCM��6

�·b6�è"±ù�<��è�±©�ü�Ä�a.µ�a¦^þ!©Ù�Ñ
\&Ò°Äõg·bS��)��6[75, 76, 82]¶,	�aÏLé[·b;�?1�
�5�?n)¤��6§�[·b;�?\��m�ØÓ«��§ÑÑØÓ��
�'A6[74, 77, 78]"

�y3��§ÿ���'u±ù�<��è�©Ûó���"����'ó
�´Ò7�<u1999c���[92]"Ò7�<�Ñµdu±ù�<3©z[77]¥J
Ñ��è¥¦^
PWLCM§ÙÅã�55�U��,
d3�ØS�5"¦+
Ò7�<vk�Ñ¢S�ôÂ�Y§�Ä��5©Û3�èÆ¥kX­���
^[143, 144]§ù«ú%¿Ø´vk�n�"�
;�ù�¯K§Ò7�<ïÆ¦^
�aÅã��5·bN��OPWLCM"éw,Ò7�<�ïÆ�·^u±ù�
<�Ù¦A«·b�è[74, 78]"

3�Ù¥§·�Áã�Ñ±ù�<3©z[75, 76, 82]¥JÑ�·b�è��


�è©Û(J"
¦+±ù�<®²5¿�3k�°Ýe¢y�êiz·bN��3ÄåÆA

5òz¯K§¿�JÑ
6ÄüÑUõù«òz[74, 82, 170]§�´éÛ%¦�vk
3©z[75, 76]¥ïÆ¦^6ÄüÑUõù«òz"�´éw,§éuêiz·b
�è§êiz·bXÚ�ÄåÆA5òz´ØU�Ñ�§Q,§¬»���6�
þ!©Ù¿�UÚ\f��"3�Ù¥§�é±ù�<3©z[75, 76]¥JÑ�·
b�è§±�«'±ù�<�©z[170]��Ä��©Û�{§·�ò­#ïÄê
iz·b��'�·b�è�5�S�Û�"

3?Ø�êiz·b�5�S�¯K��§�â·�3þ�Ù¥�Ñ�'u
êizPWLCM�nØ(J§·�ò�Ñ3±ù�<�·b6�è¥�3�þf

��"3f��©Û�Ä:þ§·�JÑ�aOr�(õ©EÇ)¡ÞôÂ�Y§
§'{ü¡ÞôÂäk���²þôÂE,Ý"3ùaôÂ¥§���f§ôÂ

57



1oÙ ±ù�<JÑ��a·b6�è�©Û

�¤��Ý�¯"Ù�N����{ü¡ÞôÂü$
ü�'A"¦+����
~�¿Ø´é²w§TôÂéu�'�è¥�f���~k�(Ù¥�f���
´p = 1/4)"�
Or±ù�<��è�S�5§·�?Ø
�
�U�)û�
Y§Ù¥�A«�U^u;�f���5�S�¯K"

§4.2 ±ù�<�·b�è

¤ k � Ù?Ø � ± ù � < � � è Ñ´Ä u·� c ¡ � EJ� � �

�PWLCM(2.1)"TN��ã�ëwã4.1" 3§3.2.1¥·�®²��ÅãN÷

0 0.5 1
0

0.5

1

p 1−p

ã 4.1: ±ù�<�·b6�è¥¦^�PWLCM

�PWLCMäk��`û�ÄåÆA5"é²wþãPWLCM´ÅãN÷�§Ï

dÙÄåÆA5·u�E·b�è"
3©z[82]¥§��n�m-S�c(t)^5)¤°Ä&Òu0(t) = ∑n

i=1 2−ic(t +
i − 1)§T&Ò��þãPWLCM�Ð©^�ÏLõgS�)¤��6k(t) =
uk(t) = Fk(u0(t), p)"��Ü©6�è��§,�ò��6�²©Å'AÉ½)
¤�©"�
�ÑêizPWLCM(2.1)�ÄåÆA5òz�U�5�S�Û�§
6ÄüÑ[170]�ïÆ¦^"ùp�m-S��±¦^?ÛÙ¦äk(Cq)þ!©Ù�
��ÅS�O�"

Xcã§©z[75, 76]¥�·b�è´^5Uõ±c�·b_XÚ�èXÚ�
S�5�"�«;.��èXe¤«µ

\�µy(t) =
[
u(t) + Fk(y(t− 1), p)

]
(mod 1)§

)�µu(t) =
[
y(t)− Fk(y(t− 1), p)

]
(mod 1)§

(4.1)

ùpu(t)´²©§y(t)´�©§p´��"Uì±ù�<�?Ø§PWLCM(2.1)A
�3n-'Ak�°Ýe¢y§¿�I�÷vn < k±;�d®�/ÀJ²©/�©é
¡E��p��U"
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¢Sþ§©z[75, 76]¥��è´��©�"�6ª�è"du3�õê�¹
e�©y(t)��÷vCqþ!©Ù§·��±r§�w¤´©z[82]¥�è��«

C/µ©z[75, 76]¥�y(t− 1)éA©z[82]¥�u0(t)"
3ã4.2¥·��Ñ
þã�è���{²ã«§Ù¥/�{�0L«©

z[82]¥�·b�è§/�{�0L«©z[75, 76]¥�·b�è"I�5¿�´
3©z[75, 76]¥±ù�<¿�ïÆ¦^6ÄüÑ§Ïd6Ä�¬�3/�{�0
¥�3"

m-

K

)(0 tu

)(1 tu )('1 tu

K

)('1 tu
k

)(tu
k

'( )
k
u t

PRNG( )

ã 4.2: ©z[75, 76, 82]¥JÑ�·b�è

3þ�Ù¥·�®²y²êizPWLCM(2.1)�ÄåÆ�I����ëêp�
©EÇäk�Ýþ�'X"36Ä�{®���¹e§6ÄüÑ�¦^ØUk�
/ùXù«'X"Ïd§±ù�<��èé®�/ÀJ²©ôÂ´ØS��§Ù¥

�3f��"3�©¥·�òé±ù�<��è?1f��©Û§,�0��«

Or�¡ÞôÂ¿©ÛÙ5U"��§·�?Ø�
�U�)û�Y±?Öf�
��5�S�"�"

§4.3 êizPWLCM(2.1)�ÄåÆA5òz�2©Û9

Ùé±ù�<JÑ��è�Y(4.1)S�5�K�

�X·�3§2.6.1¥í��@�§duPWLCMäk`û�ÄåÆA5§XJ
êizPWLCM�ÄåÆòz¯KÏL·������)û§KPWLCM´�O

êiz·b�è���éÐ�ÀJ"du±ù�<vk3©z[75, 76]¥ïÆ¦^
6ÄüÑOrXÚ�S�5§3�!¥·�ò­#ïÄêizPWLCM(2.1)�Ä
åÆA5òz¯K±9§é�è�Y(4.1)S�5�K�"�!�±w�´·�c

¡Ù!nØ©Û���¢S~f"
Äk§4·�^��{ü�~f5`²êizPWLCM(2.1)�ÄåÆA5

òz´X Û¦� ± ù � < � � è � Y(4.1)Ø S � � " Ø�� � 5 § æ ^·
�3§3.2.2¥�Ñ�½ÂÚÎÒ§b�k�°Ýn = 8§Gn(·) = floorn(·)"
�p = 3/8§y(t− 1) = 1/16�§�±�ÑF9

n(y(t− 1), p) = 0"duk ≥ n + 1 =
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9§Fk
n(y(t− 1), p) = F9

n(y(t− 1), p) = 0"Ï
§

y(t) =
⌊

u(t) + Fk
n(y(t− 1), p)

⌋
mod 1 = u(t)" (4.2)

�Ò´`§²©u(t)vk²L?Û\���ÑÑ��©�?�Ú�Á�L²§
�p = 3/8�§3y(t− 1) ∈ Sn�¤k28 = 256«�U��¥k114�¦�y(t) =
u(t)¤á"ù�p�&E�¦Ç(114/256 ≈ 44.5%)ò¦���©ôÂÚ®�²©
ôÂ¤��U"Ïd§·�`p = 3/8´���~f���"w,§�Ä�éëY
�S�·bN�P{Fk(x, p) = 0} = 0(TN�´H{5�[209])§��ù�î­¯K
´duêizPWLCM(4.1)�ÄåÆA5òzE¤�"

�e54·�ww3±ù�<��è�Y(4.1)¥�.kõ�f��"oÑ/
ù§éu��p§XJy(t) = u(t)�VÇ�u2−n§Ò�±@�p´f��"y(t) =
u(t)�VÇ��§�A����Ò�f"�
½þ/Ýþ���½��p�rf§
½Â��Xe�f��Ïf(weak factor)α(n, k, p)µ

α(n, k, p) = P
{

Fk
n (y(t− 1), p) = 0

}/
2−n" (4.3)

ù p §α(n, k, p) > 1¿ � Xp´ f � � ¶ ¿ �α(n, k, p)� � § � A �
� �p� f " , 	 § �Fk

n(y(t − 1), p)3Snþ þ ! © Ù � §α(n, k, p) =
1(=P

{
Fk

n(y(t− 1), p) = 0
}

= 2−n)§ Ï dα(n, k, p)� � ± Ü © � NFk
n(y(t −

1), p)3Snþ©Ù�Øþ!5"d(4.3)��k1 > k2 ⇒ α(n, k1, p) ≥ α(n, k2, p)§
ù`²α(n, n + 1, p)´α(n, k, p)�e�"Ï
§3�©�QãÚÁ�¥§·�©ª

b�k = n + 1(¢Sþ§duLõ�·bS�¬\­$�Kú§k = n + 1�´±ù
�<��è¥��`��)"

�n = 8� §Gn(·)© O �floorn(·)§ceiln(·)Úroundn(·)§ ã4.3� Ñ

log2(α(n, n + 1, p))�éØÓ����"dã¥¤«�Á�êâ§·��±

uyeã¯¢µ

• ¯¢1µα(n, n + 1, p) > 1A�??¤á§éõ���~fµα(n, n + 1, p) �
1"

• ¯¢2µ�f���´p = 1/4§§¦�α(n, n + 1, p) = 28§ÏdP{y(t) =
u(t)} = 1(�èXÚ��
�).

• ¯¢3µ�Gn(·) = roundn(·)�f���êþ�Gn(·) = floorn(·)ÚGn(·) =
ceiln(·)���§f��Ïf�ýé���§ù`²roundn(·)�±'Ù¦ü
«DATFJø�p�S�5"Q,roundn(·)¬3·bS�¥Ú\���þz
Ø�§ù�y�wå5´g,
Ün�"

w,§þã¯¢w«±ù�<��è�Y(4.1)lî���èÆ�Ýw´ØS�

�"
£�·�3þ�Ù¥Ú\�ÄåÆ�I§w,α(n, 1, p) = Pn/2−n"�

â§3.3.4¥�Ñ�nØ(J§þãk'f���Á�*	�±�±½5/��)
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b) Gn(·) = ceiln(·)
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c) Gn(·) = roundn(·)

ã 4.3: f��Ïflog2(α(n, n + 1, p))�ép�Cz§n = 8

º"����;.�PWLCM§·�®²y²
ÙÄåÆ�IPj = P{Fn(x, p) ∈
Sn−j}(j = 1 ∼ n)÷v½n3.2Ú½n3.3"ùü�½n�ÑêizPWLCM(4.1)�
ÄåÆA5òz�±ÏL��ëê�©EÇ5Ýþ"��
ó§��ëêp�©E

Ç��§ÄåÆòzÒ�î­"�âù���(Ø§�f���A�´p = 1/4Ï

�§äk���©EÇ2§ùÚlã4.3¥�Á�êâ���¯¢2´���"
�,§duk > n > 1§'uPjÚp�©EÇ�m�î�êÆ(ØØU{ü/

í2±)ºα(n, k, p) = P{Fk
n(x, p) = 0}/2−n'up�Cz�¹"*	ã4.3§Ø


©EÇ�����ëê±	§�±w�Ü©äk����©EÇ����C

�éf§Xp = 29/128Úp = 31/128(Ñäk©EÇn − 1 = 7)"ù¿�Xêi
z·bXÚ�ÄåÆA5òz�Xk�O�C��5�î­ÚE,§ù�´·�
3§3.3.5¥J�L���½5(Ø"

�âþ¡�?Ø§·��±�Ñ(ØµXJØæ��½���Uõêi
zPWLCM(2.1)�ÄåÆA5òz§K±ù�<3©z[75, 76]¥JÑ��è�Y

´ØS��"ég,/§·��±¦^3©z[170]¥JÑ�6ÄüÑ)ûù�¯
K"ØL§3e¡�!§·�ò�Ñ3¦^
6ÄüÑ��E,�3�
S�¯
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K"

§4.4 f��©ÛÚ�«Or�¡ÞôÂ�Y

3§3.2.1¥®²J�§PWLCM(2.1)äkþ!�ØC©Ù¼ê f ∗(x) = 1§ù
¿�XXe¯¢µXJÑ\&Òu0(t)3½Â�þI = [0, 1]þ÷vþ!©Ù§
@oPWLCM�ÑÑ&Òu1(t) = F(u0(t), p)�÷vIþ�þ!©Ù"ù�A:´
±ù�<��è�S�Ä:��"�´§·�3§3.3.4¥®²y²§�ù��

�PWLCM3k�°Ýe¢y�§¬u)ÄåÆA5òz§¿�ù«òz�±¦
^n�ÄåÆ�I½þ/\±£ã"

y34·�£��eþ�Ù�Ñ�k'(Ø"�PWLCM(2.1)3n-'A°
Ýe¢y�§XJÑ\&Òu0(t)÷vlÑþ!©Ù§K·bÑÑ&Òu1(t) =
F(u0(t), p)Ø÷vlÑþ!©Ù"u1(t)�élÑþ!©Ù� l�±¦^n�Äå
Æ�IP1 ∼ Pn?1�xµ1) ∀p ∈ Sn§Pj > 1/2j¶2) Pj��dp�©EÇ��(

½(½n3.2Ú½n3.3)¶3) Pj����U���4/2j§g��U���2/2j"þ¡
�1n^V«·��UÏL*	ùn�ÄåÆ�I�P1 ∼ Pn��p�©EÇ§�Ò
´��p u=�êi�g�&E"ù�¯¢mé
�÷uyf��Ú~�ôÂE
,Ý���"
·�3§4.2¥J�§�Ù?Ø�n«·b�èäkaq�(�§Ïd3�!

¥·�òÌ�é©z[82]¥�·b�è��è©Û"3�©¥·�òæ^§3.2.2¥

�½ÂÚÎÒ±¦�Øã���Ù"
éuPWLCM(2.1)§�Ä0 < p < 1

2 §�§3n-'Ak�°Ýe¢y�§��
�m�Sn ∩ (0, 1

2 )§{ü¡ÞôÂ�����K = log2(2n−1 − 1)K ≈ n− 1"�


�Be¡�Qã§½ÂS′i = Si ∩ (0, 1
2 ), V′

i = Vi ∩ (0, 1
2 )§±9S′n���õ©EÇ

©)�{V′
i }n

i=2§ùpS′n =
⋃n

i=2 V′
i §∀i 6= j, V′

i ∪V′
j = ∅(©)?ê�n− 1)"

§4.4.1 f��©Û

3S′nþ�1��õ©EÇ©)§·��±��S′n =
⋃n

i=2 V′
i "d½n3.3(�

ÄV′
i ⊂ Vi)§éu uØÓêi�gV′

i , V′
j (i 6= j)�ü���p 6= q§3§��Äå

Æ�I�Pi1 ∼ Pin ÚPj1 ∼ Pjn �m�3�«©��É"Ïd§3n�ÄåÆ�I�

�Ü®���¹e§·��U�����©EÇ"����p�©EÇ§·�Ò�
±=3�����m���f8Vi¥|¢��§ùò¦�ôÂE,ÝC$"p�©
EÇ��§�|¢���f8V′

i �Ò��(2i−2�U���)§ôÂ¤õ��¯"�
é{`§©EÇ��§���f"

�e5¯KC¤
µ·�N�âU��P1 ∼ Pn��ºdu±ù�<�è

�AÏ(�§3®�/ÀJ²©ôÂµee*	P1 ∼ Pn��´�U�"�


{z?Ø§b�PWLCM�1igS�ÑÑ�ui(t)§1i6Ä��ÑÑ�u′i(t) =
ui(t)⊕ pti(t)(ùpptk(t)´1ig�6Ä&Ò)§K��6k(t) = u′k(t)(ë�ã4.2)"
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�²©P(t)Ú�©C(t)Ñ®���¹e§k(t)�±ÏLP(t) ⊕ C(t)O�Ñ5"
Q,6Ä�{�¤k[!Ñ´úm�§·��±lk(t)¥�K���Ó6Ä
&Òptk(t)���²6Ä����Ó·bS�ÑÑuk(t) = k(t) ⊕ ptk(t)"�Ä

�uk(t) = F(u′k−1(t), p)Ú1k − 1g�6ÄÑÑu′k−1(t)3S′nþCq÷vlÑþ!
©Ù[170]§K��uk(t)Ñl½n3.2Ú½n3.3§�Ò´`§P1 ∼ Pn���±ÏL
*	uk(t)��"�X®�/ÀJ²©êþ�O\§P1 ∼ Pn��O�òÅìÂñ�
þ¡ü�½n(½�nØ�þ�"du3z��I�����Úg���m�3
v
��©F�É4/2j − 2/2j = 2/2j§p�©EÇò3�½êþ�®�²©/�©
é���(½e5"
�
 w«± ù � < � � è ¥ f � � � � 3 ± 9 X Û ( ½ � � � © E

Ç§4·�5�Ä�����m¥�f���p = 1/4 ∈ V′
2"d½n3.2�

�P2 = 1§ù¿�Xuk(t)�$ü�'A©ª�0"�p = 1/4À����§Ï
L*	uk(t)·��±é¯/uyP2 = 1ù�¯¢(P2�g��´1/2)§,�ê

þ�±íÑp = 1/4"�p ∈ V′
3�P2 = P3 = 1/2§þãL§¬C���E,

�
µO�P2ÚP3��O�(½p ∈ V′
3–¦^P3 = 1/2 = 4/23(½p ∈ S′3§¦

^P2 = 1/2 < 1 = 4/22(½p 6∈ S′2§��©EÇ��Ò�±3êi�gV′
3¥

|¢���(��
(�k23−1 − 22−1 = 2��U���1/8Ú3/8)"aq/§
�p ∈ V′

i §I�*	Pi−1ÚPi��±(½©EÇi§f���mV′
i ¥�|¢���

oê�2i−1 − 2i−2 = 2i−2"þ¡'uf���Øão(3L4.1¥"

L 4.1: ©EÇØÓ����'�

p�©EÇ 2 3 · · · i · · ·
I�*	��I� P2 P2, P3 · · · Pi−1, Pi · · ·
I��²©êþ O(22) O(23) · · · O(2i) · · ·

|¢���f�m V′
2 V′

3 · · · V′
i · · ·

��f�m��� 1 2 · · · 2i−2 · · ·

w,§�±ù�<��è3n-'Ak�°Ýe¢y�§�����m�±y
©�n− 1�f�mV′

i (2 ≤ i ≤ n)§§���èÆrÝ�Xi�~�¥�ê~�"
����g,�(Ø§XJ·�òk�°ÝlnO\�n′§n′ − n�#�f���
mV′

n+1 ∼ V′
n′�Ú\§�´¤k3�°Ýe�f���rÝvku)?ÛCz∗"

d±þ?Ø��§(½��©EÇ�Ä�6§Xe¤ã"éuz�®�/ÀJ
²©§O�uk(t)¿��P2 ∼ Pn��O�(duV1Ø3���m¥P1�±�Ñ)"�
z�Pi­½3�����SÅÄ�§=�¦^eã5K(½©EÇiµXJPiÂñ
����U��4/2i§¿�Pi−1Âñ�g��U��2/2i−1§K©EÇ�i"¤I
®�/ÀJ²©�êþ�O(2i)"d¤I�²©êþ��§p�©EÇi��§ÏL
*	��©EÇi��Ý�¯§�A�����f"��3§4.5¥§·�òÏL�


¢S��ýÁ�y¢ùpf��©Û��(5Ú�15"
∗·�3�¡¬J�§ù�¯¢¦�JpXÚ¢y°Ý�Uõ��¤��«'��4�Ãã"
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§4.4.2 �«Or�¡ÞôÂ

dþ!�?Ø§·��±éN´/�Ñ�aOr�¡ÞôÂ�{§ù´�a
®�/ÀJ²©ôÂ§¿�äk'{ü¡ÞôÂ��E,Ý"3ù«ôÂ�Y¥§
Äk���©EÇiÏL�½êþ�®�/ÀJ²©/�©é��§,�3f���
mV′

i ¥�1��¡Þ|¢���(���"TôÂ�{�C�ó£ãXeµ

• ¤I^�µ®�/ÀJ²©Ú�A��©§6Ä�{�úm[!(=®�

�uk(t))¶

• Cþ`²µu_k[t] – uk(t)§P[i] – Pi��O�§Pn[i] – uk(t) ∈ Sn−i�Ñ
ygê§e1[i] – ��(½P[i]Cq�uPi����K�ëê§e2[i-1] –
,	��(½P[i-1]Cq�uPi−1g���K�ëê¶

• Ð©zö�µfor(i=2;i<=n;i++) {Pn[i]=0;P[i]=0;}

• (½���©EÇiµ

for(t = 0; ; t++)

{ for(i = 2; i <= n; i++)

{ temp = floor(u_k[t]*pow(2,n));

if((temp << (n-i)) == 0)

{ Pn[i]++; P[i] = Pn[i]/t; }

}

for(i = 2; i <= n; i++)

{ if(fabs(P[i]-4/pow(2,i)) <= e1[i]

&& fabs(P[i-1]-2/pow(2,i-1)) <= e2[i-1])

goto end;

}

}

end: printf("�c���©EÇ�%d",i);

éuþã6§·�kA�5ºµ

– 5º1µ�5¿òu_k[i]=���ê�ö�I�2:¦{§ù´��Ñ
��ö�"¯¢þ§du©z[75, 76, 82]¥¤k��êÑ´^�?�½
:5�L«�§·��±ò§��Ä��ê§ù�2:¤I�2:¦{
Ò�=z�¯���£ö�"

– 5º2µduuk(t)�´Cq(Øî�)Ñl½n3.2Ú½n3.3§3�O�

ÚnØ��m�3����Ø�"Ïd§�
JpôÂ�°�5§
K�ëêe1[i]Úe2[i-1]´7I�"ùü�K�ëê/ÀJOK
´0 <e1[i]< 1/2iÚ0 <e2[i-1]< 1/2i+1§§��¢S���±�
âÁ�äN(½"
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– 5º3µ3©z[82]¥§m-S�^5)¤u0(t)§Ïdu0(t)[�Ñ´�

ê(=oØ�u0)§ù�UK��OVÇ�ÚnØ��m�éA5µ
�u0(t) = 0§∀i ∈ [1, n]§Fn(u0(t), p) = 0 ∈ Sn−i§Ïdu0(t) 6= 0¬¦
�¢SVÇ��nØ� �"3$�´§du6Ä�¦^§u′k−1(t)C
qÑlSnþ�lÑþ!©Ù§u′k−1(t) 6= 0ÏdþãK��;�
"é
u©z[75, 76]¥��è�Y§�©y(t− 1)CqÑlþ!©Ù§��Ø

�3ù�¯K"

– 5º4µk���äP[i-1]´ÄÂñ�Pi−1g������{µ�I
��äP[i-1]´Ä²w�uPi−1����"ù��{§1��K�ë

êe2[i-1]�±���½ö§����±�°t�
"

– 5º5µ�
;����Ø�©EÇ§·�ïÆÚ\��­½�«Ï

fη"=�P[i]ÚP[i-1]ëYÑl�½�^���ηg�§âÑÑ©E

Çi"¦+η¬¦�¤I�®�/ÀJ²©êþk¤O\(ØL��Ø�)§
§kÏuJpôÂ�­½5"

• |¢��f�mV ′
i µ±��²©/�©é���äOK§3V′

i ¥|¢�(�
��"|¢���²þêþ�2i−2/2 = 2i−3"

§4.4.3 Or¡ÞôÂ�5U©Û

3��!¥§·�5©Û�eþ��!JÑ�Or¡ÞôÂ�5U§ùp·
�b���3�����mS′n¥þ!/�ÅÀ�§ù3¢SA^¥´Ün�"

1. ®�/ÀJ²©�²þêþµ

Np = ∑n
i=2

2i−2

2n−1 − 1
· 2i−2 = 22n−1 − 1

3 · (2n−1 − 1)
≈ 2n−1

3 "

2. |¢���²þêþ(|¢E,Ý)µ

Nk = ∑n
i=2

2i−2

2n−1 − 1
· 2i−3 = 22n−2 − 1

6 · (2n−1 − 1)
≈ 2n−2

3 "

3. TôÂe����µ

H(K) = ∑n
i=2

2i−2

2n−1 − 1
· (i− 2) = (n− 3) · 2n−1 + 2

2n−1 − 1
≈ n− 3§ù'n− 1�

ü�'A({ü¡ÞôÂe����)"

d±þ(Ø§·��±w�TôÂ��N5U'{ü¡ÞôÂÐ§�´¤I
�®�/ÀJ²©êþk
�§¿�����Uõ¿Ø´AO�n�"¢Sþ§T
ôÂ�­�5Ny3e¡ü�¯¢þµ1) 3¦^éf�����¹e∗§TôÂ�
±�~k�/ôÂ�'��èXÚ¶2)êiz·bXÚ�ÄåÆA5òz�5�
S�"�L²�O��ý�S��êiz·b�è��(J"

∗��
ó§©EÇØ�un/2���Ñ���f"l�î��*:Ñu§�k©EÇ�n���´Øf

�§�´ù�����êþ�k�Ü�����"
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§4.5 Á�Ú�ý

�
�y�Ùc¡�Ñ�nØ©Û��(5§·��
�
Á�ÿÁc¡�
Ñ�(Ø"Á�êâÚnØ©Û´�����§y¢
Äuf���ôÂ�Y�
�15"3Á�¥§·b�è��'ëêÀJXeµ

• k�°Ýn = 10(±ù�<3[82]¥�æ^
ù��°Ý§æ^�$�°Ý´
�
{zÁ��O¿¦�ÚO©Û¤��U)¶

• DATFÀ�floorn(·)¶

• ·bS��gêk = n + 1 = 11¶

• °Äm-S����õ�ª[214]�1 + x3 + x10§Ð©G��1¶

• ��m-S�u)ì^5�)6Ä&Ò§Ù��õ�ª´1 + x2 + x3 + x8 +
x10§Ð©G��1¶

• �6Ä�[·b;� ênm = 5"

§4.5.1 6Ä�5U

f����3�6u��Ä��^�µu′k−1(t)Cq÷vlÑþ!©Ù"
Äk § � 
Á� ^ 5 � y©z[82, 170]¥ � Ñ � ù � ¡ � ( Ø § = ^ 5 �

yu′k−1(t)´Ä÷vlÑþ!©Ùù�cJ"
±ù�<3©z[170]¥�Ñ
��½5�5K(½¤I�6Ä êµnm =

dlog2(kmax + 1)e§ØLù��O�k: �§
��X���ØÓ
Cz(ù¦�
6ÄüÑ�¢yC�LuE,)"·�ÁãÏLÁ�­#ïÄù�¯K"·�uy

Xe¯¢µ1) 6Ä�þ�'AÒ®²v
Uõ·bÑÑ�©Ùþ!5¶2) �nm�
L,�K���§6Ä��JO\C�é�ú¶3) ���f§Ó��nmé©Ùþ
!5�Uõ�J��"�n = 10�§nm = 5=���÷¿��J"

�n = 10, k = 11�§·�éu′k(t)?1
Pearson-χ2ÿÁ[212]"ÿÁëê�µ
wÍ5Ïfα = 5%§©«mêm = 1024§áýK�χ2

α(m− 1) = 1098.5"�p =
1/23, 3/25�§ØÓ�6Ä ênm��Jw«3ã4.4a¥¶�nm = 5�§ØÓ�
���Jw«3ã4.4b¥"

§4.5.2 P2 ∼ Pn��O�

duu′k−1(t)3S′nþCq÷vlÑþ!©Ù§d½n3.2Ú½n3.3§duk(t)O

�Ñ5�P2 ∼ Pn��O�A�Âñ�nØ��þ�"�,§u′k−1(t)�¢S©Ù

¿Ø´î��þ!©Ù§3P[i](i = 2 ∼ n)ÚnØ��m�3�½��É"·�
�Á�L²ù«�Év
�§Ø¬K���©EÇ�«©Ý"
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a) ØÓ6Ä ênm�6Ä�J
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b) �nm = 5�ØÓ���6Ä�J

ã 4.4: u′k(t)�Pearson-χ2ÿÁ

3ã4.5¥§·��Ñ
duk(t)O�Ñ5��O�ÚnØ��m�'�"ò

ã4.5a!bÚã3.1aÚã3.3?1'�§�±w��O�ÚnØ��mÄ�´¬Ü
�"ã4.5aw«�p = 3/25�Á�­�ÚnØ­��m��É´��É�(�5¿

ùp·�¦^
éê�I±���É�w«�J)"�i�Cn�§����i�'§
ù«�ÉC���§ù´dui'����Pi�'��§Ï
éu′k−1(t)�Øþ!5
'i����Pi��¯a(�Äi < j → Pi > Pj)"ã4.5bw«3P5����U��Ú
g��U���m�3v
���É§T�Ééu(½���©EÇ´7I�"
¦+éu¤k©EÇ�5���
ó§P5�3�½�ÅÄ§�´ù«ÅÄ¿vkK
����©EÇ��ä"ù«ÅÄ��3�´ü�K�ëê7L¦^��Ï"
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§4.5.3 ��¢S�ôÂ~f

��§b�À^����p = 3/25 ∈ V′
5§·��Ñ
��é±ù�<�

è[82]�¢SôÂ~f"ã4.6aÚã4.6b©O�Ñ
P[4]ÚP[5]�X®�/ÀJ
²©êþO\
Cz�­�"�±w�²L��á6�LÞÏ�P[4]ÚP[5]Ò
ÅìÂñ�nØ�2/25Ú4/25þ�
(�3��ÅÄ)"��P[5]ÚP[4]?\


K�ëêe1[5]Úe2[4]�½�«mSηg§©EÇi = 5Ò�±(½
§,�
3f���m¥�|¢Ò�±m©
"¤I�*	²©êþ�V�O(25)"�
�'�§ã4.6a¥Ó��Ñ
p = 5/24 ∈ V′

4�P[4]�Cz­�§ã4.6b¥�Ñ

p = 7/26 ∈ V′

6��P[5]Cz­�"�±w�äkØÓ©EÇ���éA�­

��X®�²©êþ�O\
Åì©l"
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a) �ét(®�²©êþ)�P[4]Cz
­�µp = 3/25, 5/24
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3a) �ét(®�²©êþ)�P[5]Cz
­�µp = 3/25, 7/26

ã 4.6: é��p = 3/25���ôÂ¢~

§4.6 �U�ÖÍ��

�
;�f���5�S�"�§3�!¥·�ò?Ø�
�U�ÖÍ��
±9§��5U"Ø�����±��kÃ��O�KOrÙ¦êiz·b�è

�S�5"éz«ÖÍ��§·�3IK¥¦^��c/´0!/Ä0½ö/Ø

½05L²·�éT��3¢SA^¥�ïÆ"

§4.6.1 ¦^�p�k�°ÝµÄ

q�O�k�O�°Ý´Orêiz·b�èS�5��{ü��B��
{"d·�3c¡�Ñ�?Ø§�±w��p�k�°Ý�±¦����C�"
�´§�X·�3§4.4.1�Ñ�@�§�·�òk�°ÝdnO\�n′�§�NS

�5�O\´ÏLÚ\n′ − n�#�f���m¢y�§3�°Ýe�¤kf�
��:ÑØU��Or"
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,	�
�¢V«�p�°Ý$��U¦�¹C��<"�6ÄüÑvk�

¦^�§Á�w«·�3§4.3¥©Û�f��ØU�Xk�°Ýn�O\
��
k�/Uõ"ã4.7¥�Ñ
��©O�p = 3/8§1/16Ú13/64��f��Ïf
�n�Cz­�"�±w��Xn�O�§α(n, n + 1, p)�
C��5��"
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α(
n,

n+
1,

p)

n

p=3/8
p=1/16
p=13/64

ã 4.7: α(n, n + 1, p)�én = 6 ∼ 19�Cz­�(Y¶æ^
éê
�I)

Ïd·�@�¦^�p�k�°ÝØ´�����ÖÍ��"

§4.6.2 ¦^�E,�·bXÚµØ½

·���§±ù�<��è¥�f����3�6uêizPWLCM3k
�°Ýe�ÄåÆA5òz"@oXJ¦^Ù¦�·bXÚUÄOr�'�è

�S�5Qº½Nù´�����)û�Y"�,
§¦^�·bXÚ7L÷

vPWLCM(2.1)äk�`û�ÄåÆA5"���U�ÿÀXÚ´©z[92]¥JÑ
�Åã��5·bN�µ

F(x) =


1
ai

(√
4ai

(
x−ci

ci+1−ci

)
+ (1− ai)2 − 1

)
§ x ∈ [ci, ci+1)

1§ x = 1
F(−x)§ x ∈ [−1, 0)

§ (4.4)

ùp0 = c0 < c1 < · · · < cN = 1§ai ∈ (−1, 0) ∪ (0, 1)¿�∑N−1
i=0 (ci+1 − ci) · ai =

0"®²��þãN�äkþ!�ØC©Ù f (x) = 0.5[92]§ù´±ù�<��è¥

¦^�PWLCM(4.1)���­�A:"ù����N��1íº�£�ù�¯K
¿Ø@oN´"duêizPWLCM(2.1)¥�3�ÄåÆA5òz3Ù¦êiz
·bXÚ¥��3(£�§2.5¥�?Ø)"Ïd§l��þù§¦^?ÛE,�·b
XÚ¿ØU;�ÄåÆA5òz"du8c�vk��'uêiz·bXÚÄå
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ÆA5òz���nØ§ÀJ��/ý�0'PWLCM(2.1)Ð�·bXÚ¿Ø@
o{ü",	§�E,�·bXÚ�¦^¬\­$�Kú§?
K�\)��Ý
ÚO\¢y¤�"3��&�nØyâÑy�c§3¦^E,�·bXÚ¯Kþ

·�7L�~�%"

§4.6.3 ¦^���6Äëêµ´º

·�3c¡®²J�§=�6ÄüÑ�[!®��§ôÂöâk�Ul��
6��uk(t)?
O�ÑP2 ∼ Pn5�ä���©EÇ"

Ïd§XJ·�ùX
6Ä�{��'[!§�'·b�è�S�5�U�
�Uõ"dKerckhoffs�K[143, 144]§6Ä�{��Ø�U´���§·�7Lò

�'�6Äëê������§XP2 ∼ Pn�«f§6ÄPRNG�ëê±9�6Ä
� ê"�´§¦^ù��«��§��ôÂö��
'u6Ä�Ü©f��§
¦/¨�´�±é�{�Ü©��¢�ôÂ"Ïd§·�7L��{��ùüÜ©
���m��'5"���U���´¦^��üÕ���Ó��)·bXÚ�
Ð©^�/��ëêÚ6ÄPRNG���ëê§ùp)¤�6ÄPRNG�ëêi�
�ÐØ�'��i��"

§4.6.4 �l[·b;�Ú��6µ´º

·�®²��lk(t) = u′k(t)¥�K���Ó6Ä&Ò
��uk(t)��U5
´��±ù�<��èS�5"��¢S�Ï"ÏdOrÙS�5���g,�
�{´3ùX²©�còu′k(t)Úk(t)�l§�Ò´`§¦�k(t) = Fins(u′k(t)) 6=
u′k(t)§ùpFins(·)´����5�l¼ê"XJ�l¼êÀJ��¦�uk(t)�ä
N��¤õ/ùX(lôÂö��Ýw)§Klk(t)O�Pi��U5Ò¬êþ�B�

K"kéõ«�{�±¢yù���õUµ¦^��5�Kl[·b;�)¤�
�Å��6[78, 98]§|Üõ�·bXÚ�_·b;��)��6[22, 71]§ék(t)�'

A?1��Å��§ò[·b;�=��Ù¦��Å�ª[106, 112]§��"�,§
¦^ù����{¢Sþ¦�·b�è�S�5Ì��6u�l�{
Ø´·b
XÚ��"�I��?�Ú�ïÄ±(@þã�lüÑ´Ä¬�5Ù¦S�"

�"

§4.6.5 ;�¦^f��µ´

,	��{ü�ÖÍ��´;�¤kf���¦^"l�î��*:Ñ
u§�k©EÇ�n���´Øf�§��A�lV′

n¥þ!/�ÅÀ�§
Ø´
lS′n¥"ù��{§é{ü¡ÞôÂ����dn− 1ü$�n− 2§du©EÇ´
�½�é�ÙJÑ�Or¡ÞôÂ�����E,´n− 2"

�n���§·��±�t�k©EÇ�n���ù�î�^�§
�´;�
¦^/éf0�Ü©��§'X·��±�;�¦^©EÇ$un/2���"ù
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��«�t�^�¢Sþ´Jø
��|ÂÄuf��ôÂ�S�5�e�"
ù��{�":´ã+
Ø��^���§Ïd´�«'��4���"�

´T�{�{B5¦�§¤�¢SA^¥�«ék�Ú�1��Y"3Ù¦��
�5U�y¢�c§·�í�¦^T�{"

§4.6.6 Ó�6Ä·b;�Ú��ëêµ´

©z[199]¥ïÆÏL6Ä��ëê��{Uõêiz·bXÚ�ÄåÆA5
òz"3§3.4.1¥·�®²��ù��«6ÄüÑØX6Ä·b;��J�Ð"Ø

L§3ùp·��±(Üü«ØÓ�6Ä�{±Or±ù�<�è�S�5"é
��ëê�6Ä^5· n�*	�I�P1 ∼ Pnéu��©EÇ��«©5"·
�@�ù��{3¢S¥�´�1�"

§4.7 �Ù�(

�Ù?Ø
±ù�<3©z[75, 76, 82]¥JÑ��a·b�è�S�5¯K±

9�U�ÖÍ��"�Ù�?ØrN
3êiz·b�è�O¥�ü�¯Kµ1)
êiz·bXÚ�ÄåÆA5òz7LÏL·���ª\±Uõ±���èS�

5�òz§·bXÚ3ëY�wå5é��ÄåÆA5¿ØU�y�'�è3ê
i­.¥�S�5¶2)$�3æ^
�
��UõÄåÆA5òz��¹e§E

,�U�3�
%�XÚS�5�¦É"1��¯K¿�Xéêiz·b�è�
O
ó§êiz·bXÚ�nØïÄ´�~­��"
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§5.1 Úó

3§2.4.1¥ § · � ® ² é Ä u | ¢ Å � � ê i z · b �
è[84, 90, 104, 110, 113–116, 122, 123, 128]9 � ' � � è ©Ûó �[97, 100, 126]� Ñ 
 � �
{��0�"�Ùò0�·�'uùa�è�eãó�µ1) XÛOrE. Alvarez�
<��è[90]±-|G. Alvarez�<JÑ�ôÂ[97]¶2) éM. S. Baptista�è[84](±
9Ù¦A«aq��è[104, 110, 113, 114, 122, 123])�Jakimoski-KocarevôÂ[100]�*
:¶3) U?M. S. Baptista�è(9Ù¦aq�è)±-|¤k�®�ôÂ[100, 126]"

�Ù�±©�ü���Ü©§©O?ØE. Alvarez�<��èÚM. S. Bap-
tista��è"31�Ü©¥§·�?Ø
E. Alvarez�<��è��oØU|ÂG.
Alvarez�<�ôÂ∗§¿JÑ
�«Or�Y±-|G. Alvarez�<JÑ�¤k
ôÂ"31�Ü©¥§·��Ñ
Jakimoski-KocarevôÂM. S. Baptista�è�¢
S5U©Û§¿JÑ
�«U?��±k�/-|Jakimoski-KocarevôÂ¶du
©z[126]¥JÑ�ÄuÎÒÄåÆ�ôÂ�6u�Jakimoski-KocarevôÂaq�
^�(·bS�gê3�©¥Ñy)§Ïdù«U?����±-|ù��ôÂ"

�Ù�|�Xe¤ã"3§5.2¥·�ÏL©ÛE. Alvarez�<��è�ü«�

�"�(éÙ¦�g�"���
�½?Ø)§)º
��oT�èé�'ôÂØ

S�"�«éE. Alvarez�<�è�U?�Y9Ù�[©Û3§5.3¥�Ñ"nØ©
ÛÚÁ�ÑL²U?�Y÷vûÐ��èÆA5(�,§�I��õ�ïÄ�y¢
ÙS�5)"3§5.4¥§·�éM. S. Baptista��è�Ñ����[��0�±�
B�©�?Ø"Jakimoski-KocarevôÂÚ·�'uTôÂ5U�?Ø3§5.5¥�
Ñ"�«-|Jakimoski-KocarevôÂÚÙ¦ôÂ�U?��3§5.6?Ø"���

!´�Ù�("

§5.2 E. Alvarez�<�·b�è9Ù��"�

§5.2.1 ��{ü�0�

E. Alvarez�<��è´�«é¡�©|�è§§òz�²©©|\���

�n��©|"�ÊÏ�©|�èØÓ§§�©|��´�C�"Äu��d�
�·bXÚxn+1 = F(xn, xn−1, · · · , xn−d+1)§\�Ú)�6§Xe¤ã"Äk§
ÀJ·bXÚ���ëê����§±9���êbmax��²©���©|�

�"éu�����bi = bmax�²©©|§ÀJ��K�ëêUi§Uìeã5
Kl[·b;�{xn}�)��'AóCiµxn ≤ Ui → 0§xn > Ui → 1"3Ci¥

∗©z[97]��ö�¿�wª/�Ñ¦�JÑ�ôÂ¤õ��Ï"
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|¢�c²©©|1�gÑy� �§P¹(Ui, bi, Xi)��éA��©©|§ù
pXi = (xi, xi−1, · · · , xi−d+1)L«3T �·bXÚ��cG�"XJ�c²©©
|3é��ãCi¥ÑØUé�§bi = bi − 1,�|¢L§­#m©���©)¤�
�"tentN�(2.5)�^5ü«T�è�5U§��ëêr�À���"

, 
 § = 3 þã� èJÑ A � � ± � §G. Alvarez� < � Ñ µ �tentN
�(2.5)�¦^�§T�èéN´�ô»"3¦��©Ù¥§G. Alvarez�<J
Ñ
o«ØÓ�ôÂ§©OáuÀJ�©ôÂ§ÀJ²©ôÂ§®�²©ôÂÚ
��©ôÂ"¦���Ñ
T·b�è¥�3��
Ù¦"�"����(Ø§
=¦¦^Ù¦·bXÚO�tentN�§G. Alvarez�<@�T·b�è��´ØS

��"3�¡��!¥§·�ò©ÛE. Alvarez�<�è¥�ü���"�§ù´
ùü�"�¦�T�èØS�"

§5.2.2 "��µXi3�©¥�Ñy

1����"�´Xi3�©¥�Ñy"�ÄT�è¥¦^�·bXÚ�Äå
ÆA5Ø=�6u��(��ëê)§��6uÐ©^�§ôÂö�UlXi¥��
�
k^�&E±ü$ôÂE,Ý"
¢Sþ§3E. Alvarez�<��è¥(¢�3&E�¦§�¦VÇPl ≥

E(1/bi)§ ù pE(x)L«x�êÆ Ï"" w , § d ubi ≤ bmax§ � �Pl ≥
E(1/bi) ≥ 1/bmax"�½���©©|(Ui, bi, Xi)§4·�5ww²©©|Pi =
Pi,0Pi,1 · · · Pi,bi−1�bi�'A´XÛ�\��§
k'²©�&Eq´XÛ�¦

� " d u Ü { ^ r´� � � �(� � ëê)� § ¦ � � ± lXi� �bi� · b G
�{xi+j}

bi−1
j=0 ",�²©©|PiÒ�^l{xi+j}±9K�ëêUiUìXe5K¡

Eµ
for j = 0 to bi − 1 do

if xi+j ≤ Ui then Pi,j = 0
else Pi,j = 1

end
w,§=¦Ø����§��±ÏL'�xiÚUi
����b0"¤±§�{^
r3��©ôÂeo´�±��z�²©©|¥�b0"�Ò´`§��1/bi�
²©©|&EÏL�©©|�¦
Ñ5"o�5`§&E�¦�VÇPlØ¬�
uE(1/bi) ≥ 1/bmax"��bmaxØ¬é�§ÄK\��Ý¬C��~ú§ù�&
E�¦Ò¬C�L�
¦�T�è3S�A^¥Ø
S�"

,	§XJôÂö��
��r�Cq�r′§¦/¨Ò�±lXiÑu¦^ÎÒ
ÄåÆé²©?1ßÿ"r′��Cr§ßÿ¤õ�VÇ�p"ù�¯¢¿�XT·
b�èé��Ø
¯a§ùéu��Ð��èXÚ´ØF"Ñy�[143, 144]"©
z[97]��ö¦^ù���¯¢JÑ
�«��©ôÂ(r′ = 2)"����C2�§
¦�uyù���«ßÿ�±��p�VÇ�«²©©|"�,§�Xý¢��
�rÅì�l2§ßÿ¤õ�VÇ�¬eü§�´·�I�P4é?Û��
óT
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·bXÚ�&E�¦ÑØ¬$u1/bmaxù�¯¢"
�k§©z[97]¥JÑ�ÀJ�©ôÂ�´ÄuXi3�©¥Ñyl
�±J

ø'u���Ü©&Eù�¯¢"ÏLÀJXi¦�v
�C0¿*	²©�Cz§
ôÂö�U3éá�Ú½S����"

§5.2.3 "��µ¦^ØÓ���·bXÚäkØÓ�ÄåÆA5

éutentN�(2.5)
ó§¦^ØÓ���(��ëê)�ÙÄåÆA5´��Ø

Ó�§�
ÄåÆ�I���ëêr(��)��(½"ù��ÄåÆ�I�)µ[
·b;��¯�«m§Lyapunov�ê§Kolmogrov�±9ØÓ��ëêeØÓ
±ÏI��Ñy[207, 208, 210, 215]"duù«ÄåÆ��É�±l�½êþ��©¥

�XiJ�Ñ5§§�±^5�O�
�U�ôÂ�{"
X©z[97]¥£ã�@�§ØÓ���[·b;��ØÓ�¯«méN

´^5¢y®�/ÀJ²©ôÂ"���ëê�r�§[·b;���¯«m

�[r(1− r/2), r/2]"3®�v
õ�©��¹e§ôÂö�±���¯«m�C
qþe�§l
�����Cq�"
·�3c¡®²ù�§T·b�èé��
Ø@o¯a§ÏdCq����Ò�±^5±v
p�¤õVÇ)��©"�
,§ôÂö��±3Cq�NC������S¡Þ|¢���°(�§ù'|

¢ù����m¤I�E,Ý�$�õ"
duXi7L®�âU?1þã��©ÚO§©z[97]¥�ÀJ²©ôÂÚ®

�²©ôÂÓ��6uT·b�è�ü�"�"Ïd§XJ1��"��;�§
©z[97]¥�¤kôÂÑ¬C�Ø�1"�´�
;��U�Ù¦d3ôÂ§·
�@�ü«"�ÑA�¦�U/;�"

§5.2.4 Ù¦"�

G. Alvarez�<3©z[97]¥�J�
�
Ù¦"�µ¦^
L$�k�°
Ý§'uXÛÀJÐ©G�Ú��"yäN�£ã§��é�©�¯a5Ør"
����"�·�3§5.2.2¥�J�
"Ù¦�"�éu��èÑØ´@o­�§
�±ÏLc[�¢y[!5)û"

Ø
±þ"�§�·b�èXÚ¥��3,	��î­�¯K§Ò´§

�\��Ý�ú"é²w\��ÝÌ�dCi¥²©©|�|¢L§û½"b

�Ci3{0,1}þ´²ï§@oz�²©©|3,� �þÑy�VÇ�1/2bi §Ïd

|¢L§�±w�´Ä�VÇ�p = 1/2bi �BernoulliÁ�"Á�¤I�gê÷

vAÛ©Ù§ÙêÆÏ"�2bi [212]"XJCi´Ø²ï�§¤I�²þÁ�gê¬
'2bi �"biØ¬é�±��¡ÞôÂ§�ØUé�±��\��ÝC�Lú(Ú
Ù¦DÚ�è'�å5)",	§bi��¬¦�bi = bi − 1�u)VÇC�
¦�
\��Ý?�ÚCú"ù��«gñ¦�bmax�ÀJC�(J"3��è�Y

¥§bmax = 16§ù�ê�k:��U�5d3�S�¯K§qk:�¦�\��

ÝC���ú"
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§5.3 E. Alvarez�<�·b�è��«U?�Y

3�!¥·�JÑ�«E. Alvarez�<�è�U?�Y"T�Y�±;�c¡
J���è�Y�"�§Ïd�±-|¤kG. Alvarez�<JÑ�ôÂ§äk�
Ð�5U"Á�y¢TU?�Y��èÆA5´��Ø��"

§5.3.1 £ã

Ø���5§·�æ^��·bN��E#��èXÚ"�½��½Â3«

mI = [a, b]þ�N�xn+1 = F(xn, p)§ùpp´��ëê"�¦TN�÷veã^
�µ§3Iþ´H{�§¿�äkþ!�ØC©Ù¼ê[23]"±þ^�´�
;�
c¡J��1��"�§��±¦�ÚO�è©ÛC�(J"PWLCM´÷vù
�^��·bN�§'X�tentN�(2.3)Ú��PWLCM(2.1)"ùp�5¿tentN
�(2.3)Ú��è�Y¥æ^�tentN�(2.5)´��ØÓ�(¦+§�Ñ¡�tentN
�)"

Äu��÷vþã^��·bN�§U?�è�YXe¤ã"�5¿TU?
�YÚM. S. Baptista´�q�∗µS�gê�^��©��Ü©"

• ��µK = (x0, p)§ùpx0´·bN��Ð©^�"

• Ñ\ – ²©µP1P2 · · · Pi · · ·§ùpPi����bi ≤ bmax"

• \�L§µÚ��Yéaq"éu���b1 = bmax�1��²©©|P1§
lx0S�$1·bN�§ÀJ��K�ëêU1±���è�Y�Ó�5K
�)��'AóC1"3C1¥é�P1Ñy� �§P¹(U1, b1, n1)���©©
|§ùpn1L«gx0m©�·bN�S�gê"XJP13é��ã�mSÑ
Ã{3C1¥é�§b1 = b1 − 1|¢­#m©"éu1��±9�¡�Ù¦²
©©|§\�L§Ú1��Ä����Ó§�´·bN�Ø2´lx0m©S
�§
´lþ��©©|ÑÑ��G�m©"

• ÑÑ – �©µ(U1, b1, n1), (U2, b2, n2), · · · , (Ui, bi, ni), · · ·"¢Sþ§K�ë

êUi�±´�½�§ù��©Ò�{z�(b1, n1), (b2, n2), · · · , (bi, ni), · · ·"
��
ó§K�ëêA�ÀJ�¦Ci²ï�ê�§=¦�P{Ci = 0} =
P{Ci = 1}"ù�±l·bN��ØC©Ùí�Ñ5"éuc¡J��ü
«PWLCM§ïÆK�´0.5§=½Â�I = [0, 1]�¥:"

• éu�����Ü{^r
ó§)�L§´��N´�§éz��©©|­

#�)�(�Ci=�"
∗¦+·�JÑ�U?�Y�±w�´E. Alvarez�<���è�YÚM. S. Baptista�è���(Ü§

¢Sþ�M. S. Baptista�èaq��{´·�ÕáJÑ�"�·�32001c7��Physics Letters AÝM©

Ù[110]�,·��vk��[84]���¿�ÖÙSN"
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�±w�§3TU?�Y¥��è�Y�ü�"�Ñ�;�
",	§��
�è�YØÓ§U?�Y��´��6�è
Ø´©|�è"ù�¯¢¦�·�
�±3�è¥¦^���bmax§l
l�½§Ýþ�)
S�5Ú\��Ý�m

�gñ"
�X·�3§2.5.2¥ïÆ�§êiz·bXÚ�ÄåÆA5òzA�¦^6Ä

�{\±Uõ"w,6ÄØU��±��»��êiz·bXÚ���ÄåÆA
5"ØLéuþã�U?·b�è
ó§·bXÚ�´^5�)Ø�ýÿ�!²

ï�!äkv
�±Ï���Å'Aó§
·bXÚ���(�ÄåÆ´Ä�±
¿Ø@o­�"ù¿�X6Ä&Ò�±����
"¢Sþ§·��Á�L²µ
6Ä&Ò��§Á�(ØÚnØ©Û¬Ü��Ð§|¢L§�¬�¯(\��Ý�
¯)"ù´du���6Ä&Ò¬¦�[·b;��©ÙC���þ!§l
¦
�)¤���ÅS��\n�"Ïd·�ïÆ¦^���6Ä&Ò
Ø´���
6Ä&Ò§ù�6Ä��·bXÚ¤���dêiz·bÚ6ÄPRNG���Å
5�¤��E,���5ÄåXÚ"ùp§·bXÚ���5�y
XÚ�S�

5§6ÄPRNGKÏL²wòz�[·b;��y
��Å'Aó�n�A5"

§5.3.2 �èÆA5

Äk§·�k�ÑXe(²µdu�©¥�bi�´^5�«éA²©©|�

��§·�3�©¥ò�rniw�´/ý�0��©"
·���§Ð��è�ü�Ì��èÆA�´· ÚÑÙ§3DÚ�èÆ¥

§���ÏL�©�²ï5ÚÈ��A5¢y[143, 144]"�´·�JÑ�U?�
è�YkXØÓ�A:µ�©´Ø²ï�§ni��§§3�©¥Ñy�VÇ��
�"b�Ci´²ï�i.i.d.(ÕáÓ©Ù�)'AS�§|¢L§�±w¤´Ä�VÇ

�1/2bi �BernoulliÁ�¶K·��±íÑni�lÑ©Ù�µ

P{ni = k} =
1

2bi
·
(

1− 1
2bi

)k−1
§ (5.1)

éuØÓ���Ú²©T©Ù�3nØþ´Õá
��Ó�"
@où«Ø²ï�A:XÛ¦�TU?�è�Y¢y· ÚÑÙ�Qº¯¢

þ§þã�©©Ù�3e¡o�k'¯¢µ1) éuØÓ�²©§�©äk�Ó�
lÑ©Ù�¶2) éuØÓ���(��ëêÚÐ©^�)§�©äk�Ó�lÑ©
Ù�¶3) éuü�=k�'A�É�²©§�©´��ØÓ�¶4) éuü�=k
�'A�É���
ó§�©�´��ØÓ�"cü�¯¢éAX· §
�¡
ü�¯¢éAXÑÙ"

du·��U?�è�Y�±�Ñ��Y¥���"�§
�äkûÐ�
· ÚÑÙA5§��XÚ�'·��±¦^���bmax"Ïd\��Ý¬C

�¯�
"�´§duÑ��|¢ö�E,�¦^§\��ÝE,�'�Ü©
DÚ�è�ú"b�·bS���Ý´z¦�1sgS�¶K²þ\��Ýò

´s · E(bi)/E(ni) ≈ s · bmax/2bmax bps ('A/¦)"Ï
§ù���·b\�XÚ
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�U^3�¢�A^¥§'X�äþ�á�EDÑ½öO�Åþ��©��S�

�;"�,§�bmax = 1, 2§\��Ý¬C�é¯µ�Vs/2 bps"�´§I�?
�Ú�ïÄ�uy¦^Xd��bmax�U�5�S�Û�"

��§4·�wwTU?�Y����"�k�°Ý�n'A�§��ëêÚ
Ð©^�ÑL«�½:�?��ê§Ïd����2n"3�Ü©O�Å¥n�±

ÀJ�32½ö64§ù����=�64½ö128§ùéu��S���èÄ�þ®²
v
"XJI��p�S�5§�±�Ä¦^���n"

§5.3.3 \��Ø �©

T � è XÚ¥ � 3 � � Ø´�� ; �¯Kµ �©� � � ' ²©�

� � � õ(�ni ≤ 2bmax+1�� L ü �)" Ø   �©� ± ) û ù �¯K"
d u �©´Ø ² ï � § @ o � ±¦^ Ä uÚO �Ã� Ø   Eâé
§ ? 1 Ø   § XHuffman? è[216]"Äk § ò �©©�ü � ØÓ� 'A
6µb1b2 · · · bi · · ·Ún1n2 · · · ni · · ·",�©O¦^Huffman?èØ ùü�'

A6"�â�§(5.1)§éu'A6n1n2 · · · ni · · ·§Ø ���©©|²þ�

��bmax"éu'A6b1b2 · · · bi · · ·§duz�biÑ±���VÇ�ubmax§Ø
 ���©©|²þ���C1"ù�§��Ø ��©©|�²þ���
Cbmax + 1§�'²©©|����Ýõ��'A"

§5.3.4 Á�(J

ÄutentN�(2.3)§·�ïá
��Á��èXÚ±ÿÁÙ�èÆA5"ùp
k�°Ý�n = 32'A§bmax = 8§6ÄPRNG´�����ÝLFSR(m-LFSR)§
Ù�ê�n§��õ�ª�1 + x + x27 + x28 + x32[214]"6Äm�∆ = n∗§6

Äm-LFSR�¤k'AÑ^56Ä[·b;�"
X·�c¡J��§ni�nØlÑ©Ù�X�§(5.1)¤«"ã5.1a�Ñ
�²

©lÑþ!©Ù��Á�êâÚnØ­��éì"�²©�59 59 · · · 59 · · ·�§
Á�(J3ã5.1b¥�Ñ"\�²©�êþ�50,000"���(��ëêÚÐ©^
�)�Å/ÀJ�ØÓ�ê��§�±��aq�(J"ù�§· A5�y¢

"

Ù¦Á�^5ÿÁÑÙA5"�²©!��ëêÚÐ©^�©Oäk���
É�§ü��A�©¥ni���w«3ã5.2a–c¥"�'ëê����ÉXe¤

«µ

• ²©�m����É(ëwã5.2a)µ195 195 · · · 195 · · ·Ú196 195 · · · 195
· · ·¶

• ��ëê�m����É(ëwã5.2b)µp1 = 31849/232Úp2 = 31848/232¶
∗5¿gcd(∆, 2n − 1) = 1§ùéu¼����Ý�'AS�Ci´kÐ?�"

77



1ÊÙ Äu|¢Å��êiz·b�è�©Û

0 500 1000 1500 2000 2500 3000
0

0.5

1

1.5

2

2.5

3

3.5

4

x 10
−3

Á����lÑ©Ù�

nØ©Ù

ni

1
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Á�©Ù

ã 5.1: ni�lÑ©Ù�µÁ��nØéì

• Ð©^�����É(ëwã5.2c)µx0,1 = 40332/232Úx0,2 = 40333/232"

§5.4 M. S. Baptista�·b�è9ÙU?��

3�!·�¦^�«ØÓu�©©z[84]¥�£ã�{éM. S. Baptista�·
b�è9ÙU?���Ñ���[�0�§±¦�©'uJakimoski-Kocarevô
Â�£ãÚ©Û��²
"�½����·bN�F : X → X§ò��f«

m[xmin, xmax) ⊆ Xy©�S�ε-«mX1 ∼ XSµXi = [xmin + (i − 1)ε, xmin + iε)§
ùpε = (xmax − xmin)/S"b�²©�EdS�ØÓ�iÎα1, α2, · · · , αS|¤§¦
^��V�

fS : Xε = {X1, X2, · · · , XS} → A = {α1, α2, · · · , αS} (5.2)

òØÓ�ε-«mÚØÓ�iÎ'éå5"½Â��#�¼ê f ′S : X → AµX

Jx ∈ Xi§K f ′S(x) = fS(Xi)"
�½��²©�EM = {m1, m2, · · · , mi, · · · }(mi ∈ A)§M. S. Baptista��è

�±£ãXeµ

• ·bXÚµLogisticN�F(x) = rx(1− x)"

• ��µ'éN�S∗§LogisticN��Ð©^�x0±9��ëêr"

• \�L§µ
∗l¢yÚKerckhoffs�K[143, 144]��Ý�Ä§·�@�TN� fSØA�^�����Ü©"
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b) ü�äk���É(2−n)���ë
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c) ü�äk���É(2−n)�Ð©^�

éA�ni��

ã 5.2: ü�ØÓ�©¥�ni��

– 1��²©iÎm1µlx0m©S�·bXÚÏé��÷v f ′S(x) =
m1�·bG�x§P¹S�gêC1��1���©�Eü�§¿O

�x(1)
0 = FC1(x0)¶

– 1i�²©iÎmiµlx(i−1)
0 = FC1+C2+···+Ci−1(x0)m©S�·bXÚÏ

é��÷v f ′S(x) = mi�·bG�x§P¹S�gêCi��1i��©�

Eü�§¿O�x(i)
0 = FCi

(
x(i−1)

0

)
"

• ) � L § µ é u z � �©ü �Ci§ l þ � g · b G�x(i−1)
0 =

FC1+C2+···+Ci−1(x0)m©S�·bXÚCig§¦^x(i)
0 = FCi

(
x(i−1)

0

)
Ú'é

N� fS�Ñ²©iÎmi"

• Ci� � � µ z � �©� E ü �CiA � ÷ v �åN0 ≤ C1 ≤ Nmax(3©
z[84]¥N0 = 250§Nmax = 65532)" d u 3[N0, Nmax]¥ � 3 N õ � À
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�Ci�§���	�ëêη ∈ [0, 1]^5ÀJ��Ü·��µXJη = 0§
KCiÀ�÷v f ′S(x) = mi���S�gê¶XJη 6= 0§CiÀ�Ó�÷

v f ′S(x) = miÚκ ≥ η���S�gê§ùpκ´��3«m[0, 1]þ÷v
��©Ù���Å�ê"

• ��Nf¦\�5)µ3©z[84]¥§M. S. BaptistavkJ���ÑyCi >

Nmax·�ATNo�"wå5M. S. Baptista@�Ci[�Ø�U�uNmax"
�´§lî��*:5w§·�Øù�@�"ùp§b�F(x)±þ!�V
Çp = 1/S�¯z�ε-«m§·��±��µ

P{Ci > Nmax} = P{Ci − N0 > Nmax − N0} = (1− p)Nmax−N0" (5.3)

ã5.3�Ñ
þãVÇ��éNmax − N0�­�"�±w�§3IEEEV°Ý
2:�{e[217]§�Nmax − N0�L10000�TVÇ�eÄ�0"�´§¦+
�Nmaxv
��TVÇ��~�§§E,Ø�u0"�
¦�T�è3î�
�¿Âþvk"�§·�\\ù��^5K�þã�\�/)�L§¥�µ
�Ci = Nmax§�©´����|(Nmax, mi)"duP{Ci > Nmax}v
�§
ù������&E�¦Ø¬�5?ÛS�¯K"�,§XJ¦^�Nmaxv

�§·�@�¿ïù�Nf¦\�N\5K�´�1�"3�©¥§·�
ò©ªb�Nmaxv
�§l
¦�P{Ci > Nmax} = 03VÇ¿Âþ´�(

�(Tb�ò3§5.6¥¦^)"
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ã 5.3: P{Ci > Nmax}�éNmax − N0�Cz­�

þã·b�èkü�"�µa) �©�©ÙØ´²ï�§Ci�ÑyVÇ�XÙ

�gN0O\�Nmax¤�êP~¶b) \�z�²©iÎ��I�N0g·bS�§
ù¦�\��Ý�'Ù¦DÚ�è
ó�ú
"

3©z[104]¥§W.-K. Wong�<U?
þã�èXÚµéuz�²©i
Îmi§Äk)¤��30Úrmax(��ýk½Â��ê)�mlÑþ!©Ù��
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�Å�êrC§S�·bXÚrCg§,�UYS�§��é���·bG�x÷

v f ′S(x) = mi§P¹S�gêCi���c��©�Eü�"ù��«U?��
èXÚ;�
��èXÚ�1��"�§�´1��"�%C��<
(²þ

ó§\�z�²©iÎI�õ�õ�·bS�l
¦�\��Ý?�ÚCú)"
3©z[114]¥§K.-W. WongïÆÄ��#'éN� fS(3K.-W. Wong©¥¡��
éL§Look-Up-Table)±Jp\��Ý"�´�½êþ�·bS�E,´I�

�§Ïd\��ÝE,'���DÚ�èú�õ"��é#�?Ð�´dK.-W.
Wong�<3©z[123]¥�Ñ�§3T©¥��¬{���Ú\±¢yuxàÚ
�Éà·bXÚ�m�ÓÚ§3²L��õgS��ÓÚÏ��§\)�L§â

m©"ù�©Ù�Ì��z´æ^eã�{k�/~�
�©��µò�©¥

�CiO��z�²©iÎ3Ä��éL¥�¢Ú�"

§5.5 Jakimoski-KocarevôÂ9Ù5U©Û

§5.5.1 Jakimoski-KocarevôÂ

3©z[100]¥§G. JakimoskiÚL. KocarevJÑ
�«�éM. S. Baptista�
�©�è�®�²©ôÂ"TôÂÄuXe¯¢µÏL*	²©/�©é§ô
Âö�±���©�/a,���0(moment of interest)Ú²©iÎ�m��

Ü'éL§ùp���©ü�Ci�/a,���0½Â�n = ∑i
j=1 Cj(gx0m

©�·bS�ogê)"T'éL�±^5)�Ü©²©§XJÙéA�©�
/a,���0n3TL¥2gÑy"3©z[100]¥�Ñ
��äN�~f`²
ù«ôÂµb�ü�²©�E/subject0Ú/to0®�§§�©O�\��272
258 305 285 314 276 422Ú254 267"ù�§ôÂö�±��L5.1¥¤«�'é
L"¦^ù�'éL§ôÂö�±)�Ü©²©§XJéA�©�/a,��
�0Ñy3TL¥"'X§���©272 249�±êþ�)��/so0(272¿�X
/s0§272 + 249 = 521¿�X/o0)"w,§XJ®��õ�²©/�©é§ù
Ü'éL�U�¹�õ�'é'X§l
�õ��©�±¦^ùÜL\±)�"

L 5.1: dü�®�²©/subject0Ú/to0���'éL

n 254 272 521 530 835 1120 1434 1710 2132
mi t s o u b j e c t

éw,§Jakimoski-KocarevôÂÌ��6u·bS�gêCi3�©¥Ñyù
�¯¢§ù¦�TôÂéuM. S. Baptista�è�¤kU?�YÑ´�1�§,	

§��^5ôÂ·�3§5.3¥Ú©z[110]¥JÑ�E. Alvarez�<�è�U?�
Y"3e©¥·�òr5¿åÌ��3M. S. BaptistaJÑ��©�è�Yþ"
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§5.5.2 ·�'uJakimoski-KocarevôÂ5U�*:

©z[100](¡/ÚOÿÁw«=¦^4000�²©/�©é§=k�L90%�a

,����±�¡EÑ50"wå5q�TôÂ���«ôÂ�'·b�èXÚ
�óä���"�´§±·��*:§Ù5U¿Ø�©z[100]Ò¡�@ok�"
·��Þe¡A��Ï5|±·��*:"

¯¢�µ�
)����©ü�§²þ
óI�®���±þ�²©ü�"
XJ��ôÂö®���äki�ØÓiÎ�²©�E§¦/¨�±��i�ØÓ�
'é'X§¿|^ùi�'é'X)�i��©ü�"�Ò´`§�
)����
©ü�§7LÄk����²©iÎ"�®�²©iÎ�êþNpO\�§�±¤
õ)���©ü�(=a,���)�êþNc�¬O\"�´§duØÓ²©�E

¥��©iÎ�U�)�Ó�'é'X§Nc�O\�Ý'Np�ú"�®�²©�
êþO\�§Nc�O\�Ý¬C��5��§ëwã5.4¥�Ñ�Nc�éNpO\

�Á�­�"Ï
§�
)����©ü�§¤I�²©iÎêþ��u1"ù`

²Jakimoski-KocarevôÂk:�¡ÞôÂ"
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ã 5.4: Nc�éNpO\�Á�­�

(�'�ëê
�S = 256§b = 3.78§x0 = 0.43203125§xmin = 0.2§xmax = 0.8"1024�²©�

E^5�)T­�§z�²©�E�¹10��Å²©iÎ")

¯¢�µXJ¤k�®�²©�E�õ�¹i�²©iÎ§K)� ����
Li�²©iÎA�´Ø�U�§)�éA�/a,���0�ui · Nmax�²©i
ÎK��Ø�U" éu���½�²©�E§XJc¡i�²©iÎ(±9�A�
�©ü�)®�§)�T²©¥�Y�²©iÎ���Ø�U�",	§$�3é
õ²©�E�ci�²©iÎÑ®���¹e§)� ����Li�²©iÎlV
Ç¿Âþù´Ø�U�"¯¢þ§duCi3�©¥ÑyVÇ��êz4~(�ëw
©z[84]¥�Fig. 3Ú©z[104]¥�Fig. 1)µ�X²©iÎ� �liÅìO�§ô
Â¤õ�VÇò¤�êP~¶
��²©iÎ�/a,���0�Li · Nmax§ô
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Â¤õ�VÇÒêþC�0"~X§�½����M. S. Baptista�è\��²©�

E/Can you give me any help to break this chaotic cryptosystem0§b�ôÂö®�

��Ü²©�EÑ�U���c¡n�²©iÎ§Ké¦/¨
ó)�þ¡²©¥

�����c/cryptosystem0A�´(VÇþ)Ø�U�§¦+¦/¨�±±ép�
VÇ)�1��c/Can0"

¯¢nµdu�Ó�²©iÎ�U�\��ØÓ��©ü�§M. S. Bap-
tista��è�Y����6�è§
Ø´©|�è"�´Jakimoski-ôÂ´Uìô

Â©|�è�g´�O�§�UØ�·^u6�è" �Ä��ÊÏ�Äu��
6{ki}�É½ö��6�è§�3aquJakimoski-KocarevôÂ��a®�²©
ôÂµ����²©�E�Þl�²©iÎ®�§ôÂö=�ÏLÉ½²©iÎ
��©iÎ��Þl�É½��k1 ∼ kl§,�¤k¦^Ó����\��²©�
Þl�²©iÎÑ�±�¤õ/)�(�´1l�²©iÎ±��¤k²©iÎE,

´S��)"��
ó§lî��èÆ�Ý�Ä§ù��ôÂ�{ØUíÑ�)�
�6{ki}���§�ØU»)¤k®�²©iÎ±��¤k²©iÎ§Ïdù�

�ôÂØ�@�´�«k��ôÂ�Y[143, 144]"aq/§Jakimoski-KocarevôÂ
�Ø´�«ôÂ�'·b�è�v
r�óä"

¯¢oµ3®��©¥XJØ´¤k��©ü�Ñ®�§K)�²©�E

¥�?Û²©iÎÑØ�U" �
O����©ü�Ci�/a,����0§
±c��Üi − 1��©ü�Ñ7L´®��µn = ∑i

j=1 Cj"ég,/§XJô
ÂövU*	¿P¹e¤k��©ü�§¦/¨$�Ø�U)���²©iÎ"
~X§�½��²©�E/Who am I0§XJôÂö�*	�/ho am I0éA
��©ü�§¦/¨òÃ{l²©/�©é¥¼�?Û�^'é"ù�¯¢ü$

Jakimoski-KocarevôÂ3¢SA^¥�k�5"

d±þ¯¢��§Jakimoski-KocarevôÂØ��ö3©z[100]¥(¡�@
�k�"�´·�A�XÛn)/...=I�4000�²©/�©é§=�¡E90%
±þ�a,���0ùé{Qºb�²©�E����Ý�lmax§/a,��
�0����ò�(Nmax − N0 + 1) · lmax"d¯¢�Ú¯¢�§d4000�²©�

E���/a,���0�êþNcò÷vNc < Np · lmax = 4000 · lmax§T�

'90% · (Nmax − N0 + 1) · lmax = 0.9 · (65532− 250 + 1) · lmax = 58754.7 · lmax�
�õ"é²w§/90%0ù�z©'´�
ÚØO(�"¢Sþ§ÏL4000�²
©/�©é§��90%±þØÓ�²©iÎS��±3'éL¥��"�´ù��

�¯¢¿ØU^5`²ôÂ�k�5§Ï�3M. S. Baptista�è¥ØÓ��©ü

��UéAX�Ó�²©iÎ(�Ä¯¢n)"

§5.6 �«-|Jakimoski-KocarevôÂ�U?��

¦ +Jakimoski-Kocarevô Â ¿ Ø´é k � § § 3 , 
 | Ü e é u ~ �

ô Â E , Ý E ,´k ^ � " 3 � ! ¥ §·� òJÑ � « { ü � ��±

Jø - |Jakimoski-Kocarevô Â � U å " ù � � « ��é u ¤ k � � ' �
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è[84, 104, 110]Ñ´� 1 � " ,	§·�JÑ � ��� � ± k � / - |©
z[126]¥JÑ�#�ÄuÎÒÄåÆ�ôÂ�Y§Ï�ù
ôÂÚJakimoski-
KocarevôÂ��Ñ��6ue¡�¯¢µ·bS�gêCi3�©¥�Ñy"

§5.6.1 £ã

30�·�JÑ�U?���c§4·�k5wwJakimoski-KocarevôÂ´
XÛó��"·���§z��©ü�Ci�L·bXÚ(lx(i−1)

0 m©)?\�L�
c²©iÎmi�ε-«m�S�gê§ÏdC1 ∼ Ci�±\Èå5
��/a,�

��0n = ∑i
j=1 Cj"XJ²©iÎmiéôÂö´®��§¦/¨Ò�±����

/a,���0nÚ²©iÎmi�m�'é'X§¿¦^ù«'X)�?ÛéA
Ó��/a,���0n��©ü�"

w,§XJ·��±�äïá/a,���0Ú²©iÎ�m'é��
´§Jakimoski-KocarevôÂÒ¬êþ��"ùp§·�¦^·bùXEâ¢yù
�8�§ùp�·bùXEâk:aqDESX!KhufuÚKhafre�DÚ�èXÚ¥

¦^�/xz0Eâ(whitening)[143, §15.6]"
���}Jakimoski-KocarevôÂ�g,�{´;�O�/a,���0n =

∑i
j=1 Cj��U5"XÛ��ù:Qº���U��{´¦^�c�·bG

�x(i)
0 = FC1+C2+···+Ci(x0)ùX�©Ci"duCi´��16-'A��ê(250 ≤ Ci ≤

65532)
��x0(i)äk�õ�'Aê§,«'AÄ�¼êI�^5l·bG
�x(i)

0 ��?�L«¥ÀJ16�'AÑ5ùXCi"�5¿ùp�'AÄ�¼êØ

U�¿ÀJ±;��¦k'�c·bG��&E§ù:ò3e�!���[�?
Ø"ùXö��±¦?Û��5¼ê§'XÉ½½ö�\"

b�'AÄ�¼ê� fbe(·)§ùXö��⊕§·��±¦^eã���O
r�M. S. Baptista�è(�)Ù¦�'�è[104, 110, 113, 114, 122, 123])�S�5±-
|Jakimoski-KocarevôÂ"

\�µéu1i�²©iÎmi§lx(i−1)
0 m©S�·bXÚÏé��·bXÚ

G�x÷v f ′S(x) = mi(±9Ù¦dN0§Nmax§η§κ½Â�^�)§P¹gx(i−1)
0 m

©�S�gê�C̃i§x(i)
0 = FC̃i(x(i−1)

0 )"KmiéA�1i��©ü��Ci = C̃i ⊕
fbe

(
x(i)

0

)
"

)�µéuz��©ü�Ci§ÄkS�·bXÚN0g§¿��C̃i = N0§,

��1Xeö�(XJη 6= 0§ù��ö�=�κ ≥ η¤á�â?1)µXJC̃i ⊕
fbe(x) = CiK¦^�c�·bG�x�Ñ²©iÎmi§,�UY)�e���©ü

�¶ÄKS�·bXÚ�g¿�1C̃i + +§��þã^�÷v��"
3e¡��!¥§·�ò�Ñr'AÄ�¼ê fbe(·)�±ùXCi�äN�§¿

¦�Jakimoski-KocarevôÂÚ©z[126]¥JÑ�ÎÒÄåÆôÂØ�1"�´§
c[/ïÄþã)�L§§·�¬uy�U±���VÇ���Ø�²©iÎµ
�C̃i ⊕ fbe(x) = Ci§¡E�/Ci0�U´�Ø�§l
¦�¡EÑ5�·bG�
´�Ø�"Ø3�´§3·��©Ù[128]¥§·�Lu�¿/�Ñ
ù�¯K"
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y3·�Áã?Öþã\�/)�L§±)ûù�"�"XJ�U§��·�òÝ
M��5º5�©Ù�Physics Letters A±Å�·�3[128]¥��Ø"

Å�©z[128]¥��Ø

Äk§4·�5wwù�¯Kkõî­"3\�à§·�UìXe��{5
�O�e�Ø�VÇ"��=�ý¢�Cil�3ÑÑ�©��·bG�x±cÑy

L�§)�(Jâ´�(�"�Ò´`§éu���½�C̃i§�(¡EC̃i
l�
��(²©iÎ�VÇ�µ

Pc

(
C̃i

)
= P


C̃i−1∧
k=N0

(
k⊕ fbe

(
Fk
(

x(i−1)
0

))
6= Ci

)
= P


C̃i−1∧
k=N0

(
fbe

(
Fk
(

x(i−1)
0

))
6= k⊕ Ci

)" (5.4)

� � / § b �Ci� � � �n� ' A(é uM. S. Baptista� èn =
16)Ú · b ; �

{
Fk
(

x(i−1)
0

)}
3 � ' « m þ þ ! © Ù § · �

k∀Ci, P
{

fbe

(
Fk
(

x(i−1)
0

))
= Ci

}
= 2−n§=P

{
fbe

(
Fk
(

x(i−1)
0

))
6= k⊕ Ci

}
=

1− 2−n"b� fbe

(
Fk
(

x(i−1)
0

))
= k ⊕ Ci(k = N0 ∼ C̃i − 1)´�pÕá�¯�§

�±íÑPc

(
C̃i

)
= (1− 2−n)C̃i−N0"w,§�XC̃iª�Ã¡�§Pc

(
C̃i

)
→ 0§ù

¿�X²Lv
���m��\�L§¬òz¤�é²©��Åßÿ"
�Ä�C̃i��þ!©Ù§éu1��²©iÎm1§d�VÇúª�±�Ñ�

ª�)�à�~ó�VÇPc,1
∗µ

Pc,1 =
Nmax

∑
k=N0

P{C̃i = k} · Pc(k)

=
Nmax

∑
k=N0

P{C̃i = k} · (1− 2−n)k−N0" (5.5)

�{z©ÛO§Ø���5§b�F(x)±�Ó�VÇp = 1/S�¯z�ε-«m†§
·�kP{C̃i = k} = p(1− p)k−N0§,���

Pc,1 =
Nmax

∑
k=N0

p(1− p)k−N0 · (1− 2−n)k−N0

=
Nmax−N0

∑
k′=0

p · qk′ = p · 1− qNmax−N0

1− q
§ (5.6)

∗b�P{Ci > Nmax} = 0§ëw§5.4¥·�@�Nf¦\�5º"
†LogisticN�¿ Ø î � ÷ v ù �^� § Ï d·� ï Æ 3M. S. Baptista� è ¥¦^PWLCMO

�LogisticN�"
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ùpq = (1 − p) · (1 − 2−n)"�S = 256, n = 16, N0 = 250, Nmax = 65532(�
©M. S. Baptista�è¥��)§Pc ≈ 0.9961240899211136(¦^Matlabr3IEEEV

°Ý2:�{eO�Ñ5�(J)"�Ä�1/(1 − Pc) ≈ 258§�±w�3�

�258�)��²©�E¥¬Ñy��ÄiÎÑ���E"ùpI�5¿�´��
Ñy�Ø�²©'A±�§�Y�¤k²©'AÑ±�C1��pVÇÑ�§=�

3�ØDÂ¯K"éw,§éu uÙ¦ �(i > 1)�²©iÎ§�ØDÂ¦�
¯KC��<
µ

Pc,i =

(
i−1

∏
j=1

Pc,j

)
·

p
(
1− qNmax−N0

)
1− q

=

(
i−1

∏
j=1

Pc,j

)
· Pc,1 = Pi

c,1" (5.7)

�Xi�O�§VÇPc,i±�ê�ÝP~"��Pc,iC��u1/S§K�Åßÿò�

�)�ì¤�)�àu)�¢SL§"
�Ä���\��©�´��©Ù½ö´��êizã��§�Ø�²©'

A�±N´/�<©FÑ5§Ïdù���A:�U^5¢y��#
k��a
qu�À\�â[218]��èXÚ"3�5¥·�òïÄUÄòTVÇ)�A:3
DÚ�è¥?1í2"

�e54·�£�Ì�þ5§duPc < 1·�Ø�Ø?Öþ¡�U?\�)
��Y±¦�Pc ≡ 1. �
��ù�:§·�Xe?Uþã�\�/)�L§µ

\�µ���;ü��©�^5�;Nmax − N0 + 1��LCi = N0 ∼ Ci =
Nmax���CþB[N0] ∼ B[Nmax]"é1i�²©iÎmi§ÄkE ¤k��;ü

�B[i](i = N0 ∼ Nmax)�0§,�gx(i−1)
0 S�·bXÚN0g§��C̃i = N0§,

�?1Xeö�µCi = C̃i ⊕ fbe(x)§B[Ci] + +§XJ�c·bG�x÷v fS(x) =
mi§K�)����|�©(Ci, B[Ci])§¿��x(i)

0 = x,�=�e��²©i
Îmi+1¶ÄK­EþãL§�����©��)"

)�µéz��©ü�(Ci, Bi)§ÄkS�·bXÚN0g§¿��C̃i = N0§
,�?1Xeö�(XJη 6= 0§ù��ö�=�κ ≥ η¤á�â?1)µXJC̃i ⊕
fbe(x) = Ci1Big¤á§K¦^�c�·bG�x�Ñ²©iÎmi¿=�e���
©ü�(Ci+1, Bi+1)¶ÄKS�·b�g¿�1C̃i + +§��þã^�÷v"

3ã5.5¥·��Ñ
þãU?�\�)�L§�6§ã§Ù¥ B[i] = 0 L«

E ¤k�B[i]�0§ C̃′i = N0 L«�1N0g·bS�ÚC̃′i = N0§ C̃′i + + L«

�1�g·bS�ÚC̃′i + +"
�M. S. Baptista��è�'§þãU?�Y±O\¢yE,Ý��dOr


-|�'ôÂ�S�5µ1) duéz�²©iÎÑI�E Nmax − N0 + 1�
��CþB[i]�0§l
¦�\��ÝC�ú
�
¶2) �©��k
���*
Ð(B[Ci]�\\��©¥�)¶3) I����	��;ü���Nmax − N0 + 1�
��CþB[i]§�B[i]´2-'A�ê�§¤I�S����2× (Nmax − N0 + 1)i
!(�Nmax = 65532ÚN0 = 250�§Ø¬�L128 KB)"3$�´§�	�S�I
¦3A�¤k�êiO�ÅþÑØ´é��Kú(128 KBéu��Pk100MB±þ
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B[j] = 0

iC ++

( )i i beC C f x= ⊕

B[Ci] ++

fS(x) = mi?
No

Yes

(Ci, B[Ci])

mi

x0
(i) = x

0iC N=

a) \�L§

�����

�
� + +�

����

��� ���
��

�	


���� ��


������	�



� 
�� � ��� � � 
= ⊕�

�	


��

��� �=�

b) )�L§

ã 5.5: M. S. Baptista�è�U?�Y�?�\�/)�L§

S��O�ÅATØ��)§
��T�è¦^|±¿1?n�M�¢y�§é
\��Ý�K��Ø�∗"Ïd§·�@�þãU?��è�Y3¢SA^¥�
´kd��"�,
§XJ\��Ý�±�?�ÚJp§�©���±?�Ú~

�(W.-K. Wong3©z[123]¥�U?�èXÚ�±���U�ÿÀ�Y)§K�A
��è�Y¬�Ð"

§5.6.2 ?Ø

duôÂöÃ{ÏL*	²©/�©é5O�∑i
j=1 Cj§þãU?��è�Y

éJakimoski-KocarevôÂ´�¼�"
∗¤kNmax − N0 + 1���CþB[i]�±3���¨±ÏS¢yÓ�E §ù��
é\��Ý�K¡

K�",	§¦^ýO�Å�Úò´�O§·bS��±�Ci = C̃i ⊕ fbe(x)§B[Ci ] + +Ú fS(x) = mi?¿1
$1"
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�´§·�I�c[/��TU?�Y±;��Ud Ä�¼ê fbe(·)�5
�#�ØS�¯Kµdu3T�è¥�©�©Ù´Ø²ï�§ôÂö�U±�
p�VÇßÿ�c·bG��Ü©'A"b� fbe

(
x(i)

0

)
��l�c·bG���

?�L«x(i)
0 = 0.b1b2 · · · bj · · ·¥Ä�16�'A§·��±uyx(i)

0 �Ü©&E�
U�¦Ñ5"·���§¦+�©ü�Ci´16-'A��ê§Ci ≥ 212�VÇ��
�(ëw©z[84]¥�Fig. 3Ú©z[104]¥�Fig. 1)"Ï
§XJ·�b�o�p 
'AÑ´0�{§ù���b�ò±pVÇ¤á§�=§'ux(i)

0 �4�'A�&
E�Ul fbe

(
x(i)

0

)
¥�¦Ñ5"éui = 1§ù��&E�¦�±�^5¡Þ|

¢FC1(x0)§Ù|¢E,Ý'|¢x0�"��ôÂö��
FC1(x0)§¦/¨=�¦
^§)�?ÛØ�uC1��©ü�"

þã©ÛL² fbe

(
x(i)

0

)
ØA��¦'ux(i)

0 �k^&E§�Ò´`§T¼êA

T3�èÆ¿Âþv
r±��ôÂöl fbe

(
x(i)

0

)
��?Û'ux(i)

0 �&E"3e

¡·�ò�Ñüa�^� Ä�¼ê§��~fü«XÛ¦� fbe

(
x(i)

0

)
v
r"

¦^ùüa¼ê§ôÂöòéJl fbe

(
x(i)

0

)
�Ü©'A��x(i)

0 �&E"
1�a¼ê´

fbe

(
x(i)

0

)
= f ′be

(⊕C1+···+Ci

j=0
Fj(x0)

)
= f ′be

(
x0 ⊕ F(x0)⊕ · · · ⊕ x(i)

0

)
§ (5.8)

ùp f ′be(x)�±´?Ûlx��?�L«/ª¥Ä�16�'A�¼ê"¦^ù��

a Ä�¼ê§ôÂö�U��k'
⊕C1+···+Ci

j=0 Fj(x0)�&E"�Ä�Ci ≥ N0 =

250§ôÂöA���Ø�Ul fbe

(
x(i)

0

)
��?Ûk'x(i)

0 �&E"
1�a¼ê´

fbe

(
x(i)

0

)
=

15

∑
j=0

2j · b
(

Fj(x(i)
0 ),

⌊
Fj+m(x(i)

0 ) · 2n
⌋

mod 16
)

§ (5.9)

ùpm ≥ 1, n ≥ 4¿�b(x, j) = bx · 2jc mod 2"3Ta Ä�¼ê¥§�Ü16�
'A5gØÓ�·bG�§Ä��'A �q´d,	��ØÓ�·bG�(½
�(m ≥ 1)"w,§ù�aO�¼êéN´*ÐÑNõC/��§'X·��±

òj + mC�j−m½öUCb(·)�½Â"
·���±òþ¡üa Ä�¼ê|Üå5����E,� Ä�¼ê§ù

�U?�ÚO?S�5"
,	§3þãU?�è�Y¥���©©Ù�Øþ!5§��±k�;� 

Ä�¼ê fbe

(
x(i)

0

)
�5�S�Û�"ùpkü«�U��{�Ø�©©Ù�Øþ

!5"æ^ù������§ Ä�¼êA��±?¿À�"

• �{�µ¦^W.-K. Wong�<3©z[104]¥JÑ�U?�è�Y"�©
�©Ù�±�Uõ�Cqþ!©Ù§ù�&E�¦C�Ø�U
(ëw©
z[104]¥�Fig. 2)"

88



ÜS�Ï�ÆÆ¬Æ Ø©

• �{�µÚ\Ø Å�"3C̃i��±�§¦^Ã�Ø �{éÙ?1Ø
 (XHuffmanØ �{[216])±��&EP{§=¦�C̃i�©ÙC�þ!§
,�2¦^ fbe

(
x(i)

0

)
ùXØ ��C̃i"ùp�5¿µC̃i��§ÙÑyVÇ�

�§Ø ��Ci'Aê��§ÏdI����'AêùXC̃i"duØ �z
��©��C�ØÓ§I��	�êâ�«�c�©���"

d±þ?Ø§�±w�·�JÑ�M. S. Baptista�è�U?��'��èX

ÚS�"�
ôÂU?�Y§·bXÚ�Ð©G�x0Ú��ëêr7LÄk�»)
âU��x(i)

0 §ù�Ò¿�Xé���¡ÞôÂ"�,§T�Y¥��3X��¯
Kµ\)��Ý���è�Yú�
(ú�Øõ)"

§5.7 �Ù�(

�ÙÐ«
·�'uÄu|¢�·b�è�ïÄó�"?Ø
üa�'
ôÂµG. Alvarez�<JÑ��éE. Alvarez�<��è�ôÂ§Ú�éM. S.
Baptista�è�Jakimoski-KocarevôÂ"JÑ
ü«U?�Yµ�«^uOrE.
Alvarez�<��è�Y-|G. Alvarez�<�ôÂ§�«^uOrM. S. Bap-
tista�è-|Jakimoski-KocarevôÂ"éM. S. Baptista�è�U?�Y��'?
ØÚÑ
��k��äkVÇ)�A:��èXÚ§§äkaqu�À\�â�
A:§½N�±3ò5¢yDÚ�èÆ¥��
AÏõU"

¦+ü«Äu|¢�·b�è�S�5�Or
§du|¢L§��éÑ
�§\��ÝÄ�þvk��Uõ"Ä�þ§¤k�Äu|¢�·b�è�\�
�ÝÑ'�Ü©DÚ�è�ú�õ"ù´���vk��)û�¯K"3ò5�
ïÄ¥·�¬Áãé�ù�¯K�)û�Y§�´½N?Û�U�)û�YÑ¬
¦�\�(�u)�.�UC§
¦����èXÚØ2´��Äu|¢�·b
�è"
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18Ù S. Papadimitriou�<�êiz·b�
è�©Û

§6.1 Úó

����3·b�è+���¹��ïÄ�|§S. Papadimitriou�<k�
JÑ
A«·b�è[30, 33, 106, 219]"3©z[106]¥§¦�JÑ
�«#�êiz
·b�è§§´�«Äuõ��©�§�·bXÚ�é¡VÇ©|�è"3�Ù
¥§·�ò�ÑT·b�è��
¯K§Ù¥�
¦�S. Papadimitriou�<�ù
«·b�èØ¢^
�ØS�§,	�
L²I�æ��
U?��OrT�è

�5U"
�Ù�|�Xe"3e�!¥§·��Ñ��S. Papadimitriou�<·b�

è�{ü0�"§6.3�ÑT·b�è¯K��[©ÛÚ?Ø"��äN�©Û~
f3§6.4¥�Ñ±y¢�ÙnØ©Û��(5"�
�3uS. Papadimitriou�
<��è¥��
kÈ4¿Â��{3§6.5¥�Ñ"�Ù�(3���!�
Ñ"§6.3.2¥��(Ø���P��y²3�Ù�N¹¥�Ñ"

§6.2 S. Papadimitriou�<�·b�è

�
Öö��B§3�!¥·�{�/0��eS. Papadimitriou�<�·b
�è±93¦��©Ù¥�Ñ��
�'�©Û(Ø"'u�õ�©ÛÚØã§
�ëw¦���©"

S. Papadimitriou�<��è´�«é¡�VÇ©|�è§§òd-'A�²©
\��e-'A��©(e > d)"Ù\�Ú)�L§�±£ãXe"ùp§�5¿·

�­#|�
©z[106]¥�Ñ�\�)�Ú½§±¦�Øã���ß²
"
\�µ

1. �½��(½õ�)·bXÚ�)��8�z�( ��ü�«m[0, 1]þ�)[
·b;�{x(n)}∞

i=1"

2. ¦^{x(n)}∞
i=1�E��J[G��m(virtual state space)§=��k2d�J[

áÚf(virtual attractors)��L§ù2d�J[áÚf¥�¹Xe2e�J[G
�(virtual states)1 ∼ 2eµ3S�{round(x(n) · 2e)}∞

i=1¥|¢1 ∼ 2e��¤k
��êÑ�é���(gS�6Ï)¶ÀJ2d�G���J[áÚf¿(��Å
/)ò�e�2e − 2d�G�©��ù2d�áÚfþ�"

3. ¦^��(���)��Ý
Pòz�J[áÚfVaÚ���EiÎéXå
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5"ùp§P´��¢Úg0m©�1 × 2d�þ∗§Ù���2d�6Ï� 
u1Ú2e�m�J[áÚf"

4. U ì X e �ª\ � � � ²©i ÎMc = 0 ∼ 2d − 1µÄk¦^Va =
P[Mc]òMcN����J[áÚfþ�§,�lTáÚf¥��Å/À
J��J[G�SVa ���©"

w,§���Ú¦�T�è¡���VÇ©|�è"
)�µ

1. ¦^�\�L§¥�Ú½1Ú2�Ó��{­ïJ[G��m"

2. (½P�/_Ý
0P−1§§´��¢Úg1m©�1× 2d�þ§Ù���0 ∼
2d − 1"P−1A�÷ve�^�µ∀Mc = 0 ∼ 2d − 1§P−1 [P[Mc]] = Mc"

3. u¢�c�©SVa u=�J[áÚfVa¥§,�¡E²©iÎµMc =
P−1[Va]"

ò2e�J[G�Ú2d�J[áÚf�m�'é����(õé��)÷N�Fv :
Vs → Va§ùpVs, Va©OL«¤k�J[G��8ÜÚ¤kJ[áÚf�8Ü"
ÄuFv§·��±/ªz/rS. Papadimitriou�<��è�¤Xeù��fµ\

�– SVa = F−1
v ◦ P(Mc)§)�– Mc = P−1 ◦ Fv(SVa)"duF−1

v Ø´���§\�
¤�VÇ5�§�´)���´(½5�§Ï�P−1 ◦ Fv´(½5�"

S. Papadimitriou�<æ^
Xeäkõ��©�§�·bXÚ�E8�z�
[·b;�µ

i = 1 ∼ K : xi(n + 1) =
K

∑
j=1

aij · fi
(
bij · xj(n) mod Ri + Li

)
§ (6.1)

ùpRi = Ui − Li§[Li, Ui]´ fi�½Â�"duÅã�55kÏu{zXÚ�O§
¿��±¦�þã·bN�äkv
Ð�ÄåÆA5§ fi(i = 1 ∼ K)†�ïÆ�ä
kN�ä:�Åã�5¼ê"Q,ùpo�kK�·bfXÚ§?ÛfXÚ�[·
b;�½öÙ¥Ü©[;��|ÜÑ�±^5)¤\)�¤I�J[G��m‡.

'uT·b�è�S�5§©z[106]¥�Ä
ü«�U�ôÂ�{µ1) ��
­ïJ[G��m¶2) °(�[·bXÚ�ÄåÆ1�±­ïJ[G��m"1
�«ôÂ�E,ÝÏL�O¤k�U�J[G��m�êþ?1O�§[106]¥�
��(Ø�(k!)m · kn−k·m§ùpk = 2d§n = 2e(m´z�J[áÚf¥�¹�J[

∗¦+S. Papadimitriou�<¡P��þ($�Ý
)§·�@�ò§w�´��ò�EiÎN��J[á
Úf�ü�¼ê�Ün�
"

†3©z[106]¥§S. Papadimitriou�<ò fi , i = 1 ∼ KØ�� fi , i = 1 ∼ K− 1"
‡ù �¯K3S. Papadimitriou� < �©Ù ¥ v kJ� § Ø L 3 ¦ � �C++¢y � è ¥ §

1 � � f XÚ� [ · b ; � � æ ^ " X J I � � ' �C++� è § � ± �S. Papadimitriouue-
mail�stergios@heart.med.upatras.gr"�©�ök�°T�è���"
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G����êþ)∗"1�«ôÂ�E,Ý¦^S. Papadimitriou�<3,	ü�©

z¥æ^�aq�{?1í�"
S. Papadimitriou�<(¡�T�è�Ù¦`:�kµ1) À^�·bXÚ�Å

ã�55¦�O�E,Ýé�§�èéN´¢y,?Úü?¶2)Á�w«T�è

�\��Ý'Ù¦éõDÚ�è¯�õ§XDES§IDEAÚRC5"

§6.3 S. Papadimitriou�<·b�è¥�¯K

3�!¥§·�ò�ÑS. Papadimitriou�<·b�è¥�3e�¯K¿�Ñ
�[�?Ø"

• 3T�è�¢S¢yÚpS�5�m�3Ø��N�gñµ²©Ú�©��

�d, e7Lv
�±�ypS�5§
§�q7Lv
�±¦�T�è�¢
S¢y¤��U"

• 'u¤k�U�J[G��êþ�í�´�Ø�"

• S�5©Û´Ø�(�§éu¡ÞôÂ�S�5�p�
"

• �è�¯�\�Ú)�TT�6u1��"�µdÚe3����þ�gñ"

• �êiz·bXÚ3k�°Ýe¢y�§ÄåÆA5�òz7L¦^�
�
{\±Uõ"

• vk²(/£ãXÛl2e��ê¥ÀJ2d�J[áÚfÚXÛ��Å/©
�2e�J[G��2d�áÚf§�vk²(£ãXÛ)¤��Ý
P"

§6.3.1 dÚe��þ�gñ

3S. Papadimitriou�<��è¥§²©©|���d'A§�©©|��
�e'A"�
JøpS�5§dÚe7Lv
�"�´§·�5¿�dÚe7Lv

�§±¦�J[G��m�ïáÚ�;¡��U"4·��ÄXeü�¯¢µi)
�Ñ3J[G��mïáþ��m�O(2e)¶ii) J[G��mI���;�m��
�O(2e)"w,§eØU��§��5`e > 303���PCÅþÒ®²A�ØU¢
y(230 = 1G§ùo���;�m¬¦�J[G��m�ïá�~�~�ú§¿3
��S�Ø�u1GB�PCþ��è¢y��Ø�U)"ù�§Q,dÚeØU��§
��ôÂö��O(2e)��©9ÙéA�²©§¦/¨Òk�U°(­ïJ[G�
�m±ô»T�è"ù¿�XT�èé®�/ÀJ²©ôÂ´ØS��[143, 144]"
3�f�^�e§XJôÂö�±��v
�(�´�u2e)²©ÚéA��©§
¦/¨Òk�U¦^�E��©Ð¢Ü{^r"

∗3©z[106]¥§3Tª¥¦^
N, K, M§�´ùp�N, KéN´Ú�§(6.1)¥�NÚK· "�
;

�ù«· §3�Ù¥·�¦^���n, k, m�O©z[106]¥�N, K, M"
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¢Sþ§DÚ�èÆ���Ø%?ÖÒ´�O��3����e�!d²©
��©���5ü�§ùp���5V�Ú©z[106]¥�J[G��m��^
´���Ó�"��
ó§ù�^5\�²©Ú)��©���5V�´¦^
��L«���5ö�§
Ø´�©z[106]¥�J[G��m@�¯kO�Ð
�"@o��oØ��¦^ýkO�¿�;Ð���5V�Qºù´du�²
©Ú�©���v
��§TN��L«Ú�;¬C�¢SØ�1"~X§4

·��Ä�eDESµ²©Ú�©����64'A§w,§¦^k���;�m§
·�Ø�UL«Ú�;��ò264�²©N��264��©�N�(264 = 16GG!!)"
ùp§·��¿Ú^B. Schneier3¦��èÆ��Ö5A^�èÆ6(Applied
Cryptography)[143, §14.10.7]¥�`{µXJ\k��ã���;ì�±�;ã�

�SÝ§@o�O��S��©|�è¬C��~N´" lù��«*:w§S.
Papadimitriou�<��è¥¦^�J[G��mù�Ä��{QØ¢S�ØS

�"

§6.3.2 ¤k�U�J[G��mêþ��Øí�

3©z[106]¥§�
�OS. Papadimitriou�<��èé��­ïJ[G�
�m�S�5§¤k�U��mêþ�í�Ñ5µ(k!)m · kn−k·m"Äuþã(
Ø§S. Papadimitriou�<(¡T�è�S�5'Ù¦�DÚ�è�p�õ§
XDES§IDEAÚRSA"

3��!¥§·��Ñ©z[106]¥�Ñ�þãk'í�´�Ø�§�(��
mêþØ´(k!)m · kn−k·m"*	©z[106]¥�Ñ�í�L§§�Ï�±ÏLe¡
ü�¯¢\±)ºµ1) duØÓ�mk�G��U31��ã�À¥§Tê��U
�$�¶2) duÜ©ü��­EOê§Tê��U�p�"éu1��¯K§·
��±�Ñ��~f"e¡ü«ü�AÚB´�Ó�§�´3S. Papadimitriou�
<�í�¥�­EOêµAÚB¥¤k�G�Ñ�©���Ó�áÚf§�´é
uA
ó��G�SVa 31��ã�©��áÚfVa¥§éuB
ó��G�SVa 3
1��ã�©��áÚfVa¥"Q,þ¡ü�¯KÏLgñ��ªK��ª(
J§ý¢�êþ�U'(k!)m · kn−k·m�§��U'T��"

3e¡§·�òÁãÏL,	�«å»)ûù�¯K"·�5¿�Xe¯
¢µ©��Ó��áÚf¥�¤kJ[G��gSØ¬K��©�)�§¦+ù
¬¦�Ó��²©éA��©ØÓ"Ï
§¤k�U�J[G��m�êþ�±

­#£ã�eã|Ü¯K�)µòn�ØØØÓÓÓ�¥�\k�ØØØÓÓÓ��f§z��f¥
���m�¥(n ≥ mk)§kõ�«�U��{º

þã|Ü¯K��()´�oQº¯¢þ§¦�©�ö¤�§Ø
�þA
~(1�aStirlingê´m = 1�T¯K�A~[220])§�8c��T¯KÿØ�3w

ª�)Û)"b�¤¦�êþ�g(n)§8céT¯K��Ð�)´��4í)µ
�n = mk�µ

g(n) =
(

mk
m, m, · · · , m

)
=

(mk)!
(m!)k " (6.2)
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�n > mk�µ

g(n) =

n−1
∑

t=mk
g(t)

(
k ·
(

n + m− 1
t

)
−
(

n + m− 1
t− 1

))
n−mk

k
·
(

n + m− 1
n

) " (6.3)

þã4í)�í�'��¡§Ïd·�ò§�3�Ù�N¹¥"þã(J�©

z[106]¥�Ñ�(J��ØÓ"'X§�n = mk§�(�A�´
(mk)!
(m!)k §�´©

z[106]¥�Ñ�(J�(k!)m"3õê�¹e§S. Papadimitriou�<�Ñ�(J
'ý¢���"@o·�´Ä�±`S. Papadimitriou�<��èS�5�$�

º�Y´Ä½�§·�ò3e¡���!?Øù�¯K"

§6.3.3 Ø��S�5©Û

3 þ � � ! §·� ® ² � Ñ ¤ k � U � J [ � m �êþg(n)A ���
§(6.2)Ú(6.3)L«�ê�§
Ø´©z[106]¥�Ñ�(k!)m · kn−k·m"3��!
¥§·�ò?�Ú�Ñg(n)�ê�Ú¤k�U���êþØU��^5y²�è

�S�5§�Ò´`§S. Papadimitriou�<3©z[106]¥�Ñ�S�5©Û´Ø

T��"ù´eã¯¢F1�F4�g,(Ø"
F1) �Ü©J[G��m��C
ØU�y·b�è�pS�5"�
½þ£

ãü�J[G��mA, B��É(�q5)§·�Äk½ÂAÚB�m�ålù��

�Vgµd(A, B) = ∑n
i=1 Com(Ai, Bi)§Ù¥Ai, Bi©OL«AÚB¥�¹1i�J[

G��J[áÚf§

Com(Ai, Bi) =

{
1, Ai 6= Bi

0, Ai = Bi
" (6.4)

ùp§d(A, B) = 1 ∼ nL«A, B¥�©��ØÓJ[áÚf�J[G��êþ"
w,§d(A, B)��§ü�J[G��mA, B��C"

��d(A, B)5����g,(Ø§éuþ!©Ù�²©§�q�J[G��
m¬�)�q��©"Ï
§ôÂö�±¦^���q�J[G��m�Oý¢
�G��m)��Ü©�©(¦^�J[G��mÚý¢���q§�õ�²©�
±�)�)"�
��v
p�S�5§ü��^�J[G��mA, B�m�ål
A�v
�(d(A, B) = n´n��§d(A, B) ≥ n/23�õê�¹e´�1�)§�
´ù��/Ð�0J[G��m�êþ�'�§(6.2)Ú(6.3)¥�Ñ�ê���õ
�õ"

F2) ¿Ø´¤k�J[G��mÑ�±^·bXÚ(6.1)�EÑ5"��[·b
;�{x(i)}∞

i=1ÚJ[G��m��E�{�½§)¤�J[G��m�Ò��(

½
"ù¿�X¤k�U)¤�J[G��m�êþ�¤k�U�[·b;��
êþ¤��§¿Ø�´d�§(6.2)Ú(6.3)��(½"@o�.kõ��U�[·
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b;�Qºw,§[·b;��êþ�¤k�U����êþ(½§�Ò´¤k
���ëêÚÐ©^��êþ"

3S. Papadimitriou� < � � è ¥ § � §(6.1)� eã� � ëê� ^ � �
�∗µaij, bij(i, j = 1 ∼ K)§Ri, Li(i = 1 ∼ K)Ú f1 ∼ fK�NK� ä : �(X
J f1 = f2 = · · · = fKK�kN�ä:�)†"b�þãëê�O�¯aÝþ
�2−L(L´æ^�k�°Ý)¿��ÜëêÑ��3«m[0, 1]þ§·��±oÑ

/O�Ñ¤k�U���êþ‡µNK = (K2 + 2K) · 2L + K ·∏N−1
i=0 (2L − i)/N!"

��/§2 < N � 2L¿�2 < K � 2L§KNK ≈ K · 2LN/N!(� f1 = f2 = · · · =
fK�§NK ≈ 2LN/N!)"

F3) ØÓ����U�)�Ó�J[G��m"XJNK > g(n)ù�¯¢w

,´�(�"Úþ��¯¢F3�å§·��±w�S. Papadimitriou�<�è�
S�þ��min(g(n),NK)"Ï
§¦+�n = 2eÚm = 2dv
��(d = e = 8Ò
�v
�
)g(n)�U�~ã�§�´S. Papadimitriou�<�è�¢SS�5
���NK¤��"dþ¡�ã¥�Ñ�NK�Cq�§S. Papadimitriou�<

�è3¡ÞôÂe������Cq�uLN − log2(K/N!)§�dÚeé�
¦
�g(n) < NK¤á�§�U'LN − log2(K/N!)���"

F4) du·�3§6.3.1¥?Ø�dÚe���¡�gñ§S. Papadimitriou�<�

�èé®�/ÀJ²©ôÂ!ÀJ�©ôÂÑ´ØS��"ù�¯K3§6.3.1¥®

²?ØL
"�±w�S. Papadimitriou�<��èéùn«ôÂ����Ñ�

ke§��5`§§'LN − log2(K/N!)���õ"

§6.3.4 Ù¦¯K

T�è�{�\��Ý�6u'udÚe���gñ"3©z[106]�Table
2¥�Ñ
T�èÚ�
DÚ�è\��Ý�'�§ÿÁ²�´��96MBS�

�433MHz�m�(Celeron)r PC"S. Papadimitriou�<��è�\��Ý��

���~p��µ327.2Mbps§ù'Ù¦�¤k�èÑ�¯�õ"ùC��{
�\��Ý�±ù�5)ºµ��J[G��mïáå5§\�Ú)�L§(��
�Ú)Ò�±ÏL{ü��éL(Look-Up-Table)ö�5¢y"�´�P4ù�`
:´ïá3eã"�Ä:þ�µ��J[G��m7LÄkïáå5¿�;3S
�¥§
·�§6.3.1¥®²�Ñ3ù�"�¦��èØ¢^ÚØS�"

vk²(/£ãXÛl2e��ê¥ÀJ2d�J[áÚfÚXÛ��Å/©

�2e�J[G��2d�áÚf§�vk²(£ãXÛ)¤��Ý
P"duéõ
��Å?è�{Ñ�±^5¢yþã�n«ö�§ù�¯KØ�Ù¦¯K@oî
­"�,
§ØÓ��{¬��ØÓ���Å5§l
�U��ØÓ�5U",

∗Ð©^�3©z[106]¥vk�^�����Ü©"3S. Papadimitriou�<�C++�è¥§0.1^5Ð
©zx1(0) ∼ xK(0)"

†3©z[106]¥§ fi�ä:êþ3Sec. 2.2^NL«§
3Sec. 3KC¤
n"3�Ø©¥§·�©ª¦
^N"

‡S. Papadimitriou�<3©z[106]¥vk�ÑNK�äNí�L§§�´ïÆÖöëw¦��,	ü�

©Ù[30, 219]"ùp§·�¦^�«Ø��Ó��{í�NK��"
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	§XJ·���
=«�{�¦^§½N�Ué)¤�J[G��m?1©
Û"ù��©Û�U���
#�ôÂ�{§¦ÙôÂE,Ý$u¡ÞôÂ"

3k�O�°Ýe¢y�·bXÚ�ÄåÆA5òz"·�3§2.5.1¥®²�

Ñ§ù��ÄåÆA5òz3¤k�êiz·bXÚ¥ÑU�3§
�7L¦^
·����\±Uõ"

§6.4 ��¢S~f

�
rNS. Papadimitriou�<��è¥�3�S�5Ú¢^5�m�gñ§
ùp·�ÏL��äN�~f?1?�Ú�)º"�Ä�·bXÚ�´^5)
¤äkp����J[G��m§·�òæ^LogisticN�F(x) = 4x(1− x)O
�©z[106]¥ïÆ�·bXÚ±{z¯K�?ØÚÁ��O§ùØ¬é�è

�5Uk?Û¢S�K�"b�d = 6, e = 8§��À�LogisticN��Ð©^
�x0 = 0.1111"Ø���5§-m = 3§2d�J[áÚf!Ù¦2e − 2d�J[G
��©�(=N�Fv)Ú��Ý
PÑ3eã��Åêu)ì���e)¤∗µXÚ
¥Si���Å¼êrand§(��½öúm�)Ð©«f�s = 0.2222"ùp�5
¿x0ÚsÑvk�¿/ÀJ�AÏ�±|±·��©Û"ïáå5�N�Fv(=J
[G�ÚJ[áÚf�m�'é'X)Ú��Ý
P©Ow«3ã6.1Úã6.2¥"

éuù����èXÚ§XJ·��±��v
�®�/ÀJ²©/�©é§
Ò�U��(½5�)�¼êP−1 ◦ Fv"Q,d, eØU��§·��±òù�¼
ê3O�Å¥�;��éL�)��Y��©"¤I�®�/ÀJ²©êþ´
õ�Qº3ã6.3¥§3b�²©3lÑ8Ü{0, 1, · · · , 2d − 1}þþ!©Ù�cJ
e§·��Ñ
���J[G�/J[áÚf�êþÚ®�/ÀJ²©êþ�m

�'X"�±w�O(2e)²©Ò®²v
��¤k2e�J[G�(=¤k��U�
©)§O(2d)�²©Òv
���Ü2d�J[áÚf"O(2e)�²©¿�X�oº�
Ä�²©´6-'Aê§O(28)�²©==¿�X��192�i!§�V��u��
���=©éf"��¤k�2e�J[G�Ñ��
§·�Ò�±­ï�©-²©
N�(=)�¼ê)P−1 ◦ Fv"w,§ù�S�5"�´dd, eL���E¤�"XJ
O\d, e��±Jp-|ùaôÂ�Uå§Fv�ïáÚ�;¬C�¢SþØ�1"

��§4·�5ww¤k�U�N�Fv�êþ"�n = 2e = 256, m = 3, k =
2d = 64�§n�¥3k��f¥(z�p¡��m�¥)�¤k�U�{Xd��

±�uý�õê�Æ$�^�Ñ¬ÄÑµg(n) � 10308 ≈ 21023"�´§¤k
�U�Ð©^�x0�êþ�����ug(n)"�x0´��IEEEIO�V°Ý2
:�ê(64-'A)�[217]�§Nk = 262 � g(n)"Ï
§-|¡ÞôÂ�E,Ý
�O(min(g(n),Nk)) = O(262)"�´§d§6.3.1¥�©ÛÚþ¡�Á�êâ·�
�±��§3®�/ÀJ²©ôÂe�E,Ý�kO(2e) = O(28) � O(262)"

∗�X·�3§6.3.4�Ñ�§©z[106]vk�Ñù�¡�äN�-"
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§6.5 S. Papadimitriou�<�·b�è¥�È4�¡

¦+S. Papadimitriou�<�·b�èkØ�¯K§¿�ÙÄ�(�Ø·Ü�
ES��·b©|�è§T�è¥æ^��
Ä��{�U�´k^�"

��k^��{´òS. Papadimitriou�<�·b�èl©|�èC��6�
è��U5§ù�U�±B�­ïJ[áÚf�LÚ��Ý
P�ôÂ�{(ÏL
®�/ÀJ²©)"�«�U��{´�)�C���Ý
P§½ö¦^��6ªf
�è· S. Papadimitriou�<�·b�è��©"3êiz·b�è¥¦^ù�

��{�~f312Ù¥®²J�"
,	��k^�:f´d[·b;��EJ[G��m��{§§�U

^5)¤Ã�����5�SÝ(n × m)[143, 144]"w,§ù��·bSÝ�6u
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ã 6.4: dO(2e)�®�/ÀJ²©­ï��©-²©N�P−1 ◦ Fv

��§Ïd�±8¤��
DÚ�è¥�E#�Äu·b�©|�è"¢S

þ§�X·�3§2.4.2¥J��§ùaÄu·bSÝ��è®²��
ïÄöJ
Ñ[52, 105, 108, 112]§ØL�I��[��ïÄ±©Ûùa�è�5U"

§6.6 �Ù�(

3�Ù¥§·��Ñ
S. Papadimitriou�<3©z[106]¥JÑ��a·b�
è�"�µ1) dÚe��ØUÓ��y�è�¢S¢yÚpS�5¶2) ¤k�U�
J[G��m�í�´�Ø�¶3) Ø��S�5©Û���è�S�5�p�

¶4) ��¯�\��Ý�6u1��"�¶5)êiz·bXÚ�ÄåÆA5ò
zI�ÖÍ¶6) "y²(��«`²XÛ�EJ[G��m"
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��
ó§dudÚeé�§S. Papadimitriou�<��è´Ø¢^§
�é
®�/ÀJ²©ôÂÚÀJ�©ôÂØS�"XJ'udÚe���"���Ø�
{§'u\��Ý�`:Ò¬��",	§�â·�3§6.3.3¥�?Ø§T�è

é¡ÞôÂ�S�5Ø�©z[106]¥©Û�@or§é¡ÞôÂ����Ø¬�

uLN − log2(K/N!)"

N¹µ§6.3.2¥|Ü¯K�4í)

ùp§·��Ñ�§(6.2)Ú(6.3)�í�L§"
b�g(n)´�én�¤k�U��{�êþ"du

(x1 + x2 + · · ·+ xk)n = ∑
a1+a2+···+ak=n

(
n

a1, a2, · · · , ak

)
xa1

1 xa2
2 · · · xak

k § (6.5)

·�k

g(n) = ∑
a1+a2+···+ak=n

ai≥m

(
n

a1, a2, · · · , ak

)
" (6.6)

�Äeã�ê)¤¼êµ

∑
n≥mk

g(n)
xn

n!
= ∑

n≥mk

 ∑
a1+a2+···+ak=n

ai≥m

(
n

a1, a2, · · · , ak

) xn

n!

= ∑
n≥mk

 ∑
a1+a2+···+ak=n

ai≥m

n!
a1! · a2! · · · ak!

 xa1+a2+···+ak

n!

=

(
∑

a≥m

xa

a!

)k

" (6.7)

l

(

∑
a≥m

xa

a!

)k
´g(n)�)¤¼ê"

w,§�Ñ^n, m, kL«�g(n)wª)ÛL�ª´(J�§Ïd4·�5ï
ÄXÛ��g(n)�4í)Ûª"

ò�§(6.7)­�� ∑
i≥mk

g(i)
xi

i!
=
(

∑
a≥m

xa

a!

)k
§¿éü>Ó�¦���µ

∑
i≥mk−1

g(i + 1)
xi

i!
= k ·

(
∑
j≥m

xj

j!

)k−1

·
(

∑
j≥m−1

xj

j!

)
§ (6.8)
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ü>Ó¦± ∑
j≥m

xj

j!
§

(
∑

j≥m

xj

j!

)
·
(

∑
i≥mk−1

g(i + 1)
xi

i!

)
= k ·

(
∑

a≥m

xa

a!

)k
·
(

∑
j≥m−1

xj

j!

)

= k ·
(

∑
a≥mk

g(a)
xa

a!

)
·
(

∑
j≥m−1

xj

j!

) "

(6.9)
�§(6.9)��>(LHS)�

LHS = ∑
i≥mk+m−1

 ∑
s+t=i
s≥m

t≥mk−1

(
g(t + 1)

s!t!
xi
)

= ∑
i≥mk+m−1

 ∑
s+t=i
s≥m

t≥mk−1

g(t + 1)
(

i
s

) xi

i!
" (6.10)

�§(6.9)��>(RHS)�

RHS = k · ∑
i≥mk+m−1

 ∑
s+t=i

s≥m−1
t≥mk

(
g(t)
s!t!

xi
)

= ∑
i≥mk+m−1

k ·

 ∑
s+t=i

s≥m−1
t≥mk

g(t)
(

i
s

) xi

i!
" (6.11)

l
·�keã(Øµ�i ≥ mk + m− 1�§

∑
s+t=i
s≥m

t≥mk−1

g(t + 1)
(

i
s

)
= k · ∑

s+t=i
s≥m−1
t≥mk

g(t)
(

i
s

)
" (6.12)

dus + t = i§
(

i
s

)
=
(

i
t

)
§Kþª�±=��Xe/ªµ

i−m

∑
t=mk−1

g(t + 1)
(

i
t

)
= k ·

i−m+1

∑
t=mk

g(t)
(

i
t

)
" (6.13)

3þª�ý�Cþ��t′ = t + 1��

i−m+1

∑
t′=mk

g(t′)
(

i
t′ − 1

)
= k ·

i−m+1

∑
t=mk

g(t)
(

i
t

)
" (6.14)
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d�§(6.14)§·��±��g(n)�4í)"
�n = mk�µ

g(n) =
(

mk
m, m, · · · , m

)
=

(mk)!
(m!)k " (6.15)

�n > mk�µ-i − m + 1 = n§i = n + m − 1"òi = n + m − 1�\�
§(6.14)��µ

n

∑
t=mk

g(t)
(

n + m− 1
t− 1

)
= k ·

n

∑
t=mk

g(t)
(

n + m− 1
t

)
" (6.16)

z{þã�§��µ

g(n) =

n−1
∑

t=mk
g(t)

(
k ·
(

n + m− 1
t

)
−
(

n + m− 1
t− 1

))
n−mk

k
·
(

n + m− 1
n

) " (6.17)

d�§(6.15)Ú�§(6.17)§T¯K�)"
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1ÔÙ üaYen-Guo·bã�\��{�©Û

1ÔÙ üaYen-Guo·bã�\��{�©
Û

§7.1 Úó

�Xpé��×�uÐ§�äþ�êiã��DÑÚ��C��5�ª�§
ù¦�êiã��S�5C��5�­�",	§3éõA^|Üêiã��S

��;ÚDÑÑI�A½���5p�S�5§'XG¤>À§�Æ¤�XÚ§
�^ã�êâ¥/Ï&XÚ§�k3�ã�ÑÖ(X3���<�þ)§��"�


÷vã�S��I�§éõã�\��{�JÑ[18, 85, 89, 132–138, 221–225]§ØLÙ

¥��
�{[223–225]®²��´ØS��[221, 226]"
·�3§2.4.6¥®²J�§Ø�·bã�\��{[18, 85, 89, 132–138]®²�J

Ñ§Ù¥����Ü©´dJ.-C. YenÚJ.-I. Guo(�<)JÑ�[132–135, 137, 138]"Yen-
Guoã�\��{Ä�þÑ�Ì��aq��Og´µ��·bN�(LogisticN
�3¤k�Yen-Guo·bã�\��{¥¦^)����·bPRNG§TPRNG^
5��ã��������½O�"lî���èÆ�Ýw§�Ü©Yen-Guo·
bã�\��{ÑØ
S�§®�/ÀJ²©ôÂ�E,Ý'¡ÞôÂ�(Ü©\

��{�±�3=kA�®�²©ã���¹e�ô»)"�Ùò0�·�'u
ü«Yen-Guo·bã�\��{��è©Ûó�§ùüaã�\��{©O�J.-
C. YenÚJ.-I. Guo(�<)¡�CKBA(Chaotic Key-Based Algorithm)[134]ÚBRIE(Bit
Recirculation Image Encryption)[132]"ü«�{Ñvk²Lc[��O±;�®

�/ÀJ²©ôÂ§ÏdÑØ
S�"Yen-Guo·bã�\��{�ØS�`²I
�\r&Ò/ã�?n+�Ú�èÆü�+�ïÄ�m�éX"

�Ù�|�Xe"3§7.2¥§·�éCKBAÚBRIE��{ü0�"CKBA��
è©Ûó�3§7.3¥�Ñ§¿�Ñ
�
~f`²ôÂ��15"BRIE��
A
Ï�S�¯K3§7.4¥�Ñ"éBRIE��è©Û3§7.5¥?1?Ø"�
äN�
Á�(J��¹3§7.4Ú§7.5¥"3§7.6¥·�?Ø
éCKBAÚBRIE�U�U?
��"���!´�Ù�("

§7.2 üaYen-Guoã�\��{µCKBAÚBRIE

§7.2.1 CKBAµChaotic Key-Based Algorithm(Äu·b����{)

CKBA�\�L§�±{�/£ãXe"b�²©ã��º��M × N"
ÀJü�i!Cþkey1!key2Ú��·bXÚ(LogisticN�)�Ð©^�x(0)�
�XÚ��"$1T·bXÚ�)[·b;�{x(i)}MN/8−1

i=0 (b�MN|8)",�
dx(i)�16-'A�?�L«/ªx(i) = 0.b(16i + 0)b(16i + 1) · · · b(16i + 15))¤
����Å'AS�{b(i)}2MN−1

i=0 "��)¤
{b(i)}§\�L§=�m©"é²
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©�� f (x, y)(0 ≤ x ≤ M− 1, 0 ≤ y ≤ N − 1)§éA��©�� f ′(x, y)deã5
K(½µ

f ′(x, y) =


f (x, y) XOR key1§b′(x, y) = 3
f (x, y) XNOR key1§b′(x, y) = 2
f (x, y) XOR key2§b′(x, y) = 1
f (x, y) XNOR key2§b′(x, y) = 0

§ (7.1)

ùpb′(x, y) = 2× b(l) + b(l + 1)§l = x × N + y"XORÚXNORö�Ñ´éÜ
�§Ïd)�L§Ú\�L§���Ó"du¿Ø´¤k���Ñ�±�)Àú
þv
·Ï��©ã�§I�÷veãÀJkey1Úkey2�OKµ∑7

i=0(ai ⊕ di) =
4§ùpkey1 = ∑7

i=0 ai × 2i§key2 = ∑7
i=0 di × 2i"

§7.2.2 BRIEµBit Recirculation Image Encryption('AÌ�£ ã�

\�{)

BRIE� Ä � \ � g ´´� � � � Ì � £ § T £ ö � � � � · b�
�ÅS�¤��"BRIE���´ü��êα, βÚ����·bXÚ(LogisticN
�)�Ð©^�x(0)"ùp§·�b�²©ã��º��M × N"$1T·b
XÚ)¤[·b;�{x(i)}d(MN+1)/8e−1

i=0 ",�d8-'A�?�L«/ªx(i) =
0.b(8i + 0)b(8i + 1) · · · b(8i + 7))¤����Å'A6{b(i)}MN

i=0 "éu²©�

� f (x, y)(0 ≤ x ≤ M− 1, 0 ≤ y ≤ N − 1)§éA��©�� f ′(x, y)Xe(½µ

f ′(x, y) = ROLRq
p( f (x, y))§ (7.2)

ùpp = b(N × x + y)§q = α + β× b(N × x + y + 1)§ROLRq
p´��dëêp�

��q'AÌ�£ ö�µ

ROLRq
p(x = b7b6 · · · b0) =


7
∑

i=0
bi · 2(i−q+8) mod 8, p = 0

7
∑

i=0
bi · 2(i+q) mod 8 , p = 1

" (7.3)

)�L§�±L«�µ

f (x, y) = ROLRq
1−p( f ′(x, y)) = ROLR8−q

p ( f ′(x, y))" (7.4)

w,§BRIE´�«���O��è§= �(x, y)?��©��=d�Ó �

�²©��û½"J.-C. YenÚJ.-I. Guo(¡BRIEI�é$�$�E,Ý§
�d
ub(i)�¹MN + 1�d·bS�)¤���'A§Ïd�äkép�S�5"�
´§·�ò�Ñ3BRIE¥�3�
î­�S�¯K§¿�Ñ®�/ÀJ²c©ô
Â�±ô»BRIE"BRIEÅ�\�²©ã�§ù3¢SA^¥Ø´é�B"3�Ù
¥§·�òBRIEU�3Å1\��ªe$1§ùØ¬K�BRIE�?Û5U"
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§7.3 CKBA��è©Û

§7.3.1 ��©ôÂ

J.-C. YenÚJ.-I. Guo(¡µdu{b(i)}2MN−1
i=0 k2MN���Å'A§CKBA-

|��©ôÂ�E,Ý�22MN"¯¢þù�`{´Øé�§�Äeã¯¢µ
ù2MN�'A�·bXÚ�§ÚÙÐ©^�x(0)��(½§
x0�k16���'

A"¢SþCKBA���´key1§key2Úx(0)§3��©ôÂeÏL¡ÞôÂ�±

����"du��o��¹2× 8 + 16 = 32�'A§���A�32"�Ä��
�ÀJ���∑7

i=0(ai ⊕ di) = 4§Ø´¤k���Ñ�±3CKBA¥¦^§3�

Ü216 × 28 × 28 = 216���¥�k216 × 28 × C4
8 = 224 × 70 ≈ 230���´�^

�"Ïd����V�14 + 16 = 30"
O(�ôÂE,Ý�±Xe�O"²þ
ó§éu�Ì²©ã�§)¤

¤k�{b(i)}I�MN/8g·bS�§±9(28 × 70) × MN = 17920 × MN ≈
214 × MNgXOR/XNORö�"b��g·bS���gXOR/XNORö�Ñ�
��§Ko�ôÂE,Ý�215 ×

(
MN

8 + 214 × MN
)
≈ 229MN"�M, NØ��

�(M > 4§N > 4)§ù�E,Ý'22MN���õ"±þ©Û`²CKBAé¡Þô
Â�S�5�Ù�öJ.-C. YenÚJ.-I. Guop�
"duêiO�ÅÚ©Ùª$��
¯�uÐ§��¢SS���èI�O(2128)þ?�S�E,Ý§CKBA�S�5
w,Ø
"Ø���5§b�M = N = 1024 = 210(ù´�Ì���êiã��
;.º�)§ôÂE,Ý�229MN = 249"

§7.3.2 ®�/ÀJ²©ôÂ

3®�/ÀJ²©ôÂ¥§CKBA�±3==®�/ÀJ�Ì²©ã�9Ù

�©ã���¹e�ô»"b�ôÂö®��Ì²©ã� f ÚÙéA��©ã
� f ′(��þ�M × N)"éu²©�� f (x, y)§�©�� f ′(x, y)7�eão�
�¥���µ f (x, y) XOR key1§ f (x, y) XNOR key1§ f (x, y) XOR key2§ f (x, y)
XNOR key2"dua XNOR b = a XOR b̄§ f (x, y) XOR f ′(x, y)7�eão��¥

���µkey1§key1§key2§key2"Ïd§XJ·�ò f Ú f ′?1XORö�§�±

���Ìù�ã� fm§XJ�Ì�èã����Ø'M × N��{§·��±

¦^ fmO���K)�T�©ã�"éuº��uM × N��©ã�
ó§�ý

�MN�²©���±¤õ/)�"�� fm�O�E,Ý�kO(MN)§§Õáu
��key1§key2Úx(0)"

XJ·��)���äk��º���©ã���ÜSN§ÒI����(

����K = {key1, key2, x(0)}"Äu fm§�±éN´/O�ÑK"du fm��

¹o��U��Ý�µ{key1, key1, key2, key2} = {k1, k2, k3, k4}§ÏL¡Þßÿ·

��±��key1Úkey2��(�"ù�|¢L§Xe¤ãµ

• 1�Úµßÿkey1 = km(-m = 1 ∼ 4)§±9key2 = k′m′ (-m′ = 1 ∼

104



ÜS�Ï�ÆÆ¬Æ Ø©

2)§ ù pk′1Úk′2´3key1® ² ( ½ � � ¹ e � ü � � U � �(,	ü �
´key1Úkey1)"

• 1�Úµ¦^eã5Ké¤k��O�b′(x, y)µ

b′(x, y) =


3§ fm(x, y) = key1
2§ fm(x, y) = key1
1§ fm(x, y) = key2
0§ fm(x, y) = key2

" (7.5)

• 1nÚµdb′(x, y))¤[·b;�{x(i)}MN/8−1
i=0 "

• 1oÚµu�{x(i)}MN/8−1
i=0 ´Ä÷v·b�§"XJ´�{§K|¢L

§(å§¿ÑÑ�c�key1§key2Úx(0)§ùÒ´�(����K"ùp�

5¿·�¢SþØI�O���[·b;�§
�I�O�ü�·bG
�x(0)Úx(1)§ùéu�ä[·b;�´Ä÷v·b�§®²v

"

w,§l fmíÑ��K�O�E,ÝÌ�d1�ÚÚ1nÚû½"��5
`§TE,Ý�O(MN)§���u�� fm�E,Ý"

éu'®�/ÀJ²©ã�º����©ã�§�k,	���U��{)
�T�©ã�"d§2.5¥�?Ø·���µ�·bXÚ3L-'Ak�O�°Ý
e¢y�§[·b;��±ÏÌ�¬'2L��õ"éuCKBA
ó§k�°Ý
�L = 16§z�[·b;��±ÏØ¬�u216§ù�Nõ²©ã��º��'Ø


�"é��256× 256�ã�§)¤�[·b;�{x(i)}��Ý�MN/8 = 213"
éuéõÐ©^�x(0)
ó§{x(i)}�Ì�±Ï$�'213���"ù��{§X

J®�ù�ã� fm�º��256× 256 = 216½ö���§·��UlTã���
�����[·b;�±Ï§l
��?Ûº��ù�ã�"ù�Ò´`§ØI
���O(���K§��º�v
�(�u�u256× 256)�ù�ã� fmÒ�±

)�¤k��©ã�
"·��Á�|±ù�Øä(ëwe��!Úã7.4)"b�
����©ã�º��M′ × N′§d fm�� f ′m�E,Ý�O(M′N′ + MN)"
·���§®�/ÀJ²©ôÂ3Ó������E¦^\�õ�²©��

¹e�~k^§cÙ´é�êþ�²©Ñ¦^Ó����\���¹[143, 144]"
����Ð��èXÚ§-|®�²©ôÂ�Uå´�~­��§
���´
I��§ù´Ï�eã¯¢µXJB�Ó�����E¦^§��+n3éõ
A^¥ò¬C���E,ØBÚ(J"w,§©z[134]¥ïÆ�¦^CKBA\

�MPEGÀª6Ø´��²���{"��\�Àª6¥���²©v�ôÂö
��§¦/¨Ò�u��
¤k�v§=��Àª6"

§7.3.3 Á�

�
�yþ¡�®�/ÀJ²©ôÂ�¢^5§·�3��!�Ñ�
¢S

�Á�(J"��ëêr = 4�LogisticN�3·��Á�¥^�·bXÚ§§
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±16-'A°Ý¢y"

a) Lenna.bmp(256× 256) b) \���Lenna.bmp

ã 7.1: ��®�/ÀJ²©ã�Ú�A��©ã�µCKBA

éu����Å�)���K = {key1, key2, x(0)}§��®��256× 256�
²©ã� f (Lenna.bmp)9Ù�©ã� f ′3ã7.1¥�Ñ"·��±éN´/��ù
�ã� fm = f XOR f ′(ã7.2a)"

�K��^5\�,	�Ìº��Ó�²©ã��(ã7.2b–c)§�©ã��±

��^ fm)�(ëwã7.2d)"
�K^ 5 \ � � � ä k � � º � � �©ã�(384 × 384§ ë wã7.3a–

b)�§ fm�U)�ã��ýMN���(ëwã7.3c)"�
)���ã�§·
�I�d fm�Ñ�(���K"¦^þ��!£ã��{§·��±é¯�
�key1 = 92, key2 = 36, x(0) = 12830/216§,����©ã�=��)�(ëw
ã7.3d)"

3��!¥§·��J�
,	�«)���²©ã���{"*	d®�

²©ã�Lenna.bmp(256× 256)���ù�ã� fm(ã7.2c)§·��±w��«5
K��ª­EÑy
9g"ù¿�X{x(i)}MN/8−1

i=0 �Ì�±Ï���u216/(8×
9) = 216/72"Ïd§d fm·��±éN´/��384 × 384²©ã��ù�ã
� f ′m§ f ′mw«3ã7.4a¥"¦^ f ′m�)�(Jw«3ã7.4b¥"

§7.4 BRIE��
S�"�

§7.4.1 ROLRö����"�

d��Å·bS�{b(i)}���ROLRö�´BRIE�Ø%"3BRIE¥¦^
�§ROLRkü���"�§ù¬ü$BRIE�S�5§¿��Ù3¢S¥�A^
��"

1) \��Ü©²©���U�±ØC( f ′(x, y) = f (x, y))"XJ�Ìã�¥

�¹Lõ�ù«��§K²©ã�3�©ã�¥�Ug5��"²©���
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a) ù�ã� fm b) Miss.bmp(256× 256)

c) \���Miss.bmp d)¦^ fm)��Miss.bmp

ã 7.2: ¦^ fm»)\��Miss.bmpµCKBA

±©�eão«aO∗"C1) 0§255µ f ′(x, y) ≡ f (x, y)§∀α, β"C2) 85§170µ
X Jα mod 2 = 0§ �q = α� f ′(x, y) = f (x, y)¶ X Jα + β mod 2 = 0§
�q = α + β� f ′(x, y) = f (x, y)¶XJα mod 2 = (α + β) mod 2 = 0§ f ′(x, y) ≡
f (x, y)"C3) 17, 34, 51, 68, 102, 119, 136, 153, 187, 204, 221, 238µXJα mod 4 =
0§�q = α� f ′(x, y) = f (x, y)¶XJα + β mod 4 = 0§�q = α + β� f ′(x, y) =
f (x, y)¶ X Jα mod 4 = (α + β) mod 4 = 0§ f ′(x, y) ≡ f (x, y)"C4) Ù ¦

¤ k � � Ý � µ X Jα mod 8 = 0§ �q = α� f ′(x, y) = f (x, y)¶ X Jα +
β mod 8 = 0§�q = α + β� f ′(x, y) = f (x, y)¶XJα mod 8 = (α + β) mod 8 =
0§ f ′(x, y) ≡ f (x, y)"

2) éu²©ã�¥äk�½�Ý��«�
ó§�õl«†�Ý��UÑy3
�©ã��T«�¥"ù�¯¢�UE¤T«��>�3�©ã�¥�©F"

w,§XJ�©ã�¥�¹�õ�Ý�ÃCz���Ú/½²©ã�äk�
õ��Ý��½�f«�§==ÏL*	�©ã�Ò�Ul¥���
'u²

∗ØÓ�­E�ª3���ØÓ�Ý���?�L�/ª¥ÑyµC1) l�­E'A– 0 (00000000)§1
(11111111)¶C2) o�­E�2-'A¡ä– 85 (01010101)§170 (10101010)¶C3) ü�­E�4-bit¡ä– 17
(00010001)§��¶C4 – vk?Û­E�ª"

†Tê�d�½�Ý���û½µC1 – 1§C2 – 1½2§C3 – 1 ∼ 4§C4 – 1 ∼ 8"
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a) Girl.bmp(384× 384) b) \���Girl.bmp

c)¦^ fm)��Girl.bmp d)¦^ fm��K�)��Girl.bmp

ã 7.3: ¦^ fm��K»)\��Girl.bmpµCKBA

a) d fm(256× 256)���ù�ã
� f ′m(384× 384)

b)¦^ f ′m)��Girl.bmp

ã 7.4: ¦^d fm���#ù�ã� f ′m»)\�
�Girl.bmpµCKBA
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a) Test_Pattern.bmp b) \���Test_Pattern.bmp

ã 7.5: ¦^BRIE\���ÌAÏã�

a) Lenna.bmp b) \���Lenna.bmp

c) Miss.bmp d) \���Miss.bmp

ã 7.6: ¦^BRIE\��ã�Lenna.bmpÚMiss.bmp§ëê
�α = 5, β = 1, x(0) = 0.75

©ã��k^&E"3ã7.5¥§·��Ñ
�é��AO�O�ã��Á�(
J§Tã��¹
�Üo«aO���(16���/«���Ý��g�0, 17, 34,
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..., 221, 238, 255)"�'ëê�α = 2, β = 4, x(0) = 0.75§·bXÚÀ���ëê
�3.9�LogisticN�"
¢Sþ§1��¯¢�±í2�������/"éu���½�f«�§

XJ�Ü�Ý�Ñ'��C¿��k�þ�Ý��$ i!´ØÓ�§3�©�
�Af«�¥¬kr>�2y"��
ó§f«�¥�Ý���C§ù«>�Ò
��ß"3ã7.6¥§Lenna.bmpÚMiss.bmp��~fü«
ù�¯K"·��
±3�©ã�¥é�²©ã��éõ­���>�"

§7.4.2 'uα, β�S�¯K

α, β�À�3©z[132]¥vkJ�"·�uyα, β7LÑleãn���±;

��U�ØS�Ï�§÷vù
�����k7× 7− 7− 2 = 40�§ù'�5�
êþ��õ§é�è©Û´k|�"

R1) 1 ≤ α ≤ 7, 1 ≤ β ≤ 7"�Ä�ROLRq
p = ROLRq+8

p §ù���´ég,

�"
R2) α + β 6= 8" X Jα + β = 8§ � L � � � � Ý � ò Ñ l f ′(x, y) =

f (x, y)(£�þ��!�?Ø)"ù�¯¢¬��²©ã�3�©ã�¥o÷/
w«Ñ5(�©ã�aqU\
��þíD([216]�²©ã�)"3ã7.7¥§·��
Ñ
α = 6, β = 2, x(0) = 0.75�ã�Lenna.bmpÚMiss.bmp�\�(J"

a) \���Lenna.bmp b) \���Miss.bmp

ã 7.7: ¦^BRIE\��Lenna.bmpÚMiss.bmp§ëê
�α = 6, β = 2, x(0) = 0.75(�ã7.6'�)

R3) α mod 8 6= 1, 7½ö(α + β) mod 8 6= 1, 7"XJØ÷vT��(�α =
1, β = 6½öα = 7, β = 2)§duROLR7

p = ROLR1
1−p¿�ROLR9

p = ROLR1
p§

¤k�²©��ò�1-'A�ROLRö�\�"(J§����²©ã���
À&E¬d�©ã�¥�¦Ñ5"�α = 1, β = 6, x(0) = 0.75�§'uã
�Lenna.bmpÚMiss.bmp�\�(J3ã7.8¥�Ñ"�±w��©ã��¹X

d�õ�r>�±�u²©ã�éN´��ßÿÑ5"
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a) \���Lenna.bmp b) \���Miss.bmp

ã 7.8: ¦^BRIE\��Lenna.bmpÚMiss.bmp§ëê
�α = 1, β = 6, x(0) = 0.75(�ã7.6'�)

§7.4.3 �p��é¡ÞôÂ�S�5

3©z[132]¥J.-C. YenÚJ.-I. Guo(¡µdu�©ã�d{b(i)}MN
i=0 (½§�

k2MN+1«�U�\�(J¶
¤k�{b(i)}é�{^r
óÑ´���§­

ï{x(i)}d(MN+1)/8e−1
i=0 ´�~(J�§ÏdBRIE´v
S��",
§dueã

¯¢þãØä´Ø�(�µ�ÜMN + 1�'Ad·bXÚ9ÙÐ©^�x(0)��

(½"��ôÂö��x(0)§¦/¨=�­ï{b(i)}MN
i=0 
)��©ã�"x(0)�

±ÏL¡ÞôÂ��"�,§�
»)BRIE§·��I���α, β"
y34·�O��e¤k�U���êþ"b�·bXÚæ^V°Ý2:$

�?1S�§Kx(0)äk63�k�'A(dux(0) ≥ 0ÎÒ 7,´")"�Ä��
^�α, βêþ�40§��oê�40× 263"

¡ÞôÂ�(�O�E,Ý�±Xe��"éuz���§�){b(i)}MN
i=0 I

�b(MN + 1)/8cg·bS�§\��©ã�I�MNgROLRö�"b��g

·bS�Ú�gROLRö�Ñ¤�Ó��m§²þ�¡ÞôÂE,Ý�(40 ×
263/2)× 9(MN + 1)/8 ≈ 267.5×MN§�M, NØ���TE,Ý'2MN��õ"
b�M = N = 512 = 29§ôÂE,Ý�267.5 × MN = 285.5 � 2MN = 2262144"w

,§BRIEé¡ÞôÂ�S�5�J.-C. YenÚJ.-I. Guo3©z[132]¥p�
"

§7.5 BRIE�®�/ÀJ²©ôÂ

XJôÂö���Ì²©ã�§¦/¨Ò�Uêþô»BRIE§ùéAX®

�/ÀJ²©ôÂ"

§7.5.1 ¦^ù�Ý
QôÂBRIE

b�® �/À J ²©ã�� f § Ù é A � �©ã�� f ′(º � þ�M ×
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N)" é u ²©� � f (x, y)§ �©� � f ′(x, y)7 ,´eã� l � � ¥ � �

�µROLR1
0( f (x, y)) ∼ ROLR7

0( f (x, y))"ÏL'� f (x, y)Ú f ′(x, y)§·��±

éN´/é������ê∗q(x, y)÷v f ′(x, y) = ROLRq(x,y)
0 ( f (x, y))"­E±þ

L§§·��±����ù�Ý
Q = [q(x, y)]M×N"XJ f (x, y)áuaOC4(£
�§7.4.1)§T�êq(x, y)�±^5)�Ù¦�©ã�¥T �þ��©��"X

J f (x, y)áuaOC1 ∼ C3§��5`q(x, y)ØU^5)�Ó� �þ�Ù¦�
©��"3$�´§éu�õêêiã�§�ÝáuaOC1 ∼ C3������

�uáuC4���"ù`²ù�Ý
Q�±^5)�±Ó���\��Ù¦�©
ã�"XJ�©ã��º�Ø�uQ�º�§Ø
�ê��	²©ã��±��

�¡E"ÀJLenna.bmp��®�/ÀJ²©ã�§·���
��ù�Ý
Q¿

¤õ/^§)�
¦^Ó���\��,	�Ìã�Miss.bmp"ù�Ý
QÚ)
���Miss.bmpã�3ã7.9¥�Ñ§Ù¥QUìeã�K=������Ýã
� fQµFQ(x, y) = q(x, y)× 32"�±w��k4�þ�²©��vk�¡E§ù

��éA�Lenna.bmp¥�²©���Ý�áuaOC1 ∼ C3"

a) d®�ã�Lenna.bmp���ù�
Ý
Q

b)¦^Q)��Miss.bmp

ã 7.9: ¦^ù�Ý
Q»)BRIE\��Miss.bmp§ëê
�α = 5, β = 1, x(0) = 0.75

¦^Q��»)óäke¡ü�¯Kµa) éuº��uM× N��©ã�§
�k��M× N����±�¡E"XJã�'M× N���õ§�¡E�Ü©
�UØU�N��ã���(SN"ã7.10�Ñ
�����ã�Peppers.bmp�
)�(J§§�º��384× 384"b) XJ®�²©�¹���C4��§Kvkv

õ�k�q(x, y)^5)��©��"O\®�²©ã��êþ§�±)û1�
�¯K"

∗XJ f (x, y)áuaOC4§=k��ù���ê�3"éuaOC1§ù���êêþ�8¶éuC2§
�4¶éC3§�2"
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a) Peppers.bmp(384× 384) b) \���Peppers.bmp

c)¦^Q)��Peppers.bmp

ã 7.10: ¦^ù�Ý
Q»)BRIE\��Peppers.bmp§ëê
�α = 5, β = 1, x(0) = 0.75

§7.5.2 dQ(½��

é²w§Q�3�¯K�������)û�{Ò´����α, βÚx(0)"�

���Q§·��±¦^eãÚ½é�α, β±9���x(0)"
1�Úµò®�/ÀJ²©ã�y©�8����ü �¬§,�Ïé��C4�

� f (x∗, y∗)§¦�Ù��ëYü�¬�¹����ÜÑ´C4��(��5`ù´N

´�)"
1�Úµ-α′ = 1 ∼ 7§β′ = 1 ∼ 7"
1nÚµXJα′§β′ØÑl§7.4.2¥���R1§R2ÚR3£�1�Ú¶
1 o Ú µ O � eãê� µq(1) = α′, q(2) = (α′ + β′) mod 8, q(3) = 8 −
q(1), q(4) = (8− q(2)) mod 8"
1 Ê Ú: d f (x∗, y∗)m©�16�C4� � � ù � ëêq(x, y)� �16� 'Ab(1) ∼
b(16)∗µ

• XJq(x, y) 6∈ {q(1), q(2), q(3), q(4)}§�£1�Ú¶
∗5¿éu?¿α, β§{q(1), q(3)} ∩ {q(2), q(4)} = ∅©ª¤á"
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• XJq(x, y) ∈ {q(1), q(3)}§b(i) = 0¶

• XJq(x, y) ∈ {q(2), q(4)},§b(i) = 1"

18Úµ¦^b(1) ∼ b(16)�Eü��?��êµx1 = ∑8
i=1 b(i) × 2−iÚx2 =

∑8
i=1 b(i + 8)× 2−i"

1ÔÚµXJx2Úx1Ñl·b�§§ò�c�α′Úβ′IP��(ëê�ÿÀ�"
�£1�Ú��α′ = 7¿�β′ = 7"
1lÚµ3¤k�ÿÀëê¥Ïé�(�αÚβ"
1ÊÚµ¡ÞôÂx1�Ù¦n− 8���'A§ùpn´[·b;��¢y°Ý"

3þãL§¥§XJ16�ëY�C4��´²©ã��Þ16����{§x1 =
x(0)¶ÄKx1´��x(0)�����§Ï�x1�±^5)�¤k3x1��Ñy�
�©��"þãL§�|¢E,ÝÌ�d1ÊÚû½"�n = 63(V°Ý2:�

{)§E,Ý�255§�´k:�"�´Ú{ü¡ÞôÂ'�å5(ëw§7.4.3)§�
��ü$
��log2(40× 28) ≈ 13.3�'A"

§7.6 XÛU?CKBAÚBRIEº

3c¡·�®²ÏLnØ©ÛÚÁ�L²CKBAÚBRIEé®�/ÀJ²©ô
ÂÑØ
S�"3�!¥·�ò?ØXÛOrùüa·bã�\��{9�'�

��5U"

§7.6.1 U?CKBA

OrCKBAS�5��{ü��{´O\key1Úkey2�'Aên§±9x(0)�
¢y ° Ýn′" � A / § À Jkey1Úkey2� O K � C�∑7

i=0(ai ⊕ di) = n/2∗"
ù � � « { ü � O r .CKBAé��©ô Â ä k � r � - | å " b�n >

8§n′ > 16§�±�ÑôÂE,Ý�(2n′−1/(n′/2))× (2n × Cn/2
n /2)× (MN)2 =

2n+n′−1/n′ × Cn/2
n × (MN)2"�n = n′ = 32(�Ä32-'A�êâ3êiO�Å

¥¦^��2�)±9M = N = 512 = 29�§E,ÝCq�u2123.16",	§
�n′ = 32�§{x(i)}MN/8−1

i=0 �Ì�±Ïéu�õê²©ã�Ò®²v
�
†§
Ïdd®��ù�ã� fm����� f ′m¬C�(J�õ"�´§T��ØUO\

d fm��K�E,Ý§Ï�TE,Ý=dMÚN(½"
,	�«��´3·bXÚ¥O\��ëê������Ü©"T���±

Or-|��©ôÂ�rÝ§Ï�ØÓ���ëê¬¦�[·b;�(=BÐ©^
��Ó)��ØÓ"�´§ØUOr-|®�/ÀJ²©ôÂ�rÝ"w,§ fm�
´�±3Ø����ëê��¹e��§,���ëêÚÐ©^��Ó�l fm�
Ñ"

∗TOK��±U�Ù¦/ª§'X∑7
i=0(ai ⊕ di) ∈ [n1, n2] ⊆ [1, n− 1]"ù�wå5{ü�UC�U¬

¦|��©ôÂ�E,Ýþ,A�'A"
†$���ã��ã�(4096× 4096)§MN��k224 � 232"
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��§4·�?Ø�e¦^Ù¦�·b��ÅS�¬k�o�J"w,§
ù¬¦�l fm�ÑKC���(J"�´§ fmE,�±^5)�º�Ø�u®

�/ÀJ²©ã�º���©ã�§��©ôÂ�E,Ý�Ø¬É?ÛK�"�

;�d®�� fm��º���� f ′m§·�ïÆ¦^���n′½ö2:�{)
¤{x(i)}MN/8−1

i=0 "3ã7.11¥·��Ñ
32:�{eLenna.bmp��©ã�Ú
ù�ã�"�ã7.1bÚã7.2a�'§�±w�ù�ã�Ú�©ã�C��Ï§
�

vk²w�­E�ªÑy
"ØL§E,�·b��ÅS��{Ú2:�{I�

�p�$�E,Ý§Ï
¬¦�CKBA�$1�ÝCú"

a)¦^2:�{\��Lenna.bmp b) 2:�{e�ù�ã�

ã 7.11: 3CKBA¥¦^2:�{

o(�e§OrCKBAé��©ôÂ�E,ÝéN´§�´Or-|®�/À
J²©ôÂ�E,ÝK�~J"¯¢þ§ØU-|®�/ÀJ²©ôÂ����Ï

´CKBA�\�L§��(ëw�§(7.1))"XJ·�ÏLUC\�6§5OrS�

5§CKBAÒØ2´CKBA
C¤
��ØÓ��«\�XÚ"

§7.6.2 U?BRIE

�
OrBRIEé¡ÞôÂ�S�5±9dQ�����E,Ý§�
{ü�
?U=�Â�Ø���J§XO\x(0)�¢y°Ý§O\·bXÚ���ëê�
�����Ü©§��"�´ù
����ÑØUOr¦^Q���è©ÛôÂ
�S�5"
�
;�Q�5�®�/ÀJ²©ôÂ��x§�±æ^�
E,�?U§'

X?é���U�è6ÄBRIE\����©ã�[143]§½ö¦^d�©��ÚN
\�����Å)¤�αÚβ[22, 151]"ù��{U?BRIE�S�5rÌ�d#Ú\

�Ü©�y§
Ø´BRIE��"
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§7.7 �Ù�(

3�Ù¥§·��Ñ3©z[132, 134]¥JÑ�üaYen-Guo·bã�\��

{CKBAÚBRIE´ØS��"¦^�é²©/�©ã�§®�/ÀJ²©ôÂ�±

»)ùü«\��{"BRIE¥�3��õS�¯K��uy¿�[?Ø"
lVgþù§�Ù�Ñ��è©Û�{��±í2^5ôÂÙ¦�Yen-

Guo(·b)ã�\��{"·���è©Û�Ñ��Ô`²3&Ò/ã�?nÚ�
èÆ�m"�pÄ§§��m�éXI��õ��'ïÄ5íÄ"
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1nÜ©

�Oêiz·b�è�
#g´
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1lÙ ÄuCCS-PRBG(V·bXÚ��Å'

Au)ì)�·b6ª�è
Äuc¡�Ñ�ïÄnãÚ�
�CJÑ�êiz·b�è�©Ûó�§�

ÙÚe¡�Ùò0��
�Oêiz·b�è�#g´"ùüÙ�SNÄu·
�lØS��êiz·b�è@pá�5��Ô§±9l@
y3��±S�

5�êiz·b�è¥���é«"�Ùò0��«#�·b��Å'Au)
ì(PRBG)¿?ØT·bPRBG36�èâ¥�A^"e�Ùò0��«¯�·b
\�XÚ§§´�«�¹��·b6�èÜ©Ú��·b©|�èÜ©�·Ü�
èXÚ"3üÙ¥Ñ¦^
õ·bXÚ±rz�O�·b�è�S�5(£�·�
3§2.6.1¥�?Ø)"

§8.1 Úó

�X·�3§2.2.1¥0��§éõÄu·b��Åêu)ì(PRNG)�6�è

®²�JÑ"du·b6�è¥¦^��Ü©·bPRNGÑ�æ^
ü�·b
XÚ§�U�3�
d3�ÄåÆôÂ�{l[·b;�¥J�k^�&E§
'X@
3Äu·bÓÚ���Ï&XÚ+�¥2�¦^��
&E©Û�
{[25–29, 32, 36, 39–41]",	§�
Äu·bPRNG�6�è[55, 57, 64, 82]�¤õ©Û�
¯¢�V«
ù«�x"·�3§2.6.1¥ïÆ¦^õ�·bXÚ§ù´��Orê
iz·b�è-|ÄåÆ©ÛS�5�Ï^�{"¯¢þ§®kA«êiz·b
6�èæ^
õ·bXÚ[22, 42, 112, 119, 124]§�´ù
�è�Ü©�Oö¿vk¿

£�¦^õ·bXÚ��Ü`:"
3�Ù¥§·�ïÄ=¦^ü�(/õ0·bXÚ���ê8)·bXÚ¢y

éd3ôÂ��pS�5±9�Ð��N5U(ò\��ÝÚXÚ¢y��Ä3
S)��U5"JÑ
�«Äu�é·bXÚ�#.��Å'Au)ì(PRBG)§
 ��CCS-PRBG"ÐÚ�nØ©ÛÚÁ�(JL²TPRBGäkûÐ��èÆA
5§¿�±^5�EpS�5�6�è"�¿�:`§·��±òCCS-PRBGw
�´��/`D0���5PRBG"��O��#�6�è�§·��±�3
DÚ6�èÆ¥¦^LFSRÚNLFSR[143, 144]@�¦^TCCS-PRBG"�,§CCS-
PRBG'LFSRäk�p�S�5w,´�(�§§wå5��äkÚNLFSR�

��S�5"��CCS-PRBG36�èÆ¥�A^§·�0�
A«;.�Ä
uCCS-PRBG�·b6�è�Y§§��±¢y��S�5Ú¢^5�m��Ð
ò¥(�p�\��Ý§�$�XÚ¢y¤�)"

�Ù�|�Xe¤ã"3§8.2¥§0�
CCS-PRBG9Ù3k�°Ýe�ê
iz¢y"'uCCS-PRBG�èÆA5�©Û§�)Ü©Á�(J§3§8.3¥�
Ñ"3§8.4¥§�Ñ
�
ÄuCCS-PRBG�6�è~f9§��S�5©Û"
���!�Ñ�Ù�(Ú�
�5ïÄ�m�{K"
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§8.2 ÄuV·bXÚ�PRBG(CCS-PRBG)

3�Ø©c¡�SN¥§·�®²J�µdu)¤���ÅS��U�¦�


'u·bXÚ�&E§Äuü�·bXÚ·b�PRNG´d3/ØS��"3
�!¥§·�JÑ�«Äu�é·bXÚ�#.��Å'Au)ì(PRBG)§d
uü�·bXÚ�^5)¤·Ü���Å'A§§�±Jø�Ù¦·bPRBG�
p�S�5"3�Ù¥·�¡��CCS-PRBG§ù´/Couple Chaotic Systems
Based PRBG0�c� �"CCS-PRBG¦^�Ä�g´´ÏL'�ü�ØÓ�!
ìCÕá�[·b;�5)¤��Å'A§wå5§3�èÆ¿Âþv
r§�
±;�d��Å'A¼�k'·bXÚ&E��U5"�36�èÆ¥¦^Ù

¦PRBG��§�
ÄuCCS-PRBG�·b6�è�JÑ§'uù
�è�?Øò

3§8.4¥�Ñ"

§8.2.1 ½Â

b�k ü � ØÓ� ��· b N�F1(x1, p1)ÚF2(x2, p2)µx1(i + 1) =
F1(x1(i), p1)§x2(i + 1) = F2(x2(i), p2)§Ù¥p1, p2´��ëê§x1(0), x2(0)´
Ð©^�§{x1(i)}Ú{x2(i)}L«ü^[·b;�"

½Â����Å'AS�Xeµ

k(i) = g(x1(i), x2(i)) =


1§ x1(i) > x2(i)

ØÑÑ§ x1(i) = x2(i)

0§ x1(i) < x2(i)

" (8.1)

�÷v�
^��§KT·bPRBGòäk`û��èÆA5§·�¡��

/ÄuV·bXÚ���Å'Au)ì(Couple Chaotic Systems based Pseudo-
Random Bit Generator)0§{��CCS-PRBG"ù
^�´µ

• R1) – F1(x1, p1)ÚF2(x2, p2)´½Â3Ó��«mI = [a, b]þ�÷·bN�¶

• R2) – F1(x1, p1)ÚF2(x2, p2)3Iþ H { § ä k � � � Ø C © Ù ¼
ê f1(x)Ú f2(x)¶

• R3) – ÷ve�ü�^���µ f1(x) = f2(x) = f (x)§½ö f1(x), f2(x)Ñ�

éx = (a + b)/2óé¡¶

• R4) – �i → ∞�§{x1(i)}, {x2(i)}ìCÕá"

XJ��·bN��~êc ∈ IO�§Kk(i)ò{z�©z[58]¥JÑ���

ÅS�Ú©z[151]¥JÑ�·bK�S�"lù��«�Ýw§CCS-PRBG�
±�w�´þ¡�·b��ÅS��äk/��Å��CK�ëê0�í2�

�µ��[·b;��,	��;���z§1��[·b;���^Ò�©

z[58, 151]¥�K�~ê",	§Q,{x2(i)}�±w�´{x1(i)}���zS�§
��½,§Ïd·���±òCCS-PRBGw�´ü�p��·bPRBG"
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§8.2.2 Äu6Ä�êiz¢y

�CCS-PRBG3êiXÚ¥¢y�§·�ïÆ¦^©z[80]¥�6ÄüÑU
õCCS-PRBG¥¦^�·bXÚ�ÄåÆA5òz"TüÑ£ãXeµ
¦^ ü � { ü �PRNG�)ü ��� Å & Ò∗§ ù ü � & Ò ^ u 6

Ä{x1(i)}, {x2(i)}��$nl�'A§6Äm��∆1, ∆2"3M�¢yÚ^�¢
y ¥ § � � � Ý � 5 � " £ M � ì(m-LFSR)Ú ? § � ó ¥ � I O S i ¼
êrand()© O´� Ð � À J " �©z[80]ØÓ§ ù p·� ï Æ X e 5 K (

½nlµnl ≥ dλ · log2 ee = d1.44λe§Ù¥λ´�6Ä·bN��Lyapunov�ê"
þã5K��Ï´µ�k�°Ý�n-'A�§²þ
ó§ü�Ñ\&Ò�m��
��É(�u2−n)²L�g·bS�±�¬C�eλ · 2−n(3½:�{e)"�
�±
·bXÚ�ÄåÆA5§��¦÷vnl � n"¦+6Ä&Ò'·b&Ò��õ§
du·bXÚ�Ð�¯a5§§E,�±ò{x1(i)}, {x2(i)}6Ä¤���E,�
;�"êiz·bÚ6ÄPRNG���Å5|Ü¦�Äu·bnØ�ôÂ�{Ú
DÚ�è©Û�{ÑC���(J"

���3uCCS-PRBG¥��¯K´µ�x1 = x2�§g(x1, x2)ØÑÑ?Û�
�Å'A§ù3I��½DÑ�Ç���Ï&¥¬�5ØB§Ï�ó���ÑÑ
¬¦�CCS-PRBG6�Ê�"3ù����§���	�{üPRNG-3�±�Ú\

(½ÑÑk(i)"�k6Ä�êizCCS-PRBG¢yXã8.1¤«"�±w�T(�
�M�Ú^�¢yÑ'�{ü"

1F

2F

PRNG-1

PRNG-2

ik

)(1 ix

)(2 ix

21, xxg

01x

02x

PRNG-3

ã 8.1: Äu6Ä�CCS-PRBGêiz¢y

§8.3 êizCCS-PRBG��èÆA5

êi zCCS-PRBG�)�{k(i)}÷ v eã� è ÆA5 µ1) {0, 1}þ � ² ï
5¶2) �Ì�±Ï¶3) p�5E,Ý§�CÌ�±Ï���¶4) aqδ(·)�g

∗'uXÛ)¤6Ä&Ò��õ[!§�ëw©z[80]"�,·��±¦^ØÓu©z[80]¥��{¢y

ù�8�§����¦´�)�&ÒI�3�6Ä�·bXÚ�½Â«mþCqþ!©Ù"
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�'¼ê¶5) �C0�p�'¼ê¶6) ·bXÚ�gdÀJ5(chaotic-system-
free)∗"�[�?ØÚÁ�(J3e¡�Ñ"

§8.3.1 ²ï5

½½½nnn 8.1: XJü�·bN�÷vc¡J��^�R1–R4§·��±��P{k(i) =
0} = P{k(i) = 1}§=k(i)3{0, 1}þ´²ï�"

y²: duF1(x1, p1)ÚF2(x2, p2)3I = [a, b]þ´H{�(^�R2)§éuA�¤

k�Ð©^�§)¤�·b;�Ñò���Ó�©Ù¼ê f1(x), f2(x)[23]"d^
�R4§·b;�{x1(i)}, {x2(i)}´ìCÕá�§Ïd�Xi → ∞§x1 > x2Úx1 <

x2�VÇò�µ

P{x1 > x2} =
∫ b

a

∫ x

a
f1(x) f2(y) dy dx (8.2)

P{x1 < x2} =
∫ b

a

∫ x

a
f2(x) f1(y) dy dx (8.3)

�^�R3¤á�§·��±y²P{x1 > x2} = P{x1 < x2}µ
R3–1) f1(x) = f2(x) = f (x)µ

P{x1 > x2} = P{x1 < x2} =
∫ b

a

∫ b

a
f (x) f (y) dy dx" (8.4)

R3–2) f1(x), f2(x)Ñ'ux = (a + b)/2óé¡µ
½ Âx1, x2� º � ; ��x′1 = b − x1, x′2 = b − x2" d f1(x), f2(x)� é ¡

5§x′1, x′2òäk�Ó�©Ù f1(x), f2(x)§,���µ

P{x1 > x2} = P{x′1 < x′2} =
∫ b

a

∫ x′

a
f2(x′) f1(y′) dy dx = P{x1 < x2}" (8.5)

�Ä�x1 > x2 → k(i) = 1�kx1 < x2 → k(i) = 0§·�kP{x1 > x2} =
P{x1 < x2} ⇒ P{k(i) = 0} = P{k(i) = 1}"�y" �

w,§þãí�L§�´ÄuëY·bXÚ�"�·bXÚ±6ÄüÑêi
z¢y�§z^[·b;�òØ�/��6Ä&Ò6Ä�����[;�þ�"
ù��(JÒ´§A�¤k�;�Ñª�u f1(x), f2(x)�lÑ��(�k�:²w
�J)"éu f1(x), f2(x)�lÑ��§òþãí�¥�

∫
O��∑§(ØE,Cq

¤áµ�§(8.2)Ú(8.3)�O��

P{x1 > x2} =
b

∑
x=a

x

∑
y=a

P1{x1 = x} · P2{x2 = y} (8.6)

∗ù�Vg·�3§2.6.1¥J�L§¿¡��/�^50§ùp�/·bXÚ�gdÀJ50´�dÂ

�/�^50§=��a·bXÚÑ�±gdÀ^§¿��Ñ
À^��KÚ^�"
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Ú

P{x2 > x1} =
b

∑
x=a

x

∑
y=a

P2{x1 = x} · P1{x2 = y}" (8.7)

�êizCCS-PRBG±6ÄüÑ¢y�§x1, x2�éx = 1/2Cqé¡§·��±

��eã(ØP{x1 > x2} ≈ P{x1 < x2}"Ïd§éu�k6Ä�êizCCS-
PRBG§²ï5E,Cq�±"

§8.3.2 ��Å'AS���±ÏÌ�

Ø���5§b�ü�m-LFSR^�6ÄPRNG§§���ê©O�L1, L2§
6 Ä m � © O�∆1, ∆2" K{x1(i)}, {x2(i)}� Ì � ± Ï © O�σ1∆1(2L1 −
1), σ2∆2(2L2 − 1)§ùpσ1, σ2´ü���ê[80]"Ï
§'AS�{k(i)}�Ì�±

Ïò�µ
lcm(σ1∆1(2L1 − 1), σ2∆2(2L2 − 1))" (8.8)

�∆1, ∆2ÚL1, L2÷ v ^ �gcd(∆1, ∆2) = 1Úgcd(2L1 − 1, 2L2 − 1) =
1�§{k(i)}�Ì�±Ï�µ

lcm(σ1, σ2) · ∆1∆2(2L1 − 1)(2L2 − 1) ≈ lcm(σ1, σ2) · ∆1∆22L1+L2" (8.9)

ù����Ì�±Ïéu�õêA^5`v
�
"d	§�k�
�{�±^
5?�Úò�TÌ�±Ï§'X©z[81]¥��{"

§8.3.3 p�5E,ÝÚn���'A5

¢Sþ§^�R4Ú{k(i)}�²ï5V«µ�Xi → ∞§{k(i)}ª�u´�

�i.i.d.(ÕáÓ©Ù)�'AS�"Ïd§TS�ATäkaqδ(·)�g�'Ú�
C0�p�'",	§®²��(ëw[227])i.i.d.�?�S���5E,Ý���Ù

�Ý���§Ïd{k(i)}n
i=1��5E,Ýò�n/2∗"

y34·�?Ø�e3�o�¹e^�R4â¬¤á"éu?Û·bN�§
=BÐ©^�½ö��ëê�k�:é���É§·b;�3²Lk�gS
���Ñ¬C���ØÓ"XJk�
Ú·b;��'�&E§ù«&E¬
�Xi → ∞
ª�u0"ü�·b;��m��'5�±w�´ù��&E"
3·bnØ¥§Kolmogorov��½Â^5ïþù«&E����Ý"éu�

�·bN�§Kolmogorov��uLyapunov�ê[208, 210]"XJÐ©&E�H§²
Lη ≈ H/λgS�±�T&EÒ�±@�®²��[58]§ùpλ´Lyapunov�

ê"�·bXÚ3k�°Ýe¢y�§duþzØ�Ú��6Ä&Ò�K�T
&E$�¬P~/�¯"Ïd·��±��§XJ3ü�·b;��m�3Ð

∗{k(i)}��Ý�L = lcm(σ1∆1(2L1 − 1), σ2∆2(2L2 − 1))§
Ø´Ã¡"Ïd§{k(i)}∞
i=1��5E,Ý

AT�L/2§�Ø´Ã¡"
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©�É�{§ù«�É¬�Xi → ∞
C�ìCÃ'"��§R4�����^
�{x1(i)} 6= {x2(i)}§�Ò´`§F1 6= F2§½öx1(0) 6= x2(0)§½öp1 6= p2"

d u 3ηg S � � �{x1(i)}, {x2(i)}â´Õ á � §·� ï Æ ¿ ï{k(i)}�
Þm�'A§ùpm > η"ù¿�X3{k(i)}ÑÑ�cI�k?1mgü�·
bN��ýS�"dum¿Ø��§ù��ýS��I��:õ{�O�Kú"

¦+��!�Ñ�?Ø��´nØzÚ½5�§Á�êâr�|±·��
nØ(J(�õ[!ëwã8.2Ú§8.3.5)"3±��ïÄ¥§·�òÁãé�CCS-
PRBG)¤�{k(i)}´i.i.d.�?�S�∗�î�y²"

§8.3.4 ·bXÚ�gdÀJ5(Chaotic-System-Free)

�Ä�3éõØÓ�·bN�÷v^�R1ÚR2§
^�R3ÚR4�´��


 ü � · b XÚ� m � ' X §·� ¡CCS-PRBGä k / · b XÚ� g d À
J50(chaotic-system-free§½ödÂ�/�^50)§ù�¡�^5rNCCS-
PRBG�±3éõ·bXÚþ¦^ù�¯¢"£�·�3§2.6.1¥�?Ø§ù�

�«A5éuêiz·b�è´��n��"duPWLCM÷vþã�^�R1–
R4§·��´UYí�§�3CCS-PRBG¥�¦^"

§8.3.5 Á�(J

�
Á��y
�k6Ä�êizCCS-PRBG��èÆA5�nØ©Û"ü
�·bN�Ñ�ÀJ�PWLCM(2.1)"k�O�°Ý�n = 32'A"6ÄPRNGÀ
�ü�m-LFSR§§���ê©O�L1 = 16!L2 = 17§6Äm�©O�∆1 =
99!∆2 = 101"ýS��gêm = 16"Ð©^�Ú��ëêÑ´�Å)¤
�§k(i)��þ�fS��Å/lØÓ �À�Ñ5±ÿÁCCS-PRBG��èÆ
A5"0:1'!�5E,ÝÚ��fS��g�'¼ê©O3ã8.2a–c¥�Ñ"3
ã8.2d¥�Ñ
ü�Ð©^��Ó�´äk���É2−n���ëê�'AS��
fS��p�'"�±w�Á�(JÚnØ©Û���Î"

§8.4 ¦^êizCCS-PRBG�E6�è

ÄuêizCCS-PRBG§éõØÓ�¢S6�èXÚ�±��EÑ5"·
�òw�ù
6�è�UéÙ¦êiz·b�è¥�3�¯KJø���Ð
�)û"¦^CCS-PRBG�ØÓ��§éõ6�è�±3Ø��S�5�cJ
e§é�B/���$�¤�Ú{ü�XÚ¢y"ùp§êizCCS-PRBGO�


LFSR3DÚ6�èÆ¥��Ú"
∗�,§duü��9�[·b;�¢SþÑ´(½5�§ùp�i.i.dA5�3Cq¿Âþ¤á"
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tt

4

d) p�'

ã 8.2: êizCCS-PRBG��èÆA5

§8.4.1 �
6�è�~f

• �è�

�½���6Ä�êizCCS-PRBG§Ð©^�x1(0), x2(0)Ú��ëêÀ�
��"{k(i)}��^5\�(��æ^É½ö�)²©Ú)��©"

w,§T�è´ÄuêizCCS-PRBG��è¥�{ü��«a."XJ
XÚ¢y°Ý�n'A§���K�4n"T�èÏLM�Ú^�Ñ�±éN´

/±�$¤�¢y"3��800MHz��C(Pentium)IIIPCþ§��ÄuPWLCM
(2.1)�^�¢y��¦^Turbo C 2.0mu±ÿÁÙ�Ý"¢S�\��Ý3½:
�{e��
9 Mbps"ù����Ý'éõÙ¦�êiz·b�è�¯�õ§3
éõS�A^¥Ñ´�±�É�"3M�¢ye§\��Ý�±Jp�éõ§�
±����Xeµb��¨Ìª�s MHz§k�°Ý�n-'A§\��Ý��O

���� s
n Mbps(z�n-'AêiØ{�Ñ��n��¨)"

ò�
{ü�?U�^u�è�§�p����(�p�S�5º)Ú�p�
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\��Ý�±3=O\Ø��$�KúÚ¢y¤���¹e��"ü�ù��~
f3e¡�Ñ"

• �è�

� ½ o � ��· b XÚCS0 ∼ CS3§ ± 9Ê�m-LFSRµm-LFSR0 ∼
m-LFSR4§Ù¥m-LFSR0 ∼ m-LFSR3^56ÄCS0 ∼ CS3"3CS0 ∼ CS3�z
gS��c§Äk¦^m-LFSR4)¤ü�2-'A��Åêpn1(i)Úpn2(i)"X

Jpn2(i) = pn1(i)§�1pn2(i) = pn1(i) ⊕ 1¶ÄKØ�?Û¯�",�À
JCSpn1(i)ÚCSpn2(i)�¤êizCCS-PRBG)¤k(i)"��´¤k·bXÚ�Ð
©^�Ú��ëê"

3n'A$�°Ýe����8n"m-LFSR4¦��è©Û��E,Ú(J§
l
¦��è���è���S�§�ÝÚ�è�Ä���§
�d==´��

�m�¢yE,Ý"

• �èn

é u � 
 ½ Â 3I = [0, 1]þ � · b N�§ ' XPWLCM(2.1)§ Ø C © Ù

� f (x) = 1"�§�3êiO�Åþ¢y�§[·b;��z�'A3{0, 1}þÑ
´²ï�"Äuù���¯¢§·��±½Â�«CCS-PRBG�í2��"ùp
·�b�k�°Ý�n'A"éuF1(x1, p1)ÚF2(x2, p2)��gS�
ó§UìX

e5K)¤n�'AK(i) = k0(i) . . . kn−1(i)µ
for j = 0 to n− 1 do

x1(i, j) = x1(i) » j
x2(i, j) = x2(i) « j
k j(i) = g(x1(i, j), x2(i, j))

end
ùp»Ú«©OL«Ì�m£ÚÌ��£ö�"w,§ù���Äuí2CCS-
PRBG�6�è�\��Ý'�è�Ú�è��¯��n�§�´¿vk��S

�5"��èn3|±¿1$��M�¥¢y�§��¨Ìª�s MHz§Ù\

��Ý�±�Cs Mbps∗"ù����Ý�CéõÄuLFSR�DÚ6�è§'

XGeffeu)ìÚ¨�u)ì§
'Ù¦E,�6�è�¯éõ[143, 144]"XJ·
�ò�è�Ú�èn|Üå5§S�5Ú�è�Ý�±Ó�����Jp"¯¢
þ§�
?�ÚOr�èn�S�5§·��±Ú\,	��m-LFSR5��Å/
��x1Úx2�£ ��"

3L8.1¥§·��Ñ
þãn«�è±9�è�Ú�èn�|Ü�è�5U
'�"ÄuLFSR��è��3TL¥��ëì"3TL¥n´k�°Ý§aL«�
è��¢y¤�"5¿ÄuLFSR�6�è�ÑØ
S�§¦+§��¢y¤��

∗w,§Ù�ÝÌ�d·bS��½:Ø{û½"du�gn-'A�êizØ{�Ñ��n��¨±Ï§
�èn�\��Ýò�C s

n · n = s Mbps"
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$"ÚÙ¦êiz·b6�è'�å5§�èn�U´��ékF"�6�èÄ
�|�§�±^5�Eäkn���N5U�·b6�è"CCS-PRBG�,	�

��U^å´�Ù¦�èEâ�å�E¦È�èXÚ"X§CCS-PRBG�±^3
·�e�Ùò�0��CVES¥?�ÚOrÙS�5"

L 8.1: ÄuCCS-PRBG�6�è�'�

��� \��Ý(M�¢y) ¢y¤�

�è� 4n s
n Mbps a

�è� 8n s
n Mbps 2a

�èn 4n s Mbps a
�è�¦�èn 8n s Mbps 2a
ÄuLFSR��è / s Mbps < a

§8.4.2 S�5

��5`§þã�è�S�5�±ÏL·�3§8.3¥?Ø�êizCCS-
PRBG��èÆA55�y"�´·���éõ�è�y¢´ØS��§¦+§

�wå5ÑkX/éÐ0��èÆA5"Ïd·��´I�ïÄ�eÄuêi
zCCS-PRBG��èéu®��ôÂ´Ä´S��"
Äk§4·��Ä@
3Äu·bÓÚ���Ï&XÚ¥uÐå5��è©

Û�{[25–29, 32, 36, 39–41]"§��±¤õôÂ�'XÚ��ÏÌ�´µ·bÓÚE

â��¦�l�©¥Ä�·bXÚ�k'&E¤��U"duDx�&Ò7L�

yuxàÚ�Âà�ÓÚ§Ä�Ñ5�&E�U�±^5¡E·b;�¿J�ù
X�²©&E"éuêizCCS-PRBG§duvk¦^·bÓÚEâ§
�ü�
ØÓ�·b;�^5)¤��Å��6k(i)§l�©J�ùü�·bXÚ�ÄåÆ
&EC�É~(J",	§��Å�6Ä�?�ÚOr
-|©Û�Uå"=¦
3²©®���¹e§=lk(i)J�ü�·b;�A�Ø�U"Ïd§@
^uô
ÂÄu·bÓÚ���Ï&XÚ�ÄåÆ�{§��ØU^5ôÂ�6Ä�êi
zCCS-PRBG"

Ù¦�®��è©Û�{Ä�þÑ´�éA½·b�è�AÏA:
)�
�"©z[56, 61]¥��è©Û�{´duêiz·bXÚ�ÄåÆA5òz§
ù3êizCCS-PRBG�¢y¥®²ÏL6Ä\±)û"©z[67]¥JÑ�©
Û�{´Äuü�HénonN����AÏf:§ØUí2�Ù¦·bXÚ"©
z[63, 88, 97]¥�©Û�{K��'�è�AÏf:k'§ØU^5ôÂ(��
�ØÓ�ÄuCCS-PRBG��è"

�±wÑÄuêizCCS-PRBG��èéu¤k®���è©ÛÑ´S�

�"�,§3·��±`/ÄuêizCCS-PRBG��è´v
S��0�c§
�I���õ'uêizCCS-PRBG��õ�è©Ûó�"�´±þ�?ØV«
êizCCS-PRBG�U´�EpS�5$¤�6�è���kF"�#�{"
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3êizCCS-PRBG¥k����5¿�¯K"b�x1(0) = x2(0)§��
�ëê�p1, p2�§�)���ÅS��k(i)¶��ü�·bXÚ���ëê§
�)�S��k′(i)"XJùü�·bN��XÚ�§�Ó§q¦^�Ó�6

ÄPRNG±9�Ó�6Äëê(∆1 = ∆2)§Kw,kk′(i) = k(i)§ù´g(x2, x1) =
g(x1, x2)�g,(J"ù���"�¬¦���m~���5�1/2"�
;�ù
�"�§I�¦^ØÓ�6ÄPRNG½ö6Äm�§¿�m > max(∆1, ∆2)¶¦
^�§ØÓ�ü�·bN���±)ûù�¯K§Xæ^PWLCM(2.1)Ú�tentN
�(2.3)"

§8.5 �Ù�(

3�Ù¥�«#.�ÄuV·bXÚ�·bPRBG(¡�CCS-PRBG)�JÑ§
¿^5�E#�êiz·b6�è"nØ©ÛÚÁ�Ñw«êizCCS-PRBGä
kn���èÆA5"aqLFSR3DÚ6�èÆ¥��Ú§êizCCS-PRBG�
±���O#�6�è���Ø%|�"

éuCCS-PRBG
ó§kXeA�m��ïÄ{Kµ

• X·�3§8.3.3¥J��§{k(i)}´i.i.d.S��î�y²E,´���)û�
¯K"

• �
ÄuCCS-PRBG�6�è�¢y[!(M�Ú^�)ÿ�UYïÄ"

• �éêizCCS-PRBG��U��è©Û�{�I��õ�ïÄó�"
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1ÊÙ �«\��Ý$¯�·b\�#�{

§9.1 Úó

38F�êiz­.¥§duêi�¬3�äþ�Ï&�5�ª�§êiz
ã�/Àª�S�5�FÃC�­�",	§3�
AÏ�êiA^¥§êiã
�/Àª�p��S�I¦´é­��§XG¤>À§��Àª¬Æ±9�Æ¤
�XÚ§��∗"��5`§pÝu��y��èÆ�±�ù«I¦Jø�{�)
û�Y"·���§gl��­V70c�±5§éõ��`D��èXÚ�JÑ
¿��2�A^§XDES§IDEAÚRSA[143, 144]"�´éõDÚ�èØU��^5
3¢�A^¥\�êiÀª§Ï�Ù\��ÝØ
¯§cÙ�§�¦^^�¢y

�",	§êiÀª¥ØÓ�Ø �{��3�¦�ò\��¬8¤���XÚ
¥C���E,"Ï
§I��
;��O�\��{Jøé¢�Àª��o"

Cc5§®kØ�;��Àª\��Y�JÑ[221, 228–237]§Ù¥��õêÑ
áuéÜØ -\��{§^5�MPEGÀª6Jø���S�5[229, 230, 232–237]"
d©z[238–240]¥�ó���§�
Àª\��Ylî���èÆ�Ýw´Ø

S��"¯¢þ§3éõÀª\�XÚ¥§S�5Ú\��Ý�m�3�½�g
ñ[238]"

�Ù�ÄXe¯Kµ´Ä�U¦^êiz·b�O¯�\�XÚ±)û8c

¢�Àª\�¥�¯Kºd·�312Ù¥éêiz·b�è�nã��§�õê
·b�è±��ú��Ý$1§ù¦�éJ!`�ª^r�É·b�è��¢S

A^�)û�Y"·�®²3þ�ÙÚ\
ÄuCCS-PRBG�6�è�tù�¯
Ké¢SA^���(�èn3M�¢y�¹e�±��p��Ý$1)"�´6

�èkX§���"�µ�
;�®�/ÀJ²©ôÂ§��ØU­^"3�Ù
¥§·�òïÄ�«�O·b�è�#g´§Tg´|±���­^§¿�±¦
�·b�è�\��ÝC���¯"

Ä u ù � � « # � g ´(3 e � ! 0�)§ � « · bÀª \ � XÚ({ �
�CVES)�c[/�O±÷v¢�Àª\��I¦"ÐÚ©ÛL²TXÚ´S

��§¿U
±�~¯��Ý$1§¿�ÙM�Ú^�¢yÑ'�{ü"CVESÕ
áu?ÛÀªØ �{§Ï
Ø¬�²©Àª��ª¤��§ù´CVES�éÙ¦

Àª\��{���­�`:"
�§�«*Ð�CVES���±|±\�Àª�
�Åu¢(3��É���ò�e)"

���©�Ì�SN����Ù§�ÙØAw�´éêiz·b�è�OJ
K�ý�)û§
�´�«Áãuy���O(�Ú�O�K�È4}Á"½N
·�JÑ�\��{é¯�±�uy´ØS��§�´·��&ù��«}Ák
Ïuuyk'/·�U��o0Ú/·�ØU��o0��õ&E"·���è

©Û²�V«�O��ý�S��êiz·b�è'ôÂ§�(J"¯¢þ§·
∗17ÙJ�
êiã�S��­�5§\þêiÀª�S�5§�±r�Ù�SNw¤´êiõxN

�S�5I¦"
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�3©z[112]¥JÑ��©�CVES�YÒ´Ø
S��"¦+CVES�S�5ò

3�Ù¥��Or§y3`TOr��Ò´S����@"
� Ù � | � X e "CVES¦^ � # � · b � è�O g ´ 3§9.2¥ �

Ñ"CVES9Ù*¿��RRS-CVES(|±�Åu¢�CVES)3§9.3¥?1�[�
£ã"CVES/RRS-CVES�5U©Û3§9.4¥�Ñ§l\��Ý§S�5§XÚ
¢y±9Á��ýo��¡?1?Ø"���!�Ñ�Ù�("

§9.2 �Og´�Vgz£ã

¦^·b¢y¯�\�g´�Ø%´|Ü��{ü�·b6�èÚ��{

ü�·b©|�è(äk�C�SÝ)�¤����E,�¦È�èXÚ"�X·

�312Ù¥?Ø�§õ·bS��¦^´��·b�è$1�Ýú�Ä��
Ï§�´L��S��U¬�5S�Û�"Ï
§·�ÁãÏL|Ü��·b6

�èÚ��·b©|�è5¦�üg·bS�¤��U(3Ø��S�5�cJ
e)"CVES��O¢�L²ù��«�{(¢´�1�"

fS(i)
Pi Ci Ci Pi

fS
-1(i)

xi xi

A

B

1 1i iP x

Ci-1

ã 9.1: �«¦^·b�O�è�#g´

T�{�±£ãXeµb�Pi, Ci©OL«1i�²©Ú1i��©(Ñ´n-'A
�êâ)§\�L§½ÂXeµ

Ci = fS (Pi ⊕ xi, i) § (9.1)

ùp fS(·, i)´���C�n × n�SÝ(��½Â3{0, 1, · · · , 2n − 1}þ���ü

�)§xi´d��(½õ�)·bXÚ�[·b;���"ùp§ fS��±�·b
N���Å/��"��À�·bXÚ�Ð©^�Ú��ëê"'uT�{�\

�)�L§§ëwã9.1"�
O\����è-|ôÂ�E,Ý§SÜ�"(u)
3:A�Pi−1 ⊕ xi−1)Ú�©�"(u)3:B�Ci−1)´k^�"ù��«�è�±

w�´��{ü6�èÚ��{ü©|�è�|Ü"
ùp§4·�ww��oSÜ�"Ú/½�©�"´7��"XJvk?Û�

"�{§þã�èòC¤eãfz��µ

Ci = f ′S (Pi, i) § (9.2)
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ùp f ′Séuz� �i
ó´�½ØC�"ù��«�è¢Sþ´�«6�è§æ

^
�C�¼ê f ′S(i)�OÊÏ6�è¥�É½ö�(ëwã9.2)"¦+§'���
æ^É½ö��6�èäk�Ð�S�5§ÀJ²©ôÂ�´�±»)§§¿3
=ÀJ2n�²©��¹e��¤k� f ′S(·, i)µ0 · · · 0 · · ·§1 · · · 1 · · ·§· · ·§(2n −
1) · · · (2n − 1) · · ·"�2nØ
���ÿ§ÀJ²©ôÂ�~s�",
§XJ2n�
�§�U¬¦�)¤�C� fS¿�±p�\��ÝC�(J($�¢SØ�1)"¢
Sþ§3CVES¥n = 8§ùéu-|þãÀJ²©ôÂ
ó¢3´��
"

fS'(i)
Pi Ci

ã 9.2: ã9.1¥�è�Ã�"fz��

����Tgñ�)û�Y§Ú\�"±¦� f ′S��6uc¡Np�²©§l


�U¦�þãÀJ²©ôÂC�¢SØ�1"ù�-|þãÀJ²©/�©ô
Â�rÝ¬O\�2n·Np "�,§Ò�3©|�è�CBC�ª��§ùp7,�3
��DÂ¯K§DÂ�Ý�Np · n�'A"éuÀªA^
ó§Np�±�é��


"
'u�"k��¿�¡��¯Kµéu1��²©§duvk±c�²©�

^§ f ′S�´�½�"I�Ú\��Ð©�þ(IV§initial vector))ûù�¯Kµé
uz�²©�E§m©�Np · n�'A��Å�)¿��IV\�/)�1��k¿

Â�²©"��2n·Np v
�§KéuôÂö
ó¢�ôÂÒC�VÇþØ�1

(¤õVÇv
�)"

¦+·�uy
�
yâ|±þã�è�S�5§�´�U�3�
���
ôÂ�Y"��Ñyù��¯K§ã9.3¥�ü«*¿��.ò���?�Ú��
U)û�Y(�.2¥�1��XORö��±�Ù¦¼êO�§Xx + b mod 2n)§
8cÿÃ'uùü«�.�ïÄÐm"�5¿3�!0���è¥§êiz·b
XÚ¢Sþ¿Ø´7I�|�§Ù¦�èÆü��±^5�Oêiz·b�è�
�^"3�5�ïÄ¥·���&?òTg´*Ð�DÚ�èÆ¥��U5"

fS(i)Pi Ci

xi

A2

B
fS(i)

A1

a) *¿�.�

Pi Ci

xi

A2

B
fS(i)

A1

b) *¿�.�

ã 9.3: ã9.1¥�è�üa*¿�.
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§9.3 ·bÀª\��Y– CVES (Chaotic Video Encryp-
tion Scheme)

·bÀª\�XÚ(CVES)Xã9.4¤«§§´·�3©Ù[112]¥JÑ��
©CVES�Or��∗"²©Àª�ÅqÅq�\�§ùp�q´��½õ�Àª

v"

L

L

L

•
•
•

ECS(1)

ECS(2)

ECS(2n)

•
•
•

MUX

( )

CITCCS

n

n

n

•
•
•n×n

S

•
•
•

ECSÅ

CVES

m-LFSR1

m-LFSR2

ã 9.4: CVES�\�Ú)�6§

¢Sþ§·��±rÀª6w�´Ã?ÛÀª�ª�êâ6§¿òÙ�½
���i!¬w���q"ù��\�(�¦�CVESÕáuÀª�ª��§l


Ø¬�5��ª�'�B�^(Xk\��Ø E¤�Àª6êâ*O�)"
w,§ù�A:¦�·��±ég,/òÙ¦Àª\��{¥^���
Ä�

g´ÚCVES�Üå5§±���Ð�nÜ5U"X·��±òØ Àª�/Ü

©\�0(Partial Encryption)[221]g´�CVES�Üå5§=¦^CVES\�Àª

6¥�Ü©'�êâ§ù��±4�/Jp\��Ý"aq/§·���±�

^CVES\�Àª6¥�'�v(XMPEGÀª6¥�I-v[241])§
aLÙ¦a.�
v(XMPEGÀª6¥�P-vÚB-v)Ø?n"

§9.3.1 |�

3£ãCVES�\�Ú)�6§�c§·�k50��eCVES�|¤|�"
∗du�æ^�"Å�§©z[112]¥��CVES´Ø
S��"
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1) ECS³ µ2n� ê i z · b X Ú § § � � ¡ � / \ � · b X

Ú0(ECS§Encryption Chaotic Systems)¿�L«�ECS(1) ∼ ECS(2n)§|¤

CVES�Ø%Ü©–ECS³"¤k�2n�ECSÑ´ÄuÓ��½Â3I = [0, 1]þ
���·bN�Fe(xe, pe)§�´��ëêpe(1) ∼ pe(2n)Ú/½Ð©^��UØ

Ó"¤k�ECSÑ3L-'Ak�°ÝeÏL6ÄüÑ¢y§���ÝLFSRm-
LFSR1^�6ÄPRNG"T6Äm-LFSR1��ê�L1§¿�ù2n�ECS�6Äm�
©O�∆e(1) ∼ ∆e(2n)"2n�ECS��c·bG�L«�xe(1) ∼ xe(2n)§�;

u2n�L-'A��;ü�¥"
2) CCSµ��üÕ�êiz·bXÚ^5��2n�ECS�Ð©zÚS�

L§"§�¡���·bXÚ(CCS§Control Chaotic System)"CCS�´Äu
� � ½ Â 3I = [0, 1]þ � ��· b N�Fc(xc, pc)§ § � U ÚFeØÓ"CCS�

3L-'Ak�°Ýe±6ÄüÑ¢y§,	�����ÝLFSRm-LFSR2^�6

ÄPRNG"m-LFSR2��ê�L2§¿�CCS�6Äm��∆c"
3) CITµ����&EL(CIT§Control Information Table)^5�;CVESI

��SÜ��&E"'uÙ¥�SN§ëw§9.3.2Ú§9.3.3"CCSÚCIT�¤��ì

ü�"
4) 6�èÜ©µ���CCS���2n × 1�MUX(õ´©�ì)^53ØÓ�

��ÀJ��ECS�)��L-'A�·b��§T��^5ÅL-'A¬É½�c

�²©q"�6�èÜ©\���²©q¡�ýùX�²©q"
5) © | � è Ü © µ � �2n × 2n�L-'Aü S ì Ú2n�n-'A� � ; ü

�S[0] ∼ S[2n − 1]�¤����ÅSÝu)ì(PRSBG§Pseudo-Random S-Boxes
Generator)"�)���Ån× n�SÝ^5Ån-'A¬O�ýùX�²©q"ùp
�5¿3\�à���ÅSÝÚ)�à���ÅSÝ´p_�"

6) q�À«µ��S��Àì^5���;�cqÚNCmax�L-'A�
SÜ�"CþµNF(1) ∼ NF(NCmax)§�z�ýùX�²©�©|�èÜ©
\��§�^5��Å/6Ä�)�SÝS[0] ∼ S[2n − 1]"�
¦z�²©
q�cA�²©¬��6uc��²©q¥�éANp�²©¬§·�r�;

�ýùX²©¬�ê8O\�NCmax + Np"ù�§��q�À«düÜ©|
¤µNF(1) ∼ NF(NCmax)ÚNF(−(Np − 1)) ∼ NF(0)"

§9.3.2 \�/)�6§

Äuc¡0��CVES�|�§·��±Xe£ã\�6§"ùp§·�
òxe(1) ∼ xe(2n)§pe(1) ∼ pe(2n)Úxc, pcw�´L-'A��ê§
Ø´[0, 1]þ�
�?��ê(L-'A°Ý§½:�{)§±{z£ã"

• ��µK = {xc, pc}§���m�22L"

• Ð©zµ
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a) òCCSS�η ≥ dλceg����Å6Äm�∆c§T�A´��'2n���

ê"

b) S�CCS��2ng��¤kECS�2n��"���ÅÐ©^�xe0(1) ∼
xe0(2n)"òù2n�Ð©^��;3CIT¥"
555ºººµXJ3CCS�[·b;�¥Ñy
0§KS��gê¬'2n��:"�´ù

���¯��u)VÇ3L ≥ 16ÚL ≥ 2n�é�"'X§�L = 16, n = 8�§TV

Ç���0.00389866021632"k,	��å»)ûù��¯Kµ��CCS�·bG

�C¤0§Òêþ¦^6ÄPRNG6Ä§§,�¦^6Ä��[;��)xe0(i)"ù

��{§S�gêò©ª�2n"

c) 2S�CCS��2ng)¤¤kECS�2n��"(ëwþ�^�5º)��Å
���ëêpe0(1) ∼ pe0(2n)"XJ��kü���ëê´�Ó�§
K�ï¤k�2n���ëê¿­EþãL§"òù2n���ëê�;

3CIT¥"
555ººº���µXJLØ'n��éõ§Ñy�Ó��ëê�VÇ�U´'�p�§¬¦

�Ð©zL§C��ú"'X§�n = 8, L = 16§TVÇ���0.4"ÏdI�÷

vL � n§ù¬¦�TVÇ�C0"'X§n = 8, L = 24�§TVÇ���0.002"

555ººº���µ¢Sþ§�Ó��ëê��¦�±UìXe�ª���tµ=���

ü�ECSäk�Ó���ëê¿�Ó�äk�Ó�Ð©^���§Ð©zâ­#E

 "3ù«�¹e§TVÇ¬C�v
�±�u·��±���Ñù�¯K"'

X§�L = 16, n = 8�§TVÇ���0.00000765916767464514"

d) é2n�Ð©G�xe0(1) ∼ xe0(2n)?1üS±�)Ð©SÝ(��0 ∼ 255�
��Å��)S[0] ∼ S[2n − 1]"TS�UìXe�{Ð©z6Äm�µ

∆e(i) =

Pr(S[i])§ 0 ≤ S[i] ≤ Imax

Pr(rand(Imax))§ Imax + 1 ≤ S[i] ≤ 2n
§ (9.3)

ùpPr(0) = 1ÚPr(i)(i > 0)L«l2m©�1i��ê§rand(n)L«�

�)¤1�n�m��ê���Å¼ê"Imax��êPr(1) ∼ Pr(Imax)Ï
LýkO���¿�;3CIT¥"
555ºººµImax���ïÆ�´31(Pr(31) = 127)§ùéu��6�èÜ©��Ì�±

Ï®²v
"�õ?Øëw§9.4.2"

e) òz�ECS(i)S�η ≥ dλ(i)eg§ùpλ(i)L«ECS(i)�Lyaponov�ê"
��§�gS�z�ECS(i)��)¤NCmax�L-'A�Å�ê§,�^
ù
�ÅêÐ©zNF(1) ∼ NF(NCmax)"

• \�6§µ��²©qÄk�6�èÜ©\�§,��©|�èÜ©\�"
·�©O£ãùüÜ©�ó��{"

– 6�èÜ©µ6�èÜ©é²©qÅL-'A¬\�"b��c�L-'
A²©¬��c²©q¥�1i(i = 1 ∼ NCmax)�²©¬PL(i)"\�6
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§�±L«Xeµ$1CCS�g§��In = (xc mod 2n) + 1§,�S
�ECS(In)�g¿�1P̃L(i) = PL(i)⊕ xe(In)∗"5¿éz�²©¬=�

À¥�ECSS��g§ùk|uJp\��ÝÚOrS�5"\�6§
$1���c²©q¥�¤k²©¬Ñ�\�§,�ýùX�²©q�

x ©|�èÜ©?1e�Ú\�"

– ©|�èÜ©µ©|�èÜ©´��{ü�äkn× n��CSÝ�O�
�è§TSÝÓ���Å/É�u2n�ECSÚq�À«�SN"òL-'
A��"CþNF(1) ∼ NF(NCmax)­#y©�n-'A��ê†NFn(1) ∼
NFn(NCmax · L/n)§aq/òP̃L(1) ∼ P̃L(NCmax)­#y©�P̃Ln(1) ∼
P̃Ln(NCmax · L/n)",�¦^�c�SÝUìXe�ªO�ýùX�²
©q¥�z�n-'A¬µCn(i) = S

[(
P̃Ln(i) + NFn(i)

)
mod 2n

]
(i =

1 ∼ NCmax · L/n)"3�c²©q�\�±�§ÏLé2n�·bG
�xe(1) ∼ xe(2n)?1üS��#�SÝ(S[0] ∼ S[2n − 1]�;üS(
J)"��Xe��q�À«µòNF(NCmax) ∼ NF(NCmax + 1− Np)E
��NF(0) ∼ NF(−(Np − 1))§éi = 0 ∼ NCmax − 1��NF(i + 1) =
NF(i)⊕ P̃L(i)⊕ P̃L(i− Np)"
555ºººµw,§aqCBC�ª§ÞNCmax + Np�L-'A�²©¬Ø��¡�@oS

�"Ïd����Å)¤�(NCmax + Np) · L-'A�IVI��\�z�²©Àª�

ÞÜ(�\���ÅÐ©v��±)"

3�c²©q\��¤��§6�èÜ©UY\�e��²©q"\�L§
$1��¤k�²©qÑ\��¤"

• )�6§µ)�6§´\��_L§(ëwã9.4)"�©qÄk�©|�èÜ

©)�§ùp�SÝ´\�L§¥SÝ�_",�ý)���©q�6�èÜ

©)�"

d±þ£ã§·��±w�CVES�±w�´ã9.3b¥�*¿�.��«{

z��µ1��É½ö�� fS¥�/mod 2n0�O"duù«�	�ö�¦
�CVES��S�‡§wå5ã9.3¥�n­\�Å�½N(¢´k^�"

§9.3.3 |±�Åu¢�U?�CVES–RRS-CVES

3þ�!¥JÑ�CVES¥§duCCSÚ¤kECS�[·b;�Ã{ÏL�©
q� �5ýÿ§�©Àª��Åu¢¿Ø|±"�
)����©q§·�Ä
k7I)�c¡�¤k�©q"�Ò´`§TCVES�Y=|±^Su¢§
Ø|

±�Åu¢"ØL§·��±é�CVES�Y��
?U±O\ù«õU"U?
∗XJ����²©¬�¹�'AêL′ < L§=¦^xe(In)�pL′�'A\�²©¬§¿��P̃L(i)�Ù

¦'A�0"�,§Àª6��I��½�Å�±(½L′��(�"
†?Û²©q���A��±�n�Ø§ÄKI�\\,
ÓÚIP§Àª6�I�AÏ��ª|±"

�n = 8§÷vù�^���
ó´�~N´�"
‡©z[112]¥��©CVES�Yvkæ^ù���	ö�§Ï
´Ø
S��"
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��CVES¡�|±�Åu¢�CVES(RRS-CVES§Random-Retrieval-Supported
CVES)"

• Ð©zµØ
�CVES�Y¥�Ð©zö�a)∼e)§I�\\eãn�Ð©z
ö�µ

a’) � ) E   & E µ $ 1CCS2 + 2ng � ) ü �L-' A � � � Å
êp+!x+Ú2n�m-'A��� Åêτe(1) ∼ τe(2n)∗§ ò § � � ;

3CIT¥"ùp§τe(i)(i = 1 ∼ 2n)I�÷veã^�µgcd(τe(i), 2) =
1Úτe(i) ≥ τmin§ùpτminØA��"'umÚτmin�À�§·�ò

3§9.3.4¥�Ñ�
?Ø"ù2 + 2n��	���Åê^5é2n�ECS½
�E (^5|±�Åu¢)"

b’) �)·bS��gSµé2n�ýk)¤���ëêpe0(1) ∼ pe0(2n)?1
üS±����üSS�re(1) ∼ re(2n)§ùpre(i) = 1 ∼ 2n"TS�

�;3CIT¥§¿^5��2n�ECS�S�gS"

c’) Ð © z S � O ê ì µ2n�L-'A� � ; ü �C1(1) ∼ C1(2n)^ 5 �

;2n�ECS�S�gê",	2n�L-'A��;ü�C2(1) ∼ C2(2n)^
5�;2n�ECS�E gê"���Ü2 · 2n�L-'A�;ü��0"

o(å5§éuRRS-CVES
ó§3CIT¥�;ke¡�êâµ1) Ð©G�

– xe0(1) ∼ xe0(2n)¶2) ��ëê – pe0(1) ∼ pe0(2n)¶3) 6Äm� – ∆e(1) ∼
∆e(2n)¶4) �ê�L – Pr(1) ∼ Pr(Imax)¶5) E &E – τe(1) ∼ τe(2n) and
p+, x+¶6) ·bS��gSS� – re(1) ∼ re(2n)¶7) S�/E Oêì –
C1(1) ∼ C1(2n)ÚC2(1) ∼ C2(2n)"3�©�CVES¥§�kc¡o«êâI
��;"

• \�6§µ3RRS-CVES¥§6�èÜ©¦^E Å�\±U?§�´©
|�èÜ©vk?ÛCÄ"re(1) ∼ re(2n)^5ÀJ��ECS\��c�²
©¬§
Ø2��CVES¥ÏLS��gCCSû½S�=�ECSµéu1i�
²©¬§ÀJECS(re(i mod 2n))���c�ECS"éu?ÛECS(i)§3Ù

$1�g±�§òÙS�Oêì\�µC1(i) + +"XJC1(i) mod τe(i) =
0§KUìXe�{éECS(i)E µxe0(i) = (xe0(i) + x+) mod 2L§xe(i) =
xe0(i)§±9C1(i) = 0, C2(i) + +"XJC2(i) mod τe(i) = 0§UìXe�ª
éECS(i)E µpe0(i) = (pe0(i) + p+) mod 2L§pe(i) = pe0(i)±9C1(i) =
C2(i) = 0"

• )�6§µ?1aqu\�6§�?U"

dRRS-CVES�\�6§§·��±w�eã¯¢"ò�©Àªw�´L-'
A�êâ6§XJ·������©q3��L-'A6¥� �§Ò�U3��

∗��m-'A���Åêx′�±ÏLL-'A�·bG�xUìXe�ª�)µx′ = x mod 2m½öx′ =
x >> (L−m)"
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É���ò�S­ï¤kECS��AG�"b����©q� ��IL§=T�
©q�c�¤kL-'Aqoê�IL"·��±Xe­ï¤k2n�ECSµ

1. IECS = (IL mod 2n) + 1§I′L = IL/2n¶

2. i = 1 ∼ 2nµIc1(i) = I′L/τe(i)§I′c1(i) = I′L mod τe(i)§Ic2(i) = Ic1/τe(i)¶

3. i = 1 ∼ 2nµxe(i) = (xe0(i) + Ic1(i) · x+) mod 2L§pe(i) = (pe0(i) + Ic2(i) ·
p+) mod 2L¶

4. i = 1 ∼ 2nµXJre(i) = 1 ∼ IECS§$1ECS(i)I′c1(i) + 1g§ÄK(X
Jre(i) = IECS + 1 ∼ 2n)K$1ECS(i)I′c1(i)g¶

5. æ^�~�)��{)��c�©q"

�±w�I��
ýO�±­ï2n�ECS��cG�"�Åu¢���ò�d1
oÚ¥�·bS��gêû½µ

∑IECS
re(i)=1(I′c1(i) + 1) + ∑2n

re(i)=IECS+1 I′c1(i) = ∑2n

i=1 I′c1(i) + IECS" (9.4)

b�zg·bS�Ñ¤��m�τ0§��ò�τò÷v2n · τmin ≤ τ/τ0 < 2n+m"
3§9.4.1¥§·�ò?�Ú?Øù�¯K"

§9.3.4 ��CVESÚRRS-CVES

�
3¢SA^¥`zCVESÚRRS-CVES§�
ëêI�c[/?1��"
Äk §·� I � c [ / À J · b XÚ" X·� 3 �©¥ � 2 ï Æ

�§PWLCM2g�í�3CVES¥¦^±¼��Z5U"
n�Ä��ëê�L§nÚNp"1) Lµdu���m�22L§LA�v
�±�

yS�5",	§�
{zCVES3êiO�Å¥�¢y§L = 32½ö64�ïÆ

¦^"XJI��p����§I�Ú\�	���"X§xe0(1)Úpe0(1)�±

��#���ëê§¦^ECS(1)�)xe0(2) ∼ xe0(2n)Úpe0(2) ∼ pe0(2n)¶2) nµ
w,§CVES/RRS-CVES�¢yE,ÝÚnäk�ê'XµI�O(2n · L)��;'

A"Ï
§nØU��§·�ïÆn = 8"3) NpµX·�3c¡J��§ù�ëê
´^5�yéÀJ²©ôÂS�5�§·�ïÆNp · L ≥ 256"

®²��2n�ECSÚCCS�6ÄëêéuUõêiz·bXÚ�ÄåÆA5
òz´ék^�"3©z[80]¥§�ö�Ñ6Äm��±�~�§'X�L =
40���106"�´·�@�lî���èÆ�Ýw§�ØA��∗"�Imax =
31�§���6Äm��127(g2m©�131��ê)§ù3¢S¥´�1�"

q � � �´CVES/RRS-CVES� ,	� � ­ � ëê" ¦ + T � � Ø 7´
�½�§�´�½�q��kÏu{z¢yÚ5U��O"b���q�

∗�ÄXe¯¢µ$��Lv
��§�´�3�
äk��áÌ�±Ï�[·b;�"��4à�~
f�´êiztentN�F(x) = 1− 2|x− 0.5|§ga/2Lm©�?Û[·b;�²L�õLgS���o¬Âñ
�0"
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¹NCmax�L-'A¬"3�¡·�òw�NCmax�±^5N!\��Ý"��


ó§NCmax��§\��ÝÒ�¯"?�Ú�©Û3§9.4.1¥�Ñ"XJq��
´�C�§²þ��Pmax�±^5����\��Ý"

éuRRS-CVES§mÚτmin^5��2n�ECS�E ö�"��/§·�ï

Æm ≤ nÚτmin ≥ 2n/2"ù���ò�ò÷v23n/2 ≤ τ/τ0 ≤ 22n"Q,nØ´�
�§ù�����ò�3�õê¢�A^¥´��É�(ëw§9.4.1)"

§9.4 5U�O

§9.4.1 �Ý¯K

Äuü�|¤Ü©�\��Ý§·��±������CVES��Ý"��


ó§CVES/RRS-CVES�M�XÚ¬'^�XÚ�$1�Ý¯�õ§Ï�¿1
$�Å�3M�¢y¥´�U�"Ø���5§b��ÜECSÚCCSÑ´d�
§(2.1)¢y�§¿�q���½�NCmax · L�'A"

M�¢yµ��/§�gL-'A�½:Ø{�ÑL��¨±Ï§Kzg·bS
����ÑL��¨±Ï"XJ¦^õ?6YEâ§6�èÜ©�±zL��¨±

Ï\���L-'A²©¬"b�üSì�Ñ��güS�m�τs(�¨±Ï)§éu
�õêÑ��üSì§τs = 2n · (2n − 1)¶éu�Ý`z�üSì§τs = n · 2n"
©|�èÜ©�±z��¨±Ï\���n-'Aü�"nÜå5§éu��²
©q§�Ñ�o��¨ê�L · NCmax + τs + NCmax · L/n"XJ�¨Ìª� fb

MHz§�ª�CVES\��Ý� fb

/(
1 + 1

n + τs
L·NCmax

)
Mbps"w,§NCmax�

±^5N!\��Ý"�L = 32, n = 8§τs = n · 2nÚNCmax = n · 2n = 2048§\

��Ý�32
37 fb Mbps"ù���Ý'éõ¯�DÚ�èÑ¯"�,§ùp���(

J�´nØ�§¢S��Ý�ÚäN¢y[!ké��'X"
d±þ?Ø§�±w�µ�NCmax ≥ τs/L�§¢S�\��ÝÌ�d6

�èÜ©û½¶
�NCmax < τs/L�KÌ�d©|�è¥�üSû½"é
uCVES/RRS-CVES��õêA^§·�ïÆNCmax = n · 2n"�L ≥ 32, n =
8�§NCmaxò'τs/L�($�éu��Ñ��üSì§�kτs/L = 2n · (2n −
1)/L < n · 2n)"Ï
§3�õêA^¥§3üSì��O¥�±Ì��ÄXÛ{

zM�5�§
Ø´XÛJp\��Ý"
X J �	� � À « ^ 5 | ± 6 Yª\ �/) � § @ o \ � � Ý ò

= d ü � � è f XÚ¥ � ú � Ü © û ½ " � Ò´` § \ � � Ý ¤
�min

(
fb, fb

/(
1
n + τs

L·NCmax

))
Mbps"�NCmax ≥ τs/L�§�Ý�� fb Mbps"

^ � ¢ y µ d u ¿ 1 $ � � � Ø � ^ § ^ �¢y ¬ ' M �¢y ú

� õ " k n díÿ ^ �¢y � � Ý ¬ ' M �¢y ú é õ � " � � ëê
�L = 16, n = 8�Á� XÚ¦^Microsoftr Visual C++m u Ñ 5 ± ÿÁ
3Microsoftr WindowsTM²�e �¢S � Ý "Á�êâ L ² � ª � Ý � V
´CPUªÇ�1/L"'X§3��1.4GHz��C(Pentium)rIVCPUþ§�Ý�
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��83Mbps(1.4G/L = 87.5Mbps)¶3��700MHzm�(Celeron)rCPUþ§�

Ý � ��46Mbps(700M/L = 43.75M)" ù � � � Ý é u � � ^ � � è 
 ó
® ² � � ¯ 
(AO´é u · b � è)" ��� � ë ì §256-'A�AES3 �

�600MHz�CPUþ��Ý���66Mbps[166]"
3·��Á�XÚ¥§·�uy6�èÜ©(ÙØ%�êizPWLCM)3�

ª�Ý¥åXÌ��^"3þã�1.4GHz�C(Pentium)rIVCPUþ§6�èÜ

©��Ý���107Mbps§
©|�èÜ©��ÝK���636Mbps�ò6�
èÜ©��Ý(107Mbps)Ú�ª�Ý(83Mbps)'��e§wå5·��C++�è

AT�±UY`z±���p��Ý(�C100Mbps)"'uù�¯K§·�uy

���¢µ�·�òVisual C++ 6.0�?Èm'd/Default0U�/Maximized
speed0��§6�èÜ©��Ý�
C$�98Mbps"ù�Û%�y�(/��z
��Ý0�
'/"��Ý0$)V«·��C++�è(¢�3I�`z�/�"
3�5�ïÄ¥·�òÁãuyk'ù�¯K��õ(Ø"

��4·�5?Ø�e�Ñ3Ð©zL§��mÚRRS-CVES���ò�"
éuCVES�Ð©zL§§�Ñ��ö�´��(2 + η) · 2ng·bS�Ú�

g2n�êâ�üSL§§ù��¿�X(2 + η) · 2n · L + n · 2n��¨±Ï"b

�η = 4 > dλe = 2§�Ñ�m���(6L + n) · 2n��¨±Ï"�L = 32, n =
8�§�m�51, 200��¨±Ï"aq/§éuRRS-CVES§Ì�Ð©zL§��

Ñ�m�±O�Ñ5µ���(3 + η) · 2n · L + 2 · n · 2n = ((3 + η) · L + 2n) · 2n�
�¨±Ï"b�η = 4¿�L = 32, n = 8§�m�61, 400��¨±Ï"w,§Ð©
z�Ñ��m¿Øõ"

'uRRS-CVES�Åu¢���ò�§·�®²3§9.3.4¥�Ñ���23n/2 ≤
τ/τ0 ≤ 22n"�L = 32, n = 8�§T��217 ≤ τ ≤ 221��¨±Ï(�Ä�τ0�
uL��¨±Ï)"XJ fb ≥ 200MHz§��ò�Ø¬�L10�Î¦"

§9.4.2 S�5

Ä���èÆA5

CVESäke�Ä���èÆA5§§�´��Ð��è�Ä���"
1) ²ï5µdu2n�ECS�[·b;�äkþ!�©Ù¼ê§K�6�èÜ

©ùX�²©q�äkþ!�©Ù"�Ä�©|�è�´éýùX�²©q?1
O�ö�§ù«ö�Ø¬UC©ÙA5Ï�SÝ¢Sþ´����N�"ù`²�
©Àª´²ï�"

2) �é���È�A5µXJ��K = {xc, pc}==UC��'A§KECS�
Ð©^�½ö��ëêòu)r��UC§Ï�CCSéÐ©^�Ú��ëê�~
¯a"Ð©^�Ú/½��ëêUC�:§�©=UCé�§Ò¿�X�©�È�

A5"
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;�d3ôÂ���A�

CVESko���A:�V«
ÙS�5"�,§I��õ�ïÄ�y¢ù

A:��^"

1. c¡J��ÀJ²©ôÂ��©éc¡Np�L-'A�ýùX²©¬¤B�§
ù¦��C�SÝ fSÓ��6u·bG�Ú±c�²©"

2. z�²©qÑäkØÓ�SÝ§
q��(���O(28))q��Øv±u
ySÝ�U�3�f:§ÏdÄuÚO��è©Ûóäq�´Ã��"

3. 6�èÜ©d2n�ìCÕá�·bN�(ECS³)�¤§¿�·bS��^S
�,	��Õá�·bN�(CCS)��Å/��"þãü:¦�ÚO�è©
Û��(J"

4. 3����¹e§$��2n�ECS�G��Ü®���¹e(K�'�SÝ�

®�)∗§�A�Ø�UíÑ��K = {xc, pc}§Ï�����Ú2n�ECS�·
bG�´©l�(�Ä±c�2n�ECS�·bS���3)"£�Ð©zL§
¥§η ≥ dλegýS�´I��§§�^5;�þãôÂ��U5§XJ1
��q�2n�·bG�®��{"

6�èÜ©�S�±Ï�Ý

3CVES/RRS-CVES¥ § 6 � è Ü © Ú © | � è Ü © Ñ ´ Ä
u2n�ECSÚCCS�[·b;��"òECS³��c2n�G�w���2n���

þ(ùp·�¡��·b�þ§Chaotic Vector)§ù��þ�±Ï�Ý�´��ï
þ���èS�5�Ä�Ï�"T�Ý7Lv
�±;��U�­E\��ª"

d©z[80]§·� � ± é N ´ / � �CCS� ± Ï � Ý µTc = σc∆c(2L −
1)§ ± 92n�ECS� ± Ï � Ý µTe(i) = σe(i)∆e(i)(2L − 1)(i = 1 ∼ 2n)§ ù
p{σe(i)}2n

i=1, σc´��ê"¦+(�O�·b�þ�±Ï�Ý´'�(J�§
�´�±�ÑÙþ?�µ

lcm (σe(1), · · · , σe(2n), σc) ·
(
2L1 − 1

)
·
(
2L2 − 1

)
· lcm (∆e(1), · · · , ∆e(2n), ∆c)

> 2L1+L2 · lcm (∆e(1), · · · , ∆e(2n), 2) " (9.5)

�Imax = 31�§

lcm (∆e(1), · · · , ∆e(2n), 2) = ∏Imax
i=1 Pr(i) ≈ 2161" (9.6)

ù����Ýéu?ÛS�A^Ñv

"
∗w,§3¢SA^¥§ù��«ôÂ´��(J�§Ï��c�·bG�ØUl®�²©q/�©q

é¥���Ñ"
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©|�èÜ©���ÅSÝ

3 � ! ¥ § dECS³ � · b G��)��� ÅSÝ �ÚOA5 " d
u2n�ECS3�Ó�½Â«mI = [0, 1]þäk�Ó�ØC©Ù¼ê f (x) = 1§
ÏL2n·bG�)¤�SÝ�±£ã�2n�ÕáÓ©Ù��ÅCþ�^SÚOþ"
b�R(1), R(2), · · · , R(2n)L«^SÚOþ§Keã¯¢¤áµéu{1, · · · , 2n}þ

�?Ûü�{i(1), i(2), · · · , i(2n)}§

P{R(1) = i(1) ∧ R(2) = i(2) ∧ · · · ∧ R(2n) = i(2n)} =
1

2n!
§ (9.7)

=^SÚOþ´�Vé¡�[212]"ù�A:éu�E`û��èÆA5´�~k
^�"�,§3¤k�2n!��U�SÝ¥§7,�3�
fSÝ§�´ù��SÝ
�êþ'r�SÝ�êþ���õ"
�§6�èÚ©|�è�|Ü¦�fSÝ�
uÿC�(J"3����¹e§=BôÂö��
��f�SÝ§��U¡E�

'�²©q§Ù¦�¦^ØÓ�SÝ�²©qE,´S��"

§9.4.3 ¢yE,Ý

du��LÚnÑ´�±�8�ê�§CVES/RRS-CVES�^�¢y´��{ü

�§Ï�8-'Ai!3ØÓ²��A�¤k?§�ó¥ÑkéÐ�|±"Ïd§
3��!¥·�Ì�'5M�¢yE,Ý"

�­��M�ü�´��^u¢y·bS��L-'AêiØ{ìÚ���

�2n × 2n�üSì"Ù¦ü��)µü�m-LFSR§Ú�;CIT!�c�2n�·b
G�!q�À«ÚSÝ��;ü�"éuCVES§CITI�4 · 2n�L-'A��;ü

�§SÝI�2n�n-'A��;ü�"éuRRS-CVES§CITI�8 · 2n�L-'A�
�;ü�§SÝ�´I�2n�n-'A��;ü�"�L = 64, m = 8�§CVES¤I
��;ü�oþ���4 · 2n · L + n · 2n = 67, 584 bits = 8, 448 bytes"éuRRS-
CVES§�;oþ�9 · 2n · L + n · 2n = 149, 504 bits = 18, 688 bytes",	§��
��Úq���Ó��À«�UI�±\¯6�è\���©|�è�O�"¦
+¤I��;ü�k:õ(�VA�KB)§�´éu¢�ÀªA^5`ù{�Ø�

�J"
3CVES/RRS-CVES¥§üSì´��E,�ü���"�X·�3§9.4.1¥

J��§�q���un · 2n/L�§üSì�±Ø7�Ä�õ�¢y`z§Ï�§

éXÚ�Ý�K�Ø�"

§9.4.4 Á�

éu��vkØ �êiÀª§·�ÿÁ
CVES�¢S5U"3ã9.5¥§
·��Ñ
�B²©vÚ�©v�'�"�±w�²©v�\�C��äkþ!
��ã��©v§ùV«XCVESäkØ���èÆA5"
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d) �©v���ã

ã 9.5: ¦^CVES\��Ã�ªêiÀª

§9.5 �Ù�(

3�Ù¥§·�JÑ
�«Äuõ�·bXÚ�¢�Àª\�XÚ(Chaotic
Video Encryption Scheme – CVES)§§´¦^êiz·b)û�3u¢�Àª\

�¥S�5Ú\��Ý�mgñ��«}Á"CVES´�¹��6�èfXÚÚ
��©|�èfXÚ�¦È�èXÚ"CVES�±*Ð�RRS-CVES§ù´�«

|±�©Àª��Åu¢õU(äk��É���ò�)�U?��"ÐÚ©ÛL

²CVES/RRS-CVESäké¯�\��ÝÚ��É�S�5§¿��±¦^M�

Ú^�éN´/¢y"¢Sþ§3CVES¥¦^�Ä��{(ã9.1)�±í2��«

�Oêiz�è�Ï^�."
3�5�ïÄ¥§·�òUY&?k'CVES/RRS-CVES�S�5Ú¢y¥

��'¯K§¿Áã�¤CVES�IOVLSI(M�)¢yÚC/C++^��(^�)§¿

&?XÛ¦^Ù¦Àª\��{¥�kÃg´?�ÚrzCVES3A½ÀªA^¥
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�5U",	§XJ�U§ã9.3¥¤«�üa*Ð�.�¬�'5"
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1�Ù o(�Ð"

§10.1 �Ø©�o(

y3·�é�©�Ñ��{��o("�©�ó���8B�n���Ü

©µ'uêiz·bXÚ�nØ©Û§êiz·b�è�©ÛÚ�O"e¡·�
lþ¡n��¡©Oé�©�ó����o("

• êiz·bXÚÄåÆA5òz�nØ©Û

– ®k�ïÄL²µuÐ�«î�£ãêiz·bXÚÄåÆ�nØéu
êiz·bXÚ�A^´�~­��"�´§�,'uêiz·bXÚ
�ÄåÆA5®k��õ�ó���§�vk��XÚ�nØµeïá
å5"éu�a2�¦^�·bXÚ–Åã�5·bN�(PWLCM)§·
�uy�|ÄåÆ�I�±½þ/£ã[·b;�©Ù�Øþ!5"
�©�Ñ
ù|ÄåÆ�I�O(O��{§¿�Ñ
�
~f±`

²ù
�I3n)k�°ÝeêizPWLCMÄåÆA5òz�¡�­

�5"�[?Ø
ù|ÄåÆ�I�A^§�)3·b�èÆ¥�A
^(�e)"

• �
�CJÑ�êiz·b�è�©Û

– ¦^�©JÑ�PWLCM�ÄåÆ�I§é±ù�<JÑ��a·b6

�è?1
f��©ÛÚ�è©Û"�©éA«�U�U?S�5��

�?1
'�§¿í�
Ù¥�A«^uU?S�5"

– E. Alvarez�<u1999cJÑ
�«Äu|¢�êiz·b�è§T�
è3��d·bXÚ)¤���ÅS�¥|¢²©§¿âd�)�©"
T�è3JÑ�é¯�G. Alvarez�<u2000cô»"�©©Û
E.
Alvarez�<��è�YØU-|G. Alvarez�<ôÂ����Ï§¿

JÑ
�«U?�YOrÙS�5"

– M. S. Baptistau1998cJÑ
,	�«Äu|¢�·b�è§T�è

3JÑ���
��2��5¿"�
�è©Ûó�ÚU?�Y3
CcÂk��"�©�Ñ
G. JakimoskiÚL. KocarevJÑ��«ôÂ
Ø´@ok�§¿�Ñ
�«U?��±-|¤k�®�ôÂ(Ø�

´Jakimoski-KocarevôÂ)"3JÑ�U?��¥§�«k��¡�
/VÇ)�0�y��uy§Ty��U�±^5¢y,	�«�À\

�â"

– S. Papadimitriou�<u2001cJÑ
�«Äu·bXÚ�¯�VÇ�
è"�©©Û
T·b�è�¯K§¿JÑÙØS�5ÚØ¢^5§¿

Å�
�
S. Papadimitriou�<�Ñ��Øí�Ú©Û"
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– Cc5J.-C. YenÚJ.-I. Guo(�<)JÑ
A«·bã�\��{"�©©
Û
Ù¥�ü«�{(CKBAÚBRIE)§JÑ
®�/ÀJ²©ôÂô»

ùü«\�XÚ"

• �Oêiz·b�è�#g´

– Äu�©'uêiz·bXÚ�nØ©ÛÚ�
�CJÑ�êiz·b
�è�©Ûó�§�©JÑ
�«#�·bPRBG¿A^§�O#�ä
k�Ð�N5U�·b6�è"T·bPRBG�±O�LFSR3DÚ6�
èÆ¥��^±�E��(¹��èXÚ"

– �´Äuþ¡J��¤J§�©JÑ
�«¯�·b�èXÚ§§^5
÷v¢�Àª\��AÏI¦"�[�©ÛL²T·b�è�±Ó�J
ø��¯�\��ÝÚ�p�S�5"T�è��±w�´�«êi
z(·b)�è�Ï^(�"

§10.2 'u�5ïÄ�Ð"

d�©�Ñ�?Ø§·��±uy�O��ý�Ð�êiz·b�èýØ´
��N´�?Ö"éõ¯K7L\±c[�Ä±;��«���d3S�"�§
â�U��n��5U"�´du'uêiz·bXÚ�ÄåÆA5òz�nØ

¯K�vk)û§·��U�%/¦^�
¢�5�Ãã57mnØþ�(J"
����Ä��ïÆ§��Å�6ÄüÑ�U´����É���"Ø
ÚÄå
ÆA5òz�'�S�¯K�	§éõêiz·b�èdu"yc[��O
�

ôÂ§
Ø´Ï�êiz·bXÚ���"�"ù�¯¢`²�
'uXÛ;�
�Of·b�è��
�KI�²("ùp·�ò�Ñ�
ù�¡�Ï^ïÆ"
F"·�ïÆkÏu\¯ùa�O�K�XÚz"

§10.2.1 �OÐ�·b�è��
ïÆ

Äu�©�Ñ�êiz·b�èïÄyG�£�§Ú�'¯K9Ù�U�)
û�Y�?Ø§3�©���·��¿­#�Ñ'u�O/Ð0�·b�è��


Ä�ïÆ§ùp/Ð0ù�c¿�Xv
p�¢SS�5§v
¯�\��Ý
Ú{ü�XÚ¢y"

ïÆ��µÏL��Å6Ä¢yêiz·bXÚ§½ö¦^ÄåÆA5®²
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[108] Goce Jakimoski and Ljupčo Kocarev. Chaos and cryptography: Block en-
cryption ciphers based on chaotic maps. IEEE Trans. Circuits and Systems–I,
48(2):163–169, 2001.

[109] Shujun Li, Qi Li, Wenmin Li, Xuanqin Mou, and Yuanlong Cai. Statistical
properties of digital piecewise linear chaotic maps and their roles in cryp-
tography and pseudo-random coding. In Cryptography and Coding – 8th IMA
Int. Conf. Proc., Lecture Notes in Computer Science vol. 2260, pages 205–221.
Springer-Verlag, Berlin, 2001.

[110] Shujun Li, Xuanqin Mou, and Yuanlong Cai. Improving security of a
chaotic encryption approach. Physics Letters A, 290(3-4):127–133, 2001.

156

http://arxiv.org/abs/cs.CR/0102012
http://arxiv.org/abs/cs.CR/0102012


ÜS�Ï�ÆÆ¬Æ Ø©

[111] GuoJie Hu, ZhengJin Feng, and Lin Wang. Analysis of a type digital chaotic
cryptosystem. In Proc. IEEE Int. Symposium Circuits and Systems 2002, volume
III, pages 473–475. IEEE, 2002.

[112] Shujun Li, Xuan Zheng, Xuanqin Mou, and Yuanlong Cai. Chaotic encryp-
tion scheme for real-time digital video. In Real-Time Imaging VI, Proceedings
of SPIE vol. 4666, pages 149–160, 2002.

[113] A. Palacios and H. Juarez. Cryptography with cycling chaos. Physics Letters
A, 303(5-6):345–351, 2002.

[114] Kwok-Wo Wong. A fast chaotic cryptographic scheme with dynamic look-
up table. Physics Letters A, 298(4):238–242, 2002.

[115] P. García, A. Parravano, M. G. Cosenza, J. Jiménez, and A. Marcano.
Coupled map networks as communication schemes. Physical Review E,
65(4):045201(R), 2002.

[116] P. García and J. Jiménez. Communication through chaotic map systems.
Physics Letters A, 298(1):34–40, 2002.

[117] Naoki Masuda and Kazuyuki Aihara. Cryptosystems with discretized
chaotic maps. IEEE Trans. Circuits and Systems–I, 49(1):28–40, 2002.

[118] Xun Yi, Chik How Tan, and Chee Kheong Siew. A new block cipher based
on chaotic tent maps. IEEE Trans. Circuits and Systems–I, 49(12):1826–1829,
2002.

[119] Shihong Wang, Jinyu Kuang, Jinghua Li, Yunlun Luo, Huaping Lu, and
Gang Hu. Chaos-based secure communications in a large community. Phys-
ical Review E, 66(6):065202(R), 2002.

[120] Mieczysław Jessa. Data transmission with adjustable security exploiting
chaos-based pseudorandom number generators. In Proc. IEEE Int. Sympo-
sium Circuits and Systems 2002, volume III, pages 476–479. IEEE, 2002.
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