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I. A Brief Introduction of Modern Cryptology
i. Algorithms

1. Data Encryption

1) Basic Model: 
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 are the enciphering/deciphering algorithms.
2) Stream Ciphers vs. Block Ciphers

· Stream Ciphers: 
key stream 
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 (masks) plaintext bit by bit
· Block Ciphers: 
each plain-block 
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3) Classic Cryptography vs. Modern Cryptography

· Classic ciphers: encrypting texts, most are substitution ciphers with single or multiple substitution tables (some ones are transposition ciphers or combined ones).
· Modern ciphers: encrypting bits (texts, images, videos, etc.) with stream or block ciphers.
4) Private Key vs. Public Key (
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· Private Key: 
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· Public Key: 
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 is published in public
· Generally, private-key cryptosystems run (much) faster than public-key ones
· Combined two ciphers: using public-key cryptosystem to exchange the session private key, and using the private key to encrypt real data
5) AES / DES / RSA / ECC / IDEA / Blowfish /…
2. Hashing Functions (for Data Integrality)
1) Hashing: 
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 is a message with arbitrary length, and 
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 is a fixed-length number
2) Basic way of hashing is: divide the message into separate blocks with the same length of 
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, transform (encrypt) all blocks and then combine all transformed values
3) Hashing functions play important roles in the design of security protocols to avoid frauds
4) Examples: MD5 / SHAxxx / …
3. Steganography / Information Hiding / Digital Watermarking
1) In ancient period, steganography means the hidden method that is to secretly transmit message. Famous examples are special inks, soldiers’ heads, etc.
2) A popular use of information hiding is the copyright protection of digital products,  such as MP3, commercial digital images and videos,  etc. The hidden information in the above products to protect copyrights is called digital watermarking.
3) The simplest information hiding method is: hide information in LSBs of all pixels of a digital image, which employs the human vision incapability on the small difference of gray level (humans can distinguish 64 gray levels and the hiding information in 2 LSBs can not be seen). Of course, this simple method is not secure since it violate Kerckhoff’s principle.
4. Cryptanalysis (Attacks)
1) Kerckhoff’s Principle: The security of a cryptosystem should not rely on the secret of how it run, but should rely on and only on the secret key. In other words, we should assume that attackers have all knowledge about the cryptosystem except the key.
2) Two non-technical attacks: brute force (exhaustive) attack, and Rubber-hose attack.
3) Four basic technical attacks (from easy to difficult): ciphertext-only (know-ciphertext) attack, known-plaintext attack, chosen-plaintext attack, chosen-ciphertext attack, etc.
ii. Protocols

1. Human Interactive Proofs
1) Human-Computer Identification
· What do you know?
· What do you have?

· What are you?

2) Zero-Knowledge Proofs
· Let others know you know something without leaking the knowledge itself. Also, you can make others believe your proof.
· A simple example: you know two graphs 
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 topological equivalent, then you can prove your knowledge with the following way – you construct a new graph 
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 topological equivalent with 
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 to others; others request you prove 
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 with random selection. Repeat the above procedure for 
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 times, others will believe you with the probability of 
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2. Digital Signature

1) Digital signature can be realized easily with hashing function and public-key encryption mechanism: given a file 
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 to get a hashing value 
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, and you encrypt 
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 with your private signature key 
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 to get a digital signature 
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. Anyone can prove your signature as follows: decrypt 
[image: image32.wmf](())

K

fhm

 with your public signature key 
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, and compare the two values.
2) In public-key world, everyone has four keys: one private decryption key, one private signature key; and one public encryption key, one public signature key.
3. Key Distribution / Exchange Protocols
4. k-out-of-n Secret Sharing Schemes (SSS)

1) n people share a secret, and any k people can reveal the secret.
2) Visual Cryptography is a visual scheme of SSS, each one shares a transparency made from a secret, which can be revealed by piling several transparencies (shares) up together.
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5. Communications via Subliminal Channel
1) See “Steganography / Information Hiding”
6. Bit Commitment Protocols
7. Secure Vote Protocols

8. Secure Multi-Parties Computing

9. Other Protocols …
10. Cryptanalysis (Attacks)

iii. Implementations

1. DES Chips / PGP / Crypto++ / …
2. PKI - Public Key Infrastructure

3. Passwords / Smart Cards / Biometrics / Kerberos / …
4. Digital Certifications

5. Security via Internet – SSL / IPSec / TLS / SSH / …
6. Digital Cashes

7. Cryptanalysis (Attacks): such as TEMPEST

II. Chaos Theory
i. What is Chaos?

1. Exponential sensitivity dependent on initial conditions (so-called “butterfly effect” by Lorenz) or positive Lyapunov exponent
2. Continuous and wide power spectrum density
3. Exponential loss of information
4. Exponential decaying auto-correlation

5. Pseudo-randomness and unpredictability

6. Ergodicity: almost each orbit leads to the same distribution
7. Mixing: each initial region with positive area spreads to all over the definition domain
8. Exactness: each initial region with positive area leads to the whole definition domain
9. Doubling-period effects & bifurcation
10. Bounded or unbounded domain?
ii. Some Well-Studied Chaotic Systems
1. Lorenz Equation (3D): 
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Logistic map (1D): 
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Bifurcation map for 
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3. 1D Piecewise Linear Chaotic Map (PWLCM)

1) Skew Tent Map: 
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2) Saw Map: 
[image: image49.wmf]/0

()

()/(1)1

xaxa

fx

xaaax

££

ì

=

í

--££

î


4. Hénon Map (2D): 
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5. Baker Map (2D): 
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III. My Research Topic: Cryptanalysis and Design of Digital Chaotic Cryptosystems
i. A Fundamental Issue: When chaotic systems are realized in finite computing precision, the dynamical properties will degrade. We must employ some remedies to avoid such degradation. This issue is also important to other digital applications of chaos, especially to chaotic pseudo-random number generators and spread spectrum communications with chaotic systems.
1. Three Proposed Remedies: using higher computing precision [Cryptologia 91], cascading multiple chaotic systems [IEEE Trans. Comm. 94], and perturbing the chaotic orbits with a relative small perturbing signal [PLA 96, 电子学报97, EL 98].
2. The perturbing algorithm is the best choice in my opinion. Some researchers (周红 and 桑涛) , I also have suggested using it in many different chaotic cryptosystems.
3. For a class of widely-used chaotic systems, we rigorously prove some results on the statistical properties of digital implementation of such systems in finite computing precision [C&C 2001]. Such results are further used to make weak-key analysis of several chaotic stream ciphers proposed by 周红 et al. in [电子学报98 & IEEE Trans. CAS-I 97].
ii. Chaotic Stream Ciphers
1. Using chaos to construct secure pseudo-random key-stream masking plaintexts, where the kernel of the design is how to construct a secure chaotic pseudo-random bit generator.
2. General Method: transform a single chaotic orbit to get pseudo-random key stream, but some problems have been found on the security of such a scheme. The first cryptosystem was proposed by R. Matthews in [Cryptologia 89] and cryptanalyzed by D. D. Wheeler and R. Matthews (yes, the above author) in [Cryptologia 90,91], and several US patents are also use such an idea.
3. Our Proposal 1: comparing the orbits of multiple chaotic systems to generate pseudo-random key stream [IndoCrypt 2001]
4. Our Proposal 2 (partially): introducing variant-length plaintext-size to enhance the security of chaotic stream ciphers [Physics Letters A 2001]. The performance of such an idea is still in extensive argument.
iii. Chaotic Block Ciphers

1. Type 1: using an inverse chaotic map to encrypt the plaintext, and decrypting the ciphertext with the original chaotic map. This idea was firstly suggested by T. Habutsu et al. (Japan) in [IEICE 91 & EuroCrypt 91], and was developed to other chaotic systems by Zbigniew Kotulski and Janusz Szczepanski (Poland) in [Annalen der Physik 97 & IJBC 99]. But some problems have been found by E. Biham in [EuroCrypt 91].
2. Type 2 (for Image Encryption): using 2D chaotic maps to permute pixels and combine the permutation with some transformation of the pixel value. [IJBC 98]
3. Type 3: using chaotic systems as tools to construct fixed or time-variant S-Boxes [PLA 2001 & IEEE Trans. CAS-I 2001 & SPIE 2002].
4. Our Contribution 1 [SPIE 2002]: combining chaotic stream cipher and chaotic block cipher.
5. Our Contribution 2 [IJBC 2003]: cryptanalyzing a chaotic probabilistic cipher proposed by S. Papadimitriou et al. (Greece) in [IJBC 2001].
iv. Chaotic Image Encryption Schemes

1. Some chaotic image encryptions have been proposed.
2. We cryptanalyzed two ones proposed by J.-C. Yen and J.-I. Guo (Taiwan, China) [ISCAS 2002 & ICIP2002]. Another attack to [IEE Proc. 2000] is still pended.
v. Some Principles on Digital Chaotic Ciphers

1. We detailedly discussed them in a newly-accepted paper [IJBC 2003].
IV. My Research at Microsoft Research Asia

i. Secure Human-Computer Identification against Peeping Attacks – SecHCI
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ii. Visual/Graphical Passwords
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iii. CAPTCHAs - Completely Automated Public Turing Test to Tell Computers and Humans Apart, also called Reverse Turing Test
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