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ABSTRACT
In recent years, digital technologies have grown in many ways.
As a result, many school-aged children have been exposed to the
digital world a lot. Children are using more digital technologies, so
schools need to teach kids more about cyber security and online
safety. Because of this, there are now more school programmes and
projects that teach students about cyber security and online safety
and help them learn and improve their skills. Still, despite many
programmes and projects, there is not much proof of how many
schools have taken part and helped spread the word about them.
This work shows howwe can learn about the size and scope of cyber
security and online safety education in schools in the UK, a country
with a very active and advanced cyber security education profile,
using nearly 200k public tweets from over 15k schools. By using
simple techniques like descriptive statistics and visualisation as
well as advanced natural language processing (NLP) techniques like
sentiment analysis and topicmodelling, we show some new findings
and insights about how UK schools as a sector have been doing
on Twitter with their cyber security and online safety education
activities. Our work has led to a range of large-scale and real-world
evidence that can help inform people and organisations interested
in cyber security and teaching online safety in schools.
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1 INTRODUCTION
In 2019, the United Nations International Children’s Emergency
Fund (UNICEF) reported results from a survey involving more
than 14,000 internet-using children across 11 countries in four
continents (Europe, South America, Africa, and Asia). According to
the survey results, the average internet usage was two hours per
day during the week and roughly doubled the time on a weekend
day [12]. Even though most people agree that technology and the
internet are suitable for kids and teens, there are also risks to their
safety when they use them more. There have already been some
worrying statistics published [8], e.g., around 1 in 6 children aged
10 to 15 years had spoken to a stranger online in 2020, and around
1 in 10 children aged 13 to 15 years had experienced receiving
sexual messages. Therefore, to protect children and young people
who know how to protect themselves online, equipping them with
relevant knowledge and skills in cyber security and online safety
becomes very important.

Many cyber security and online safety education programmes
and initiatives targeting children and young people have been
launched to meet the above mentioned needs. Some nations have
started including relevant content in their national curricula or
guidelines. Despite all the educational activities on cyber security
and online safety education, there is still little effort on how such
activities are received, and a particular area with even less evidence
is to what extent schools (i.e., pre-university educational institutions)
have been actively engaging and publicly promoting such activities.
This paper tries to fill this gap by exploring if and how Twitter data
can be used to infer insights about schools’ engagement in cyber
security and online safety education, using the UK as an example
country and nearly 200k public tweets from over 15k schools. Our
work provides positive evidence about the data-driven approach to
the research question. It produces valuable insights for researchers,
practitioners, and policymakers interested in cyber security and
online safety education for schools.

The rest of the paper is organised as follows: The next two sec-
tions cover related work and background, respectively. Sections 3,
4 and 5 describe our methodology, the data collection process, and
the results. The last section concludes the paper.

2 RELATEDWORK
Children and teens spend much time on the internet, which can
expose them to online risks. This exposure has made it more critical
for schools to teach cyber security and online safety. Rahman et al.
[10] conducted a systematic review to state that the critical reason
for having cyber security education in schools is to educate children
to become aware of the associated risks of using online services such
as social media, chatting, and gaming. Furthermore, Macaulay et al.
[6] was surveyed to evaluate the impact of children’s subjective
and objective knowledge on their perception and attitudes towards
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online safety education, concluding that online safety education is
essential, especially for children lacking awareness and knowledge.

In addition, much research has been conducted to understand
the current practice and status of introducing cyber security and
online safety education in schools and investigate the effectiveness
of related programmes and initiatives for pupils regarding their per-
ceptions and attitudes. Regarding cyber security and online safety
education, a 2022 report [13] gives a very recent and comprehensive
summary based on findings from 13 countries on five continents.
It finds that the current practice of embedding cyber security and
online safety content into the pre-university education curriculum
is either by adding the educational content to technical subjects
such as computing and computer science or by adding the content
to a range of non-technological subjects. Much research has not
been done on how well real-world cyber security and online safety
education programmes work for kids. However, much of the re-
search looked at the effectiveness of various tools for cyber security
education at the pre-university level [15].

One thing that stands out is that most of the previous studies
were small-scale empirical studies that relied on the self-reported
perceptions of recruited human participants. We have not seen as
much research that looks at large amounts of data in the real world
to study cyber security and online safety education in the real world.
To the best of our knowledge, the only work similar to ours reported
in this paper was done by Zenebe and Yorkman [14]. Their research
aimed to find patterns and insights about how people in the USA
think about cyber security education in general. While comparing
our work to theirs, we focused on a different research question: how
much have schools in the UK promoted cyber security and online
safety education to the public? Our analysis is much more advanced
regarding the size and quality of data.We used nearly 200,000 tweets
from more than 15,000 verified school accounts, which were chosen
from lists of all UK schools kept by the government.

3 BACKGROUND AND METHODOLOGY
To study schools’ engagement and public promotion of cyber secu-
rity and online safety education, we decided to use public tweets of
verified schools’ accounts because we observed that many schools
have an active presence on Twitter and the Twitter API allowed
us to gather timelines of a Twitter account quickly. In order to get
a list of verified school accounts, we felt the need to focus on a
single country so that we could rely on that country’s education
authorities to obtain official information about recognised schools.

Out of all the countries, we decided to choose the UK because it
has the most active cyber security and online safety educational ac-
tivities, according to some recent reports [3]. Note that our method-
ology is general, so it does not depend on this specific choice of
country.

With the UK chosen as the country of interest, we used a five-
step process to do our work: 1) gathering official information of all
schools in the UK; 2) using the school information to automatically
gather several Twitter accounts that may belong to a school; 3) using
a semi-automatic process to identify Twitter accounts that belong
to a school; 4) collecting timelines of all verified school Twitter
accounts and using a data cleansing process to get tweets related
to cyber security and online safety education; and 5) applying

different data analytic techniques to investigate how much schools
have publicly engaged and publicly promoted cyber security and
online safety education on Twitter to discover valuable insights for
relevant stakeholders. It is worth noting that the first four stages
are all about data collection, and the last one is about the analysis
of collected data. In the following section, we give details of the
four data collection stages, and Section 5 shows how we conducted
our data analysis and critical findings.

4 DATA COLLECTION
To collect data, we used the following steps:

1. Collecting Information about Schools: we used Google
search and checked the websites of educational authorities in the
UK and the four countries within the UK to identify official lists
of schools in the UK from a number of sources: England (https:
//www.compare-school-performance.service.gov.uk/), Wales
(https://gov.wales/address-list-schools), Scotland (https://ww
w.webarchive.org.uk/wayback/archive/20150221112355/http:
//www.gov.scot/Topics/Statistics/Browse/School-Education/Dat
asets/contactdetails#), and Northern Ireland (http://apps.education
-ni.gov.uk/appinstitutes/).

2. Collecting Candidate Twitter Accounts: given the name
and location of a school, a two-step search algorithm was made
to find the Twitter account handles automatically, resulting 19,811
unique candidates to check further.

3. Verifying Twitter Accounts of Schools: All candidate Twit-
ter accounts were grouped into four groups according to the country
the school belongs to (i.e., England, Wales, Scotland, and Northern
Ireland). Semi-automatic validation was used to eliminate Twitter
accounts that are not officially linked to a school. As a result, all
19,811 Twitter accounts were checked, and 12,249 were confirmed
as official school Twitter accounts. The rest of the unverified Twitter
accounts were checked manually, resulting in an additional 2,761
verified Twitter accounts. In total, we got 15,010 verified Twitter
accounts.

4. Collecting and Cleansing Twitter Data: after obtaining
the verified Twitter accounts, the Python library snscrape [4] was
used to retrieve all tweets posted by these accounts from 2009 to
March 2022, resulting in 20,617,709 tweets. A further data cleansing
step was performed to remove images, videos and URLS, result-
ing 193,424 tweets ready for the last stage of our data analysis
work. Finally, to clean the data for follow-up NLP operations, we
used the Python-based NLP library NLTK [2] to clean the data by
removing stop-words, URLs, punctuation marks, email addresses,
Twitter screen names, and other non-textual data such as symbols,
emoticons, and icon emojis.

5 DATA ANALYSIS AND RESULTS
Different techniques were utilised for analysing the cleaned data.
Firstly, an exploratory data analysis (EDA) approach was applied to
explore and visualise the data to get some initial insights. Then, NLP-
based techniques such as sentiment analysis and topic modelling
were applied to analyse the data further for more in-depth insights
regarding how the schools covered have engaged with and publicly
promoted cyber security and online safety education on Twitter.
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Table 1: Some example organisations and associated initiatives with keywords we used

Organisation Keywords Associated Initiatives Keywords

NCSC NCSCgov, #NSCS, @NCSC Cyber Aware CyberAware, cyberawaregov
DCMS #DCMS, @DCMS Cyber Discovery CyberDiscovery CyberDiscUK
BCS BCS, @BCS, #BCS Computing at School CAS, CASInspire, CompAtSch, CASPLYM22

5.1 Exploratory Data Analysis
5.1.1 Twitter Activity. By observing the Twitter activity amongst
schools from 2019 to 2021, we discovered the three most dominating
peaks to be Tuesday in the second week of February of every year,
which were the Safer Internet Days (SIDs, https://www.saferinter
netday.org/) in the three years. The SID is an initiative launched
by the EU SafeBorders project in 2005 and has grown significantly
worldwide with the participation of approximately 200 countries
and regions.While it is not surprising that SID is themost successful
cyber security and online safety education initiative across UK
schools, this is the first time that such large-scale evidence has been
produced for this fact. Therefore, extending our work to see how
schools in other countries and regions have been engaged with and
publicly promoting this initiative could potentially offer valuable
insights in the global context.

5.1.2 Mentions of Organisations & Initiatives. As mentioned in
Section 3, many organisations in the UK have been actively run-
ning other cyber security and online safety education initiatives.
Therefore, we are interested in seeing how much schools in the
UK have engaged with and publicly promoted a more comprehen-
sive range of organisations and initiatives on Twitter. To this end,
we manually populated a list of keywords (e.g., organisations’ or
initiatives’ names, acronyms, alternative names, Twitter handles,
and hashtags) associated with key organisations and initiatives in
the UK (see Table 1 for some examples). In addition, we count the
number of schools whose tweets mention each keyword at least
once.

By searching all tweets using the generated keywords, we sum-
marised the mentioned frequency of each keyword. The organisa-
tions with mentions by at least 700 schools include the National
Society for the Prevention of Cruelty to Children (NSPCC); Per-
sonal, Social, Health and Economic (PSHE) Association; Childline;
Young Minds; National Online Safety (NOS); and UK Government’s
Department for Education (DfE). Among all schools, the organisa-
tion with the most mentions is the NSPCC (19.7%), closely followed
by the PSHE Association (14.8%) and the DfE (13.6%). In addition,
we conducted a similar analysis using the keywords associated
with selected initiatives and compared initiatives mentioned in at
least 100 schools. UK schools mainly mentioned the Safer Internet
Day initiative, echoing the observation of Twitter activity shown
in Section 5.1.1.

Furthermore, the second most-mentioned initiative is “ThinkU-
Know”, a programme organised by the Child Exploitation and On-
line Protection Command (CEOP) education team within the NCA.
The third most-mentioned initiative among all schools is “Wake Up
Wednesday”, an online safety programme run by the NOS. More-
over, it is worth noting that among all the initiatives mentioned by

fewer than 100 schools, the dominating initiative is Cyber Discov-
ery, a programme of the UK Government’s Department for Digital,
Culture, Media & Sport (DCMS).

Figure 1: Organisations mentioned by different school types

5.1.3 Engagement Diversity by School Type. We also wanted to
know if cyber security and online safety education have been taught
and promoted differently by different types of schools. In the four
UK countries, there are different types of schools. Using England as
an example, there are five main types of schools according to the
dataset of English schools we used: (state-)maintained schools, inde-
pendent (private) schools, academies, special schools, and colleges
(https://www.gov.uk/types-of-school). A sample of 1,000 verified
Twitter accounts of English schools were selected randomly, and a
Sankey diagram was produced to show how the different types of
schools mentioned different organisations, as illustrated in Figure 1.

The results revealed significantly different engagement patterns.
Both academies and maintained schools have a diverse engagement
profile: they have been actively engaging with 13 and 12 organi-
sations, respectively. However, independent schools have a much
less active profile by engaging with only four organisations. One
noticeable pattern is that independent schools did not post any
tweets that mentioned the DfE, which may be explained by the
fact that independent schools do not rely on the resources of the
DfE, nor do they have to follow the national curriculum. Given
the richer resources at independent schools, we found their lack of
engagement worrying, and more work should be done to motivate
them to do more. The remaining two types of schools have an even
less active profile: special schools only engaged with three organi-
sations, and colleges did not engage with any leading organisations
shown in Figure 1. Such a noticeable discrepancy may be rooted in
the different goals and interests of different types of schools.
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5.2 NLP-based Content Analysis
In addition to what has been described above, we also applied two
NLP-based techniques, sentiment analysis and topic modelling, to
analyse the Twitter data to understand more about the content of
the school’s Twitter accounts.

5.2.1 Sentiment Analysis. The essential task of sentiment analy-
sis is to classify if the sentiment status of a given text is positive,
negative or neutral. Such an analysis helps analyse the emotional
status of the author of a given text. It, therefore, has been widely
used for analysing user-generated textual data such as tweets in
different applications [1, 5]. In this study, an off-the-shelf sentiment
analysis package provided by NLTK (https://www.nltk.org/api
/nltk.sentiment.html) was used to conduct sentiment analysis to
quantify the sentiments of tweets data to infer the schools’ opin-
ions and attitudes towards cyber security education. By analysing
all tweets posted by schools, 82.2% of all tweets are classified as
positive, whereas 12.8% and 5% of tweets are classified as negative
and neutral, respectively.

It is not surprising to see a majority of the posted tweets with
positive sentiment, as many schools’ Twitter accounts are profes-
sionally managed and maintained, so it is less likely for them to
publicly express negative opinions on other organisations and ini-
tiatives with a good purpose. We manually examined some negative
tweets and noticed that some are misclassified because of the use
of some negative-meaning words such as ‘cyber bullying’. This
misclassification suggests that the rate of negative sentiment is
likely over-estimated, so even more tweets should be considered
positive or neutral.

5.2.2 Topic Modelling. Topic modelling is an NLP technique for
identifying the main topics in a collection of texts, which could help
identify hidden semantic structures in a text body. It has been used
frequently for analysing Twitter data in different contexts [7, 9]. In
this study, we used the latent Dirichlet allocation (LDA) provided
by Gensim [11], a popular topic modelling and NLP Python library,
to analyse our Twitter data, aiming to identify different popular
topics UK schools discussed regarding cyber security and online
safety education on Twitter.

One of the critical parameters of using the LDA is to specify
the number of topics. To determine this parameter, we manually
examined and compared the results of topics and their associated
terms generated by the LDA model using different numbers of top-
ics. Then we decided to use six as the best number because it gives
the most meaningful set of topics. Six distinct topics are extracted
with manually added labels. These identified topics are closely in-
terconnected and reflect the core concepts and the general scope of
cyber security and online safety education. Topic 1: Safety and Topic
2: Cyber security are important to protect Topic 3: Personal data
including identify, data, and health-related information. Topic 4: De-
livery methods mainly represents how to deliver cyber security and
online safety education programmes/initiatives to schools, where
workshops, assemblies, and talks are amongst the most popular
physical delivery methods. Many tweets aim to market or show-
case cyber security and online safety events organised at school,
especially those hosted by external organisations and partners such
as the NOS or the NCA. Topic 6: Delivery formats is more related

to the different formats of content delivery, often in the form of
online safety posters, websites/links, guides, and newsletters. Nu-
merous tweets aimed to share these resources with the relevant
stakeholders and followers (such as parents and pupils).

6 CONCLUSION
Via a data-driven analysis of nearly 200k tweets from over 15k
Twitter accounts of schools in the UK, this paper provides the first
set of large-scale and real-world evidence about how schools have
been engaging with and publicly promoting cyber security and on-
line safety education. The findings can not only help evaluate how
various cyber security and online safety education initiatives have
been perceived by schools but also reveal areas for improvement,
e.g., it seems that independent schools have not been sufficiently
engaged with cyber security and online safety education initiatives
despite their access to more resources.
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