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 The aim of this study is to obtain operational insights 
of real-world practices across national CSIRTs, 
concerning cyber incident reporting channels, 
ticketing tools, incident classification schemes, and 
ways to identify appropriate responses. An online 
survey involving 19 staff members of 17 national 
CSIRTs was conducted, leading to four major findings. 
First, multiple reporting channels are provided by 
national CSIRTs for prompt incident reporting. 
Second, free, and open-source ticketing tools are 
popular among national CSIRTs for tracking reported 
incidents. Third, differing incident classification 
schemes are used across national CSIRTs, indicating a 
lack of standardised approaches that can have negative 
implications (for example, difficulties in cross-CSIRT 
information sharing). Fourth, for classifying incidents 
and identifying appropriate responses, manual 
approaches are used more than automated ones. We 
conclude that better cross-CSIRT efforts are needed to 
define a more standardised cyber incident 
classification scheme, and to develop more automated 
tools to support national CSIRTs’   operations. 

Keywords: 
CSIRT; computer 
security incident 
response team, 
national CSIRT; 
cyber incident; 
reporting channel; 
ticketing tool; 
incident 
classification; 
survey 

 

 
 

I. INTRODUCTION 
 

Cyber incidents continue to 
increase at an exponential rate [1–
3], due to the increasing number 

of vulnerable systems, software 
connected to the internet and users 
lacking security awareness. 
According to the Kaspersky 
Security Bulletin 2020 [4], over 
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500 thousand users became 
victims of ransomware, including 
over 100 thousand corporate users 
and nearly 16 thousand users from 
small and medium-sized businesses 
(SMBs). Furthermore, the COVID-
19 pandemic had expanded working 
from home, online learning, and 
online shopping, leading to 
unforeseen new vulnerabilities [5], 
causing an increase of new threats 
and cyber-attacks worldwide [6]. It 
has become technically 
challenging for victims to deal 
with all these incidents. The ever-
evolving and increasing 
sophistication of hacking 
techniques – coupled with the 
nature of “always on, always 
connected” systems – mean that 
there is little time for organizations 
to apply patches before attacks take 
place [7]. The lack of resources, 
such as tools, data, and security 
experts, further compound these 
challenges [8]. 

 
Current preventive measures are 

no longer sufficient to mitigate the 
increasing threat of cyber-attacks 
[9, 10]. For example, some widely 
used technologies such as intrusion 
detection systems (IDSs) do not 
have the capability to respond and 
handle incidents, but only detect and 
give alerts about possible cyber-
attacks [11]. Faced with concerns 
about the current global threat 
landscape, organizations need to be 
more cyber-resilient and equipped 
with alternative approaches to 
defend against cyber-attacks [12]. 
This includes having an effective 
team with relevant experience, as 

well as technical skills and capacity 
to respond effectively to cyber 
incidents. 

 
In order to address these 

concerns, many organizations  have 
set up a computer security incident 
response team (CSIRT) [13, 14], a 
computer emergency response (or 
readiness) team (CERT) [15] or a 
cyber (or computer) incident 
response (or readiness) team 
(CIRT) [16]. In this paper, we use 
the acronym CSIRT because it is 
more widely used in the research 
literature. 

 
This paper focuses on national 

CSIRTs, which are established at 
the national level to respond to 
cyber incidents  within their 
constituencies [15, 17–19]. They 
have received much attention due to 
their key role in safeguarding 
national infrastructures from cyber-
attacks. The EU NIS Directive (EU 
2016/1148, https://eur-
lex.europa.eu/eli/dir/2016/1148/oj), 
the first piece of EU-wide cyber 
security legislation, has legislated 
the establishment of national 
CSIRTs in every EU member state 
to safeguard from cyber-attacks. 
Similarly, the International 
Telecommunication Union (ITU), a 
UN agency, considers that national 
CSIRTs play an important role in 
effectively resolving cyber-attacks; 
as such, ITU actively helps UN 
member states without a national  
CSIRT  to  establish  one [16]. 
National CSIRTs are also entrusted 
at the national level to respond to 
cyber incidents and provide 
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appropriate support to victims in a 
timely manner [15, 20–22]. A list of 
national CSIRTs from around the 
world is available on the websites of 
the CERT/CC of Carnegie Mellon 
University [23] and on the website 
of ITU [24]. 

 
Nonetheless, to the best of our 

knowledge, there is only limited 
existing research on how different 
national CSIRTs handle incident 
reporting and responses. There is a 
lack of information regarding low-
level details such as how they 
classify incidents and how they 
decide what to do after receiving 
and investigating a reported 
incident. Instead, most research in 
the current literature focused on 
information sharing between 
CSIRTs [25], establishment of 
CSIRTs [9, 26], operational 
practices in organizational CSIRTs 
[27, 28], and management practices 
of CSIRTs [13, 14]. As a result, only 
limited insights are available for 
researchers and practitioners to 
understand operational practices of 
national CSIRTs. These limitations 
can cause negative consequences – 
for example, the existence of 
different practices can create 
barriers for cross-CSIRT 
collaboration. The above 
observations have been echoed in 
other areas of cyber security, for 
example, some researchers found a 
lack of empirical studies on how 
security practitioners respond to 
cyber incidents [29]. While some 
researchers have started and studied 
operational practices of CSIRTs 
[30, 31], this research area remains 

under-studied. The present study 
aims to address the above-
mentioned research gaps. 

 
In this work, we used an online 

survey method to understand and 
compare operational practices of 
different national CSIRTs. We used 
purposive sampling to invite staff 
members from multiple national 
CSIRTs, to obtain more generalized 
findings for different national 
CSIRTs. 

 
The overall aim of our study is to 

obtain operational insights of real-
world practices at different national 
CSIRTs, concerning information on 
incident reporting channels, 
ticketing tools, incident 
classification schemes, as well as 
the approaches used in classifying 
incidents and identifying the 
appropriate response to a reported 
incident. Our concrete Research 
Questions (RQs) are the followings: 

 
• RQ1: What are the reporting 

channels provided by national 
CSIRTs to facilitate reporting of 
cyber incidents in their 
constituency? 

• RQ2: What are the types of 
ticketing tools used to record, 
organize, and keep track of 
reported incidents, digitally, 
within national CSIRTs? 

• RQ3: What are the classification 
schemes used across national 
CSIRTs to classify reported 
incidents and how is this done? 

• RQ4: How do national CSIRTs 
identify appropriate responses to 
reported incidents? 
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The study makes the following 
main contributions to the existing 
body of knowledge: 

 
• It outlines different types of 

cyber incident reporting 
channels provided by national 
CSIRTs. 

• It provides a better 
understanding of national 
CSIRTs’ operational practices 
in handling reported cyber 
incidents. 

• It lays the foundation for some 
future research and provides 
development directions to 
different stakeholders, including 
national CSIRTs for improving 
their handling processes (for 
example, agreeing on a more 
standardized incident 
classification scheme across 
national CSIRTs), software 
developers and vendors for 
developing more useful tools for 
national CSIRTs, and 
researchers for con- ducting 
more targeted research (for 
example, developing more 
advanced machine learning 
methods for incident 
classification and response 
recommendation). 
 
The rest of this paper is 

organized as follows. Section II 
provides an overview of previous 
work on incident reporting 
channels, ticketing tools, incident 
classification schemes and 
approaches used in classifying and 
identifying technical solutions for 
incidents. Section III explains the 
method used in the study, the 

recruitment of participants and the 
data analysis strategy. Section IV 
presents the results from the study, 
while Section V discusses the 
interpretation and the implications 
of the results, as well as the 
limitations of the study. Section VI 
concludes the paper and provides 
several suggestions for future 
research.  
 
 

II. RELATED WORK 
 

Penedo (2006) [32] reported that 
email addresses and web forms 
were provided by the national 
CSIRT of Portugal (CERT.PT) for 
their citizens to report cyber 
incidents, while telephone calls and 
faxes were used for communication 
with victims reporting incidents. 
This practice conforms to the 
“Incident Handling Guides” defined 
by the US National Institute of 
Standards and Technology (NIST), 
which encourages organizations to 
publish a phone number and an 
email address for individuals and 
organizations to report incidents 
[33]. Penedo also highlighted the 
importance of ticketing tools such 
as AIRT [34] and RTIR [35] for 
tracking, annotating and keeping 
audit trails of all reported incidents. 
It is not clear from Penedo’s work 
whether CERT.PT actually used 
these tools. The study mentioned 
that incidents can be classified into 
generic types including denial of 
service (DoS), malicious code, 
copyright infringement, non-
authorized access, spam, and 
intrusion attempt. 
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Similar to the incident reporting 
channels reported in [32], Metzger 
et al. (2011) [27] stated that 
incidents were reported through 
emails, phone calls, faxes to the 
Liebniz Supercomputing Centre 
CSIRT (LRZ CSIRT), an 
organizational CSIRT in Germany. 
The study mentioned about the use 
of a centralized ticketing tool to 
generate “trouble tickets”, which 
refer to reported incidents. 
However, details about the ticketing 
tool were not included in [27]. The 
study also mentioned that manual 
and automatic approaches were 
applied at the LRZ CSIRT to 
identify appropriate responses to 
reported incidents. Koivunen 
(2010) [36] reported that incidents 
were dis- covered by the national 
CSIRT of Finland (CERT-FI) from 
monitoring systems and from  
security  data feeds generated by 
other organizations such as 
Shadowserver Foundation [37] and 
Team Cymru (https://team-
cymru.com/), but there was no 
mention of how individuals and 
organizations in Finland reported 
incidents to CERT-FI. The study 
mentioned that incidents received 
from system monitoring were 
recorded and processed using 
ticketing tools like CERT-FI 
Autoreporter [38] and AbuseHelper 
[30]. 

 
Riebe et al. (2021) [19] 

identified that incident reporting 
channels (emails and phone calls) 
were provided by Germany’s 
national CSIRT (CERT Bund) and 
state-level CERTs. The study also 

mentioned that the ticketing tool 
OTRS [39] was used to collect 
further evidence about reported 
incidents, and for responding to 
reported incidents. 

 
Villegas-Ch. et al. (2021) [9] 

pointed out the importance of 
ticketing tools on top of other 
investigative tools to include details 
of reported incidents and append 
other relevant artefacts in the 
incident tracking system. The 
authors stressed that ticketing tools 
need to be able to keep details of 
reported incidents for future 
retrievals and to update stakeholders 
of the number of incidents reported 
and resolved in the CSIRTs. 
Additionally, they also expressed 
the importance of classifying 
incidents into different types of 
incidents, but they did not give any 
concrete incident classification 
schemes. 

 
Some early efforts in classifying 

incidents began in the late 1990s, 
which includes the research work by 
John Howard, a PhD student at 
Carnegie Mellon University, USA 
[40]. Howard later moved to Sandia 
National Laboratories and 
developed a classification scheme 
“A Common Language for 
Computer Security Incidents” [41]. 
Though it is not a comprehensive 
classification scheme, it nonetheless 
has a minimum set of “high-level” 
terms, indicating their relationship 
(a taxonomy), which helps in 
classifying incidents. However, 
Howard’s scheme is quite old 
(defined 13 years ago), suggesting 

https://team-cymru.com/
https://team-cymru.com/
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the need for more modernized 
schemes. Our observation is echoed 
by Ibrishimova (2018) [42], who 
stated that the cyber incident 
classification scheme needs to be 
comprehensive and reflects the state 
of the art. 

 
All the related work reviewed 

above has highlighted some 
common problems, namely the lack 
of sufficient details about cyber 
incident reporting channels, the 
limited information about incident 
handling ticketing tools, as well as 
some inconsistencies in incident 
classification schemes or the 
approaches used for classifying 
incidents and for identifying 
appropriate responses. Furthermore, 
the mention of reporting channels, 
ticketing tools, classification 
schemes and the approaches used 
for classifying incidents are not 
comprehensive, as they represent 
only a smaller fragment of a large 
study. Additionally, most of the 
studies represent a single national 
CSIRT or an organizational CSIRT 
and are not representative of 
national CSIRTs, in other words, 
there is a lack of generalizability 
regarding their findings. This 
generalizability problem was also 
noticed by other researchers. For 
instance, Riebe et al. (2021) [19] 
mentioned that the results of their 
study cannot be directly generalized 
to provide a grounded assessment 
on the situation in other nations as 
their study was confined to a single 
constituency. 
 
 

III. METHODOLOGY 
 

The study used survey as the 
data collection method and online 
survey questionnaire as the 
instrument. Surveys (especially 
online surveys) have been widely 
used by researchers in various fields 
– including cyber security – to 
collect useful information from 
recruited human participants [43–
48]. We found this method to be 
most appropriate for our study to 
increase the diversity of human 
participants recruited and the 
national CSIRTs they represent in 
different parts of the world. The 
design of  our  online  survey  
followed  all  items  in the 
“Checklist for Reporting Results of 
Internet E-Surveys” (CHERRIES) 
[49]. Considering the security  and 
privacy of the data collection, we 
used the Jisc online survey system 
(https://www.onlinesurveys.ac.uk/), 
which is compliant with the EU/UK 
General Data Protection Regulation 
(GDPR) and with the CHERRIES. 
The study received approval from 
the University of Kent’s Central 
Research Ethics Advisory Group. 
On the first page of the online 
survey, we provided participants 
with a Participant Information Sheet 
(PIS) with details of the study and 
assurance to safeguard participants’ 
personal data, by complying with 
the GDPR. An online consent form, 
which was also part of the online 
survey, was used to obtain 
participants’ consent in our study. 
The online survey ran from 14 May 
to 15 July 2021. 

 

https://www.onlinesurveys.ac.uk/
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The survey questionnaire 
consists of six questions that 
directly relate to our research 
questions. Each of the six questions 
cover one of the following aspects: 
1) cyber incident reporting channels 
provided, 2) level of categorizing 
incidents, 3) the incident 
classification scheme(s) used, 4) the 
ticketing system used, 5) 
approaches to categorizing 
incidents, and 6) approaches to 
identifying appropriate responses to 
incidents. Four of the six questions 
(1, 2, 5 and 6) are multiple-choice 
questions, including an “Other” 
option and an open-ended text box 
for participants to fill in further 
details. The third question asked 
participants if they used the same 
incident classification scheme at 
MyCERT (where the first author of 
the paper works) and asked them to 
provide further details   of the 
scheme their national CSIRT used if 
that differs from MyCERT’s. The 
fourth question asked participants to 
enter free-formatted texts to 
describe the ticketing system or a 
similar system such as a customer 
management system. The online 
survey questionnaire can be found 
at    
https://cyber.kent.ac.uk/research/C
SIRTs/OIC-CERT-JCS-survey-
questionnaire.html. 
 
A. Recruitment of Participants 
 

We used purposive sampling to 
recruit staff members of selected 
national CSIRTs. This is a 
technique that uses selected human 
participants to obtain in-depth 

information about the study under 
investigation, based on their 
knowledge and experience. 
Purposive sampling is a non-
probability sampling procedure, 
where participants are selected 
because they satisfy specific 
characteristics needed for 
participation in the study [50]. This 
also allows to better align the 
sampling  to the aims and objectives 
of a study, therefore improving 
trustworthiness and validity of the 
data and result [51]. For our study, 
we sampled 19 staff members from 
17 national CSIRTs, as detailed in 
Table 1. Fifteen of the participants 
were recruited using contacts from a 
past study we conducted [52], for 
which they gave their consent to be 
contacted for future research.  We 
also recruited four participants 
through the first author’s personal 
contacts within the CERT/CC of 
Carnegie Mellon University, USA 
(https://www.cert.org/) and the 
Forum of Incident Response 
Security Team (FIRST) 
(https://www.first.org/). 

 
TABLE 1: List of Participants and The National 

CSIRTs They Were Affiliated With 

National 
CSIRT 

Country/Region #(Participant
s) 

MyCERT Malaysia 3 

CERT.at Austria 1 

BGD eGOV 
CIRT 

Bangladesh 1 

CERT.hr Croatia 1 

CSIRT-RD Dominican 
Republic 

1 

EcuCERT Ecuador 1 

CERT-FR France 1 

https://cyber.kent.ac.uk/research/CSIRTs/OIC-CERT-JCS-survey-questionnaire.html
https://cyber.kent.ac.uk/research/CSIRTs/OIC-CERT-JCS-survey-questionnaire.html
https://cyber.kent.ac.uk/research/CSIRTs/OIC-CERT-JCS-survey-questionnaire.html
https://cyber.kent.ac.uk/research/CSIRTs/OIC-CERT-JCS-survey-questionnaire.html
https://www.cert.org/
https://www.first.org/
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JpCERT/CC Japan 1 

NCSC-NL Netherlands 1 

CERT-PY Paraguay 1 

RNCSIRT Portugal 1 

SKCERT Slovakia 1 

INCIBE.CERT Spain 1 

Sri Lanka 
CERT 

Sri Lanka 1 

SWITCH-
CERT 

Switzerland 1 

TwCERT/CC Taiwan 1 

US-CERT USA 1 

 
B. Data Analysis 

 
We analyzed the data using both 

quantitative and qualitative 
methods. For the quantitative part, 
we used descriptive statistics to 
understand, explore, describe, and 
summaries the data, which consist 
of free-formatted answers to four 
open-ended questions [53]. We did 
not consider inferential statistics as   
we were not testing any hypotheses 
or theories. Descriptive statistics 
was preferred because it is more 
manageable, and the results are 
easier to understand [54]. For the 
qualitative part, we analyzed 
answers to the open-ended 
questions on reporting channels, 
ticketing systems and incident 
classification schemes.  Such 
answers were read, categorized, and 
summarized by the first author of 
the paper. For data from multiple 
participants of the same national 
CSIRT (only for MyCERT), the 
results were checked for 
consistency and there were no 
contradicting answers. 

IV. RESULTS 
 

This section presents the 
findings from the survey, following 
the order of research questions 
outlined in Section I. 
 
A. Types of Incident Reporting 

Channels 
 

RQ1 of the study is for gaining 
insights about cyber incident 
reporting channels provided by 
national CSIRTs. The data showed 
that majority of national CSIRTs 
(12, 70.6%) provide three incident 
reporting channels consists of 
email, telephone, and online form. 
This is consistent with previous 
studies on national CSIRTs [32] and 
those on organizational CSIRTs 
[27]. Interestingly, the data also 
revealed that email is the most 
common reporting channel 
provided by national CSIRTs (17, 
100%), followed by telephone (13, 
76.5%) and online form (12, 
70.6%). Other less common 
reporting channels provided by 
national CSIRTs include fax (1, 
5.9%), face-to-face (1, 5.9%), SMS 
messages (1, 5.9%), paper (1, 5.9%) 
and mobile application (1, 5.9%). 
The overall descriptive statistics are 
shown in Figure 1. Our study did not 
ask a question exploring the reasons 
behind the given answers regarding 
incident reporting channels. 
However, based on the first author’s 
experience as a staff member of 
MyCERT, the national CSIRT of 
Malaysia, we understand that it is 
because emails give more flexibility 
to reporters in terms of describing 
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an incident and appending relevant 
artefacts as attachments. 
 
B. Ticketing System Used 

 
RQ2 of the study is for gaining 

insights into ticketing systems used 
by national CSIRTs for tracking 
incident handling. 

 
 

Fig. 1: Incident reporting channels 
mentioned by participants in the survey 

 
All participants responded that 

ticketing systems are used in their 
national CSIRTs to record and keep 
track of reported incidents. This 
finding is consistent with previous 
studies [9, 27], which found that 
ticketing systems had been used by 
organizational CSIRTs to record, 
centralize, organize, and keep track 
of reported incidents. Our data also 
revealed that nearly half of the 17 
national CSIRTs used an open-
source ticketing system called RTIR 
(Request Tracker for Incident 
Response, 
https://bestpractical.com/rtir) (8, 
47.1%), followed by a commercial 
system called OTRS (Online Ticket 
Request System, 
https://www.otrs.com) (3, 17.65%), 
in-house built tools (3, 17.65%), 
two other commercial systems – RT 
(Request Tracker, 
https://bestpractical.com/rt) and 
BMC Remedy ITSM 

https://www.bmc.com/it-
solutions/remedy-itsm.html (1 for 
each, 5.89%), and an unnamed 
open-source system (1, 5.89%), as 
illustrated in Figure  2. 

 

 

Fig. 2: Types of incident-management ticketing 
tools used by national CSIRTs 

 
C. Incident Classification 

 
RQ3 of the study is for finding 

out how national CSIRTs classify 
reported incidents. The survey data 
indicated that a majority (12, 
70.6%) of the 17 national CSIRTs 
used manual approaches for 
classifying reported incidents, and 
the other five (29.4%) used hybrid 
(combining manual and automated) 
approaches. None of the 17 national 
CSIRTs used automated approaches 
only. The detailed statistics are 
shown in Figure 3. One participant 
responded that for hybrid 
approaches, free tools such as 
IntelMQ 
(https://github.com/certtools/intelm
q) were used to automatically 
classify some incidents that are 
reported by monitoring automated 
systems (for example, security 
feeds), while incidents reported by 
individuals and organizations were 
classified manually. Another 
participant mentioned that for 
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hybrid approaches, automated 
approaches were performed during 
the initial stage of incident 
classification while the final 
classification was confirmed by   
assessing each reported incident 
manually. This finding is largely in 
good agreement with a previous 
study that found a correlation 
between successful cyber incident 
responses with CSIRT staff’s 
interventions and abilities to 
conduct reasoning during incident 
response processes, which is done 
manually [55]. This finding is also in 
agreement with another piece of 
past research that showed the 
importance of human interventions 
on top of machine automation 
during cyber incident responses 
[21]. 

 
 

Fig. 3: Reported approaches for incident 
classification 

 
For RQ3, we are also interested 

in knowing about the scheme used 
by national CSIRTs to classify 
incidents. The survey data showed 
that participants from a majority 
(12, 70.6%) of the 17 national 
CSIRTs reported the use of a 
hierarchical incident classification 
scheme, including high- level types 
and sub-types, while those from the 
rest, five (29.4%) national CSIRTs 

classified incidents based on a short 
and linear list of general incident   
types. 

 
Our survey data also showed that 

10 out of the 17 national CSIRTs 
(58.8%) used their self-developed 
cyber incident classification 
schemes, three (17.6%) used the 
ENISA’s Reference Incident 
Classification Taxonomy 
(https://www.enisa.europa.eu/publi
cations/reference-incident-
classification-taxonomy), and 
participants from the rest (four) 
national CSIRTs (23.5%) did not 
disclose the scheme their national 
CSIRT used. Table 2 shows the 
incident classification schemes used 
by national CSIRTs, as reported by 
our participants. 

 
TABLE 2: List of Incident Classification 

Schemes Used by National CSIRT 
 

National 
CSIRT 

Country/ 
Region 

Classification Scheme 

CERT.hr Croatia 

https://www.cert.hr/wp-
content/uploads/2018/06/Natio
nal-taxonomy-for-computer-
security-incidents.pdf 

CSIRT-
RD 

Dominica
n 

Republic 

https://cncs.gob.do/csirt-
rd/recursos/guias-y-
recomendaciones/ 

EcuCERT Ecuador 

https://www.arcotel.gob.ec/wp
-
content/uploads/2018/11/Catal
ogoypriorizacion 
vulnerabilidades.pdf 

JpCERT/ 
CC 

Japan 
 

https://www.jpcert.or.jp/englis
h/doc/IR_ Report202Q3 
en.pdf 

MyCERT Malaysia 
https://www.mycert.org.my/po
rtal/full?id=44976922-60b2-
4740-8cbf-0839907fcf8c 

CERT-
PY Paraguay 

https://www.cert.gov.py/servic
ios/gestion-de-incidentes-
ciberneticos 

RNCSIR
T Portugal https://www.redecsirt.pt/files/R

NCSIRTTaxonomia v3.0.pdf 

SKCERT Slovakia https://www.csirt.gov.sk/graf-
83d.html 

TwCERT
/CC Taiwan https://www.twncert.org.tw/Inc

ident_ Handling Statistics 

US-
CERT USA 

https://us-cert.cisa.gov/CISA-
National-Cyber-Incident-
Scoring-System 

CERT.at Austria 
 SWITCH

-CERT 
Switzerla

nd 

12

5

0

0 2 4 6 8 10 12 14

Manual

Manual + Automated

Automated

https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy/
https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy/
https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy/
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D. Approaches to Identifying 

Appropriate Incident Responses 
 
RQ4 of our study is for gaining 

insights into the approaches used by 
national CSIRTs for identifying 
appropriate responses to reported 
incidents. As shown in Figure 4, the 
survey data revealed that 14 out of 
the 17 national CSIRTs (82.4%) 
used manual approaches to identify 
appropriate responses, two (11.8%) 
combined manual and automated 
approaches, and the last one 
participant did not mention the 
approach(es) used. 

 
The most interesting observation 

is that none of the 17 national 
CSIRTs surveyed reported relying 
solely on automated approaches. 
Perhaps this was not surprising, 
since previous studies have shown 
that cyber incident response tasks  
are very human-dependent due to 
the complexity of the tasks,  thus 
making it very challenging to 
automate [11]. According  to one 
participant, manual approaches 
were used to identify appropriate 
responses for incidents reported by  
individuals and new threats reported 
by external researchers, while 
hybrid (combining automated and 
manual) approaches were used for 

incidents generated by automated 
monitoring systems. 

 

 

Fig. 4: Approaches for identifying appropriate 
responses to reported incidents 

 
 

V. FURTHER DISCUSSION 
 

A. Key Findings 
 

In this subsection, we summaries 
the key findings for the four 
research questions we defined and 
discuss the implications for future 
research and development work. 

 
Incident Reporting Channels 
Provided (RQ1): The main finding 
here is that national CSIRTs largely 
provide multiple incident reporting 
channels, especially email, 
telephone, and online form. A few 
national CSIRTs still provide very 
traditional channels such as face-to-
face, paper and fax, probably to 
serve citizens and organizations 
who cannot or choose not to use the 
three main channels. While using 
multiple channels helps support 
citizens and organizations with 
diverse needs, it can complicate the 
incorporation of incidents reported 
via different channels into the same 
ticketing system and the same 
processing pipeline – this means 
more research into, and 
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development of suitable tools are 
required. 

 
Types of Ticketing Systems Used 
(RQ2): The main finding here is the 
observation that all the surveyed 
national CSIRTs reported the use of 
a ticketing system for cyber incident 
handling. Free and open-source 
ticketing tools are popular among 
national CSIRTs, indicating that – at 
least for this part – dependencies on 
(potentially expensive) commercial 
tools will not be a factor affecting 
the setup of new national CSIRTs. 
However, it remains unclear if such 
ticketing systems have been fully 
validated, or if they can support all 
the reporting channels effectively. 
This is part of a bigger research gap 
regarding validation of free and 
open-source tools used by national 
CSIRTs, reported recently by us in 
another study [52]. 
 
Incident Classification Schemes and 
Approaches Used (RQ3): For the 
first part of this RQ, we noticed the 
use of different incident 
classification schemes by different 
national CSIRTs, indicating that a 
more standardized classification 
scheme would be very useful for 
facilitating more effective 
information sharing and other types 
of collaboration between national 
CSIRTs. It would be better if this 
effort were initiated by cross-
CSIRT bodies such as FIRST or 
ITU, or international 
standardization bodies such as 
ISO/IEC or NIST. For the second 
part of the RQ, the main finding is 
that all national CSIRTs used 

manual or hybrid approaches to 
classify reported incidents. We 
noticed that the use of automated 
approaches was still limited, so 
developing more advanced 
automated incident classification 
methods and tools will be an 
important direction for future 
research and development. 
 
Approaches Used for Identifying 
Appropriate Incident Responses 
(RQ4): For this RQ, our main 
finding is the dominating use of 
manual approaches for identifying 
appropriate responses to reported 
incidents. 
 

Our work and past research [11, 
21, 55, 56] showed that it is 
important to involve CSIRT staff in 
the incident response processes. To 
help support staff of national 
CSIRTs, we can develop more 
advanced decision-support methods 
and tools, for example, human-in-
the-loop machine learning method 
re- ported in [57], which allow 
security analysts to work more 
closely with AI models. 

 
B. Limitations 

 
This study has a couple of 

limitations. First, the number of 
participants (19) and the number of 
national CSIRTs involved (17) are 
both relatively low, which might 
affect the generalizability of the 
results reported. Conducting a 
large-scale study involving more 
national CSIRTs – potentially 
during large conferences of national 
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CSIRTs such as those organized by 
FIRST – can be useful. 

 
Second, our study focused on 

collecting information about 
operational practices at national 
CSIRTs, not the reasons behind 
such practices. To this end, some 
follow-up empirical studies such as 
semi-structured interviews and 
focus groups will be very helpful to 
extend the reported work. 
 
 

VI. CONCLUSION 
 

Through an online survey 
involving 19 staff members of 17 
national CSIRTs, this study came 
up with the following four main 
findings regarding incident 
handling practices at different 
national CSIRTs. First, multiple 
reporting channels are provided by 
national CSIRTs to ensure incidents 
are promptly reported, detected, and 
dealt with. Second, free, and open-
source ticketing tools are largely 
used in national CSIRTs to keep 
track of cyber incidents; however, 
the validity of these tools remains 
questionable. Third, different 
incident classification schemes are 
used across national CSIRTs, 
indicating a lack of a standardized 
incident classification scheme for 
national CSIRTs. Fourth, manual 
approaches are predominantly used 
by national CSIRTs to classify 
incidents and to identify appropriate 
responses to incidents, indicating 
that incident response tasks still 
largely depend on manual tasks. 
These four findings help inform 

future research and development 
activities of national CSIRTs and 
other stakeholders, towards (i) 
cross-CSIRT efforts in developing a 
more standardized incident 
classification scheme, and (ii) the 
development of more automated 
tools that can help national CSIRT 
staff to classify incidents and 
identify appropriate responses more 
effectively and efficiently. 
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