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l. Introduction

Security is a very important issue in
multimedia communication applications. One of
the most frequently demanded security functions
in multimedia communications is multimedia
content protection, i.e., encryption of plain
multimedia data at the sender side and decryption
of the encrypted data at the receiver side. Typical
applications of multimedia encryption include
secure video streaming and secure multimedia
file sharing over open networks like Internet.

Since the 1990s, a lot of research efforts have
been devoted to find good solutions to
multimedia encryption [1-5]. While a large
number of multimedia encryption schemes have
been proposed in the literature and some have
been used in real products, cryptanalytic work has
shown the existence of security problems and
other weaknesses in most of the proposed
multimedia encryption schemes [6].

Some of the problems and weaknesses are
related to the essential conflicts between available
multimedia encryption techniques and the
underlying multimedia coding
standards/specifications. As a consequence, it
becomes a really challenging task how to design
a multimedia encryption algorithm with all the
desired features. In most cases, requirements on
some features have to be relaxed to make it
possible to find a feasible solution to multimedia
encryption. It is actually not a surprise since
security was not considered as an essential
concern at the design stage of any multimedia
coding standard/specification. Security-related
multimedia standards like JPSEC and MPEG4-
IPMPX do exist, but their main goal is to provide
a general framework of adding various security
tools into the multimedia coding systems, thus
enhancing the interoperability of different

http://www.comsoc.org/~mmc/

components and the renewability of broken
security tools.

Then, it becomes a question if multimedia
coding and communication systems can be made
more encryption-friendly. While the necessity of
developing such systems has been justified, it is
not clear yet if we will finally be able to find a
feasible solution. This calls for more research in
this interesting new direction.

In the following sections, I first give a brief
survey of research on multimedia encryption and
then suggest some open research topics about
encryption-friendly multimedia coding and
communications.

I1. Multimedia Encryption: A Brief Survey

There are a number of features we want to get
from a multimedia encryption scheme. The most
important ones are listed as follows.

e A reasonable level of security: the definition
of “reasonable” depends on the target
applications.

e Minimized influence on  compression
efficiency: in the ideal case, each syntax
element should not be influenced and keep its
original size after encryption. This feature is
called “size preservation”.

e Format compliance [7]: encrypted multimedia
data can still be decoded by any compatible
decoder without the knowledge of the
decryption key. This feature serves as a basis
of many multimedia  communication
applications such as post-processing of
encrypted multimedia data performed between
the sender and the receiver. Some special
forms of multimedia encryption, such as
perceptual encryption [8] and scalable
encryption [9], also require format compliance.

e Low computational complexity: this feature is
of particular importance in applications where
the computational resource is limited and/or
fast encryption speed is demanded. Examples
include video encryption on mobile phones
and real-time video encryption occurring at a
busy VoD server.
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Note that size preservation is much more useful
than it looks like. Since the encryption process
does not change the size of any syntax element,
only a small buffer will be enough to support
encryption, which help makes the encryption
suitable for those portable devices with very
limited memory. Furthermore, size preservation
also implies that the location of each syntax
element in the multimedia bitstream will not
change, either, so on-the-fly encryption and
simultaneous encryption at different positions
will be possible. One interesting application of
this feature is a wiki-like distributed video editing
service, where multiple editors can access an
online video simultaneously, edit selected parts of
the video and lock these parts temporarily or
permanently via encryption.

According to at which point encryption can be
added into the normal multimedia encoding
process, there are three possible approaches to
realize multimedia content protection: encryption
after encoding, joint encryption-encoding, and
encryption before encoding.

The first approach is the most natural and
simplest way to realize multimedia encryption,
and is often called naive encryption in the
literature. The main problem of this approach is
its incapability to maintain format compliance.

The third approach was mainly used for
encrypting uncompressed multimedia data like
BMP images. Since encryption generally leads to
a random-like output, unfortunately, it will be
very difficult (if not impossible) to further
compress the encrypted multimedia data.
Recently an innovative idea was proposed to
realize compression after encryption at the
encoder side by making the encryption key as
useful side information available at the decoder
side [10]. This proposal can achieve compression
after encryption at the encoder side, but
decompression and decryption at the decoder side
are still inseparable. As a consequence, format
compliance cannot be easily fulfilled, either.

Now it becomes clear that joint encryption-
encoding is the most appropriate approach to
multimedia encryption. To ensure format
compliance, some syntax elements should be left
unencrypted. That is, the idea of selective
encryption (also called partial encryption) [11-13]
should be used. Note that selective encryption can
help get a better balance between requirements on
security and complexity. According to which
syntax elements are selected for encryption with
what encryption technique(s), the following basic
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encryption methods have been reported in the
literature: secret permutations of various syntax
elements, FLC  (fixed-length  codeword)
encryption, VLC (variable-length codeword)
index encryption, secure entropy coding, “virtual
full encryption” working with arithmetic coding
or adaptive entropy coding, header encryption,
and so forth. Although most of the basic
encryption methods can provide acceptable
solutions to some applications, there always exist
tradeoffs between different aspects of the overall
performance of the joint encryption-encoding
systems. Some known tradeoffs are shown in the
following list.

e Secret permutations can easily ensure format
compliance and size preservation, but it is
not secure against plaintext attack when
being used alone.

e FLC encryption can absolutely maintain
format compliance and size preservation, but
it is unable to provide a very high security
level.

e VLC index encryption can be configured to
ensure format compliance and security, but it
always influences the compression efficiency
(though slightly in most cases) and cannot
maintain size preservation.

e Most secure entropy coders are -either
insecure against chosen plaintext attack or
unable to offer a better performance than
naive encryption (see Sec. I[V.B of [19] for
an example of the second case). Secure
entropy coding is often unable to keep
format compliance.

e “Virtual full encryption” and header
encryption cannot ensure format compliance
sometimes.

It has been found that most of the tradeoffs
are related to essential conflicts between the
encryption techniques involved and the
underlying multimedia coding
standards/specifications. In fact, plenty of
cryptanalysis work on error concealment attacks
[8, 14-17] has clearly shown that selective
encryption cannot conceal all perceptual
information effectively, because some perceptual
information is coded in such a way that it cannot
be encrypted effectively as long as format
compliance and/or low computational complexity
has to be maintained. This justifies the necessity
of the quest for encryption-friendly multimedia
coding and communication systems.
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Another interesting  observation about
selective encryption is the impossibility to offer
100% security. Assuming we choose to encrypt
ALL sign bits of ALL DCT coefficients in an
MPEG video, then only 50% sign bits will be
flipped in an average sense. A similar
phenomenon was demonstrated with a uniform
quantizer in [12]. This problem is obviously
related to the relatively short sizes of some
independently coded syntax elements (such as
sign bits) in coded multimedia data.

I11. Open Research Topics

According to our discussion given in the last
section, I feel the following research topics will
be of particular importance for the research on
encryption-friendly multimedia coding and
communications, and for multimedia encryption
as a whole.

A. New objective performance metrics tailored
for the specific needs of multimedia encryption
like ESS proposed in [18].

A number of metrics are needed to answer at least
the following four research questions:

e How to better measure the visual quality
degradation  of  selectively  encrypted
multimedia data?

e How to better evaluate the performance of
error-concealment attack?

e How to define multimedia-friendliness for
different multimedia coding and
communications systems?

e How to  better evaluate the overall
performance of a multimedia encryption
solution to a specific application?

B. Measurable technical limits of current
multimedia encryption techniques.

Based on the objective metrics developed for the
last suggested research topic, we can
quantitatively study how far different multimedia
encryption techniques can go on a given
multimedia coding and communication system.

C. Development of a general-purpose
benchmarking system for evaluating the overall
performance of different multimedia encryption
algorithms.
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An interface between various multimedia
encryption algorithms and  multimedia
coding/communication platforms should be
designed to ease the usability of such a
benchmarking system.

D. Possible amendments to existing multimedia
coding/communications  systems ~ or  new
paradigms of multimedia coding/communications,
for the benefit of enhancing encryption-
friendliness.

One possible direction is to further improve the
compression-after-encryption scheme proposed in
[10].

E. Joint watermarking-encryption and joint
fingerprinting-decryption.

By combining watermarking with encryption, we
will be able to not only enhance encryption-
friendliness of a multimedia
coding/communication system, but also its
friendliness to other security factors as a whole.
In addition, it is also possible to use the
embedded side information to enhance the
security of the multimedia encryption algorithms.

F. Information retrieval and other signal
processing operations performed on encrypted
multimedia data.

It certainly makes sense to do information
retrieval and signal processing operations on
selectively  encrypted  multimedia  data.
Furthermore, it is also possible to do the same
task on fully encrypted multimedia data,
according to some recent research in
cryptography.  Embedding  watermarks in
encrypted data might also be yet another way to
achieve the same goal.
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