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Abstract—In 1CC2008 and subsequent work, Lei et al. pro-
posed a user authentication system (virtual password system),
which is claimed to be secure against identity theft attacks,
including phishing, keylogging and shoulder surfing. Their au-
thentication system is a challenge-response protocol based on
a randomized linear generation function, which uses a random
integer in the responses of each login session to offer security
against assorted attacks.

In this paper we show that their virtual password system
is insecure and vulnerable to multiple attacks. We show that
with high probability an attacker can recover an equivalent
password with only two (or a few more) observed login sessions.
We also give a brief survey of the related work and discuss the
main challenges in designing user authentication methods secure
against identity theft.

I. INTRODUCTION

In any user-oriented security system, one of the most
important defensive components is the user authentication
module which allows the server to grant access to legitimate
users while denying access to impersonators [1]. Many types
of user authentication methods exist, differing primarily in the
principle used by the server to verify the identity of a claimant.
Prominent authentication principles are “what you know” (e.g.,
secret questions, PINs, passwords), “what you possess” (e.g.,
token based access), and “who you are” (e.g., biometrics).
There are also multi-factor user authentication methods which
combine more than one principles listed above.

Despite the diversity of recently-proposed user authentica-
tion methods, the simplest one based on static passwords/PINs
is still the most widely adopted method in computer and
network systems. This widespread popularity of the pass-
word/PIN method is mainly a consequence of the additional
costs (in terms of additional hardware and computer resources)
and the usability problems that are inherent in other (more
complicated) methods.

A well-known problem of a static password is its insecurity
against a replay attack: static passwords can be stolen and
then replayed to gain access through the server. Hence, under
a static password system, stealing a user’s static password im-
plies stealing the user’s identity. Typical identity theft attacks
include phishing [2], malware (such as keylogger and Trojan
horses) based attacks [3], and shoulder surfing attacks [4].
All of these attacks (phishing, malware and shoulder surfing)
can be described by the Matsumoto-Imai threat model [5] in

which the communication channel between the human user
and the verifier is under the control of an adversary. These
attacks are often referred to as “observer attacks”, “observation
attacks”, or “peeping attacks” [6]. In this paper, we use the
term “observer attacks”.

Several solutions to combat general and specific observer
attacks have been proposed since the early 1990s (see Sec-
tion IV for a brief survey). The focus of this paper is the
virtual password system proposed by Lei et al. [7], [8], in
which a randomized linear generation function is used to
protect a user from identity theft attacks. The proposed virtual
password system is claimed to be secure even if an attacker
can observe more than one login session. Similarly, another
virtual password system was proposed in [9], which is based
on the so-called “secret little functions” and codebooks. The
basic idea is to use a secret function/codebook for hiding the
password input from attackers. This method is very similar to
some earlier solutions such as the Pass-Algorithm [10] and the
codebook based solution proposed in [11].

In this paper, we re-evaluate the security of the virtual
password system proposed in [7], [8] and show that its security
can be easily compromised. Specifically, we show that an
equivalent password can be recovered from a few (normally
two) observed login sessions. This equivalent password can
then be used by an attacker to impersonate the user. The
computational complexity of the password cracking process is
very low. We also supplement our cryptanalysis with a survey
of previous work, the challenges and potential directions to
provide security against observer attacks.

The rest of this paper is organized as follows. The next
section briefly introduces the virtual password system pro-
posed in [7], [8] and a recent cryptanalysis reported in [12]. In
Section III we discuss how the virtual password method can
be broken. Related work and more discussions are provided
in Section IV. The last section concludes the paper.

II. THE VIRTUAL PASSWORD SYSTEM UNDER STUDY
A. The concept of “virtual password”

The basic idea behind “virtual password” is hiding the
password input using a virtual function. More specifically,
the server and the user share a virtual password composed of
the following two parts: 1) a fixed password X = x1 ---z,,
where x; € Z and Z is the set of all password characters;




2) a virtual function B : Z*"* — Z". For each login session,
the server generates a “random salt” Y = y;---y,, where
yi € Z, and the user has to input a “dynamic password”
K =k -k, =DB(X,Y) to pass the authentication process.
The fixed password is freely chosen by the user, but the virtual
function is generated by the server and sent to the user for
remembering. In essence, it is a common challenge-response
protocol based on a shared secret: the random salt is the
challenge, the dynamic password is the response, and both
of them depend on the fixed password.

In [7], [8], Lei et al. proposed to use a “randomized linear
generation function” as the virtual function, which can be
mentally computed by human users in their brains.! In this
case, the virtual function is actually fixed and not part of the
secret any more. Lei ei al. also based their security analysis
on this assumption in Section III of [7] and Section 3 of
[8]. Therefore, in the following we will consider the fixed
password as the only secret to be broken.

B. The virtual password system

The randomized linear generation function involved in the
virtual password system is a simple linear function modulo an
integer Z, where Z is the cardinality of Z. A random integer
c is generated to make the linear function behave in a random
manner. The fixed password is extended to include a password
string X = x;---x, and a secret integer a € Z. The secret
integer a is chosen such that ged(a,Z) = 1. Without loss
of generality, let us assume Z = {0,...,Z — 1}. Then, the
authentication process can be described by the following steps.

o Step I: The server generates a random salt Y = y; -- -y,
and sends it to the user, where y; € Z.

e Step 2: The user generates a random integer ¢ € Z,
calculates K = kq - - - k,, as follows:

- k1 = Bi(z1,a,11,c¢) = (ax1 +y1 + 22+ ¢) mod Z;
- ki = Bi(zi,a, ki1, yi,¢) = (akio1 +yi + i + e+
x;i1) mod Z for 2 < i < n, where i + 1 = ((i +
1) mod n) + 1.
Then, the user sends K to the server.

o Step 3: For ¢ = 0,...,7Z — 1, the server calculates K
in the same way as in Step 2, and checks if it matches
the response received from the user. If no any value of ¢
produces a match, reject the user; otherwise accept her.

Lei et al. claimed that due to the use of the random integer c,
the virtual password system is secure against multiple observer
attacks, i.e., even when an attacker can observe multiple login
sessions, he is still not able to recover the fixed password X
or the secret integer a.

C. A brute force attack reported in [12]

In [12], Coskun and Herley claimed that the above virtual
password system cannot resist a brute force attack. The basic

n [7], [8], Lei et al. also considered using a software/hardware helper-
application to do the calculation. This is not an acceptable setting in our
opinion, because hardware devices are also prone to shoulder surfing and
software helper-applications are prone to malware attacks.

idea is as follows. For the first observed login session, the at-
tacker can exhaustively search the four unknowns a, ¢, x;, ;1
for each i separately, which requires a complexity of O(Z%).
Coskun and Herley expect that only O(Z3) candidates of
a,c,x;,x;i1 will remain at the end. This process can be done
for one more observed login session, and the attacker gets
O(Z?) candidates. By repeating this process for two more
observed login sessions, the attacker will be able to uniquely
determine values of a, ¢, z;, x;11. The total complexity of the
brute force attack is thus O(n(Z*+2Z3+ 2%+ Z)) = O(nZ*).

The above brute force attack has a shortcoming that it
considers ¢ as a fixed value for all login sessions, but in fact
c is session-varying. It is possible to fix the above attack by
exploiting the correlation among k1, . .., k,, 21, ..., %y, a and
¢, but the attack becomes more complicated and may not work
for some passwords.

III. BREAKING THE VIRTUAL PASSWORD SYSTEM

In this section we propose a way of breaking the virtual
password system under study. Our attack is not a brute force
attack. It directly derives the secret integer a, from which an
equivalent password string X * can be obtained. The attacker
can then use X* and a to impersonate the user in future
login attempts. Although it is not necessary to break X
for impersonating the user, it may still be useful to recover
the original password string X. This can be achieved via a
practical brute force attack of c.

To facilitate the following description, we assume that the
attacker has observed two login sessions. The observed data in
the first session are Y = yy ---y,, K = ky - - k,, and those
in the second one are Y’ =y ---y.,, K’ =k} ---kI,. Denote
the random integers generated by the user in the two login
sessions by ¢ and ¢, respectively.

In the following, we discuss how to break a, obtain X*, and
recover X. We also give a concrete example to demonstrate
how the attack works, and then show some experimental
results about the success rate of the proposed attack for a
number of typical settings in practice.

A. Computing the secret integer a

From k1 = (ax1 + y1 + 22 + ¢) mod Z and k] = (ax; +
Yy + 22+ ) mod Z, we can get

ki — ki = ((yy —y1) + (¢ —¢)) mod Z, ey
or equivalently,
¢ —c=((ky — k1) — (y1 — y1)) mod Z. 2
For 2 <4 < n, we have the following equations:
ki = (aki—1 +y; +2; + 2,41 + ¢) mod Z,

k= (akl_; + vyl +2; + 2501 + ) mod Z.

K3

Subtract the first equation from the second one, we have

ki —ki = (a(ki_; —ki—1) + (y; —yi) + (' —¢)) mod Z. (3)



Substituting Eq. (2) into the above equation, we get

a(ki_y — ki) =
((kf = ki) = (y; — wi) = (k1 = k1) + (y1 — y1)) mod Z.

In the above equation, only a is an unknown. This means that,
if ged(kl_; — ki—1,Z) = 1, the attacker can get

a=(ki_;— ki)~ "

(K = ki) = (vi — wi) = (K1 — k1) + (y1 — 1)) mod Z,
“4)

where (ki_; —ki—1)~ — k;_1 modulo
Z.

Observing Egs. (1) and (3), we can see that ged(k]_; —
ki—1,Z) = 1 is not a rare event because y., vy;, ¢ and
¢ are independent random variables. Assuming k]_; — k;_1

distributes uniformly over Z, we can get

—k,»_l,Z):u:“O(ZZ):H(l—l),

plZ b

! is the inverse of k]_,

Problged (k}_,

where ¢(-) is Euler’s totient function. When Z = 10, the
probability is (1 — 1/2)(1 — 1/5) = 2/5, which means that
ged(k)_y — k;—1,Z) = 1 will happen at least once for two
independent login sessions with probability 1—(1-2/5)""1 =
1 —(3/5)""1. When n > 4, the probability is not less than
1—(3/5)* ~ 0.87. Therefore, in most cases two observed login
sessions are enough for the attacker to uniquely determine a.

The computational complexity of this step is very low, since
the only computation involved is Eq. (4), which has a worst-
case complexity of O((log Z)?) (i.e., the complexity of solving
the modular inverse).

B. Obtaining an equivalent password X*

After a is broken, the attacker can calculate an equivalent
password X* = 7 -- -z as follows:

e i =axy +x2+c= (k1 —y1) mod Z;

. .%';k =T, + Ty +c = (lﬂ —aki_1 — yi) mod Z for

2<i:<n.
Note that X* can also be calculated from K’ and Y’, or
any other observed challenge-response pair. The computational
complexity of this step is O(n).

With the equivalent password X* = x7 - - -z and the secret
integer a, the attacker can pass any future login session by
making the response in a slightly different way from Step 2
of the original challenge-response protocol.

o Step 2*: The attacker generates a random integer c* € Z,

calculates K* = ki -- -k, as follows:
- ki =B (27, y1,¢") = (2] + y1 + ¢*) mod Z;
- ki = B (2}, a,kj_y,yi, ") = (aki_y +yi + 2] +
¢*) mod Z for 2 <i <n.
Then, the user sends K* to the server.

It can be easily proven that the response K * is a valid response
that can help the attacker pass the user authentication in Step
3 of the challenge-response protocol:

o ki = (ax1 +y1 + 22 + (¢c+¢*)) mod Z;
o ki = (aki_{ +vy; +xi + 201 + (¢ + ¢*)) mod Z for
2<i1<n.
Apparently, the response K* is equivalent to the response K
calculated from X, a and a random integer (¢ + ¢*) mod Z.
Therefore, when the server tries (¢ + ¢*) mod Z, it will find
a match and accept the attacker as a legitimate user.

C. Recovering the original password string X

The equivalent password string X* is different from X.
In some cases, the attacker may want to recover the original
password string X, in order to get some privacy-related infor-
mation about the user.” If the user shares the same password
X over multiple systems/web sites, breaking X of one system
means breaking passwords of more systems.

Represent z7 = azx1 + 22 + ¢ = (k1 — y1) mod Z and
xf = x;+w;11+c = (ki—aki—1—y1) mod Z in the following
matrix form:

a 1.0 0 N
0110 0o of | ™ S
001 1 0 of | *2 T2—¢
0 0 01 0 0f. s = e mod Z.
0000 -~ 1 1] |"! Tn-17¢
1000 .- 0 1f L] L¥nmC

(5)

Denote the n x n square on the left side by A, the column
vector of x;’s by X and the column vector on the right side
by X’. The above equation can be simplified to be

AX =X’ mod Z.
Multiplying the adjugate matrix of A at both sides, we have
|A|X = (adj(A)X}) mod Z.
If gcd(JA[, Z) = 1, we immediately have
X = (JA|'adj(A)X}) mod Z = (A~'X?) mod Z.

If ged(|Al, Z) > 1, X cannot be uniquely solved. Instead, the
modular linear system can be reduced to be
|A] . , Z
————X = (adj(A)X}) mod ————-.
sed(A] 7y (AR AT 7)

4 .
Then, we can get the value of X modulo d(ATZ)

x= (m'fm) (A (mod )

In both cases, X has ged(JAl], Z)™ > 1 candidate(s) modulo
Z (for each possible value of c). Since there are in total Z
possible values of ¢, as a whole we will have Z - gcd(|A], Z)"
candidates of X. If Z - ged(|A|,Z)" < Z™, Eq. (5) helps
narrow down the password space.

2Note that many users set their passwords according to their personal
information such as their birthdays.



The above process can be done independently for different
observed login sessions. Then, the reduced password space
can be intersected to get an even smaller password space.
The reduction rate will be r = Z - ged(JA|, 2)"/Z™ =
gcd(|A|, Z)"/Z"~1. With m observed login sessions, the
reduced size of the password space will be Z"r™. To get
Z™r™ < 1, i.e., to uniquely determine X, we have

"= LZ;()f/ﬂ B [(1 ~1/n) logzlo—g ig(gcd(lAI,Z))w |

When Z =10, n = 4 and a = 3,7,9, we can get m > 3.
That is, only three observed login sessions are enough for the
attacker to recover X.

The determinant of A can be derived by performing Gaus-
sian elimination on the last row of A until there is only one
non-zero element. The result is as follows:

A= { o

a+1,

Note that X is not solvable if Z - gcd(|A|, 2)" > Z".

For instance, when Z = 10, n = 4 and a = 1, |A| = 0,

which means any value of X satisfies Eq. (5), thus rendering
it useless for recovering X.

The computational complexity of this step is

O (mnZ - ged(|Al, Z)" + Z?% - ged(|A|, Z)*™), where

the first term denotes calculation of the candidates and

the second one denotes intersecting two (or more) sets of
candidates.

when n is even,

when n is odd.

D. An example

In this subsection, we demonstrate the proposed attack with
a concrete example having the following parameters: Z = 10,
n=4,a="7, X = x1xox314 = 1234.
Assume the attacker has observed two login sessions:
e Y = Y1Y2Ysys = 1674: K = k1k2k‘3]€4 = 3526
(corresponding to an unknown random integer ¢ = 3);
o Y = ylyhysy, = 6837 K' = kikjkik), = 4094
(corresponding to an unknown random integer ¢’ = 9).
First, the attacker calculates a from Eq. (4). He finds that
when i = 2, k/_, — ki1 = k| — k1 =4 —3 = 1 satisfies
ged(k] — k1, Z) = ged(1,10) = 1. Then, he calculates (k] —
k1)~! mod Z = 1. Substituting it into Eq. (4), he gets

a=1-((ky—k2) = (yo—y2) — (k1 —k1)+(y1 —1)) mod Z
—((0—=5)—(8—6)— (4—3)+(6—1)) mod 10 = 7.

Then, he calculates X™* as follows:

o 7 = (k1 —y1) mod Z = (3 —1) mod 10 = 2;

o x5 = (ky—aki—y2) mod Z = (5—7-3—6) mod 10 = 8;

o x5 = (ks—aka—y3) mod Z = (2—7-5—7) mod 10 = 0;

o 2} = (ks—akz—ys) mod Z = (6—7-2—4) mod 10 = 8.
That is, X* = zjziziz) = 2808.

Now let us see if the attacker can impersonate the user
with X* and a. Assume in a future login attempt, the attacker
gets a new random salt Y* = 0174 from the server. Then,

TABLE 1
THE SUCCESS RATES OF THE PROPOSED ATTACK WHEN n = 4.

m=2 | m=3| m=4| m=5| m>6
Z =10 0.791 0.984 0.998 1 1
7 =26 0.838 0.988 0.999 1 1
7 =36 0.699 0.960 0.995 0.998 1
7 =52 0.839 0.985 1 1 1
7 =62 0.865 0.981 0.998 1 1
Z =95 0.985 1 1 1 1

he randomly generates an integer ¢* = 6 and calculates the
dynamic password K* as follows:
e ki =(2j4+y1+¢*)mod Z=(2+0+6) mod 10 =8§;
o k3 = (aki+yo+a5+c*) mod Z = (7-84+1+8+6) mod

10=1;

o k3 = (ak3+ys+a5+c*) mod Z = (7-14+7+046) mod
10 =0;

o kj = (akj+ys+ai+c*) mod Z = (7-04+4+8+6) mod
10 =8.

The attacker finally sends K* = 8108 to the server. The server
tries different values of ¢ and will find out that for ¢ = 9
the same response 8108 can be reproduced. As a result, the
attacker is accepted as the legitimate user and the attack is
successful.

E. Experimental results

We developed MATLAB implementations of the virtual
password system and of the proposed attack. We have per-
formed a large number of simulated attacks and verified the
correctness and feasibility of the attack. The code is available
at http://www.hooklee.com/Papers/Data/VPS.zip. Run Rando-
mAttack to simulate an attack, which will randomly generate
a password string X and a secret integer a, and then try to
crack a and derive an equivalent password string X*. After
cracking the password, a new login session is generated to
show the attacker can indeed impersonate the legitimate user.

We also wrote a MATLAB function SuccessRates to
estimate the real success rate of the proposed attack from
a number of random attacks. For six different values of
Z (corresponding to different combinations of digits, low-
ercase/uppercase letters, and other printable characters) and
different numbers of observed login sessions, Table I gives
the results we obtained from 1000 random attacks for n = 4.
One can see that in all the cases two observed login sessions
are enough to crack the virtual password system with high
probability. Note that with a larger value of n, the success
rate will be even higher.

IV. RELATED WORK AND MORE DISCUSSIONS
A. Existing solutions and their limitations

In [7], [8], Lei et al. claimed their virtual password system
is the first one secure against phishing, keylogging and shoul-
der surfing. However, there have been many other solutions
proposed to these problems since the early 1990s [6], [11],
[13]-[21]. Some of these solutions have been shown to be



insecure, but some still remain unbroken. In the following, we
give a brief survey of previous work.

Essentially, all the proposed solutions are some kind of
challenge-response protocols based on shared secrets. This is
not surprising because session-varying responses are essential
to disable replay attacks. The main part of a design is how the
user calculates the session-varying response from the challenge
and the shared secret. Let the shared secret, the challenge, and
the response be denoted by S, C' and R, respectively. The
typical design is to define a function F with R = F(C,S).
Since the attacker can observe C' and R, the main task is to
design a function F such that the attacker cannot (partially or
completely) recover S from C and R.

If a hardware device is available, it is not difficult to
choose a cryptographically strong trapdoor one-way function,
thus leading to a secure system. However, using a hardware
device means that the user has to enter her secret S on the
hardware device which is again prone to shoulder surfing. If
the hardware device is a general-purpose one like a mobile
phone or PDA, then mobile malware emerges as another potent
threat [22].

In case a hardware device cannot be used, the function F
has to be simple enough for a common user to calculate in
mind. Intuitively argued, it is non-trivial to find a function F
which is both secure and usable. Ensuring security becomes
significantly more challenging if we want the system to be
secure against attacks with a large number of observed login
sessions. For instance, Matsumoto and Imai proposed several
solutions in [5], [23], but all of them are insecure according to
cryptanalysis shown in [6], [24]. Two other solutions recently
proposed in [15], [21] have also been found insecure [25],
[26].

Some proposed solutions [13], [14], [24], [27] remain
unbroken so far, but they all suffer from the curse of usability —
the average login time is too long, the user has to remember an
unusually long password, or the mental computations the user
has to perform are difficult. In fact, most broken solutions also
have the same problem. For example, the solutions proposed in
[15] ask the user to remember 30-80 images as the password,
and the whole login process takes 1.5 to 3 minutes.

Since it is very difficult to design a strongly secure function
F, some solutions only aim at providing security against the
weakest observer attack, shoulder surfing [16], [17], [28]-[35].
The main goal here is reduced to avoid password leaking from
a few number of observed login sessions. Since the security
is drastically relaxed, it is much easier to design practical
solutions which are secure against shoulder surfing.

While most previous work tries to hide the password or
correct responses from attackers, recently a new approach
based on hidden challenges was proposed in [20], [36], [37].
The basic idea is to hide part of the challenges by using an
additional channel available only to the user. For instance,
in one design called UnderCover [20], the user covers her
palm on a moving trackball to receive the hidden challenges
from the computer. Her hand resting on the trackball obscures
external observation of an attacker (a shoulder surfer or a

hidden camera). The main problem with this approach is that
the terminal computer must be trusted, which is not a valid
assumption in some real attacks. UnderCover’s dependence
on the user’s behavior may also introduce potential security
problems since human users often do not behave in a secure
manner.

B. Main challenges and potential directions

It is clear that the main challenge we are facing is the
tradeoff between security and usability. It is easy to make a
system secure by relaxing usability, and vice versa. The diver-
sity of applications and human users’ behavior make it very
difficult to find a tradeoff acceptable for all applications and
all users. It may be necessary to make the user authentication
system dependent on a specific application and a specific target
user group. For instance, in e-banking services, we can safely
assume most users will be willing to accept a longer login
time and a longer password.

Another main challenge relates to the imbalance between
the human users and the potential attackers. While we assume
human users have very limited computational resource — their
brains, the attacker can have access to a supercomputer or even
a large number of zombie computers under his control.

While a really practical solution has not been found yet,
some researchers have pointed out several potential directions.
For instance, in [13], Li and Shum suggested some principles
and two general structures of designing challenge-response
protocols secure against observer attacks — Twins and Foxtail.
In a Twins protocol, the server sends a number of challenge
pairs to the user, and the user is asked to make a correct
response and an erroneous one for each challenge pair. In
a Foxtail protocol, the user makes use of some nonlinear
function to further conceal the correct response from attackers.
Both protocols are general frameworks and can be imple-
mented in many different ways, thereby offering an imminent
possibility of finding an implementation with an acceptable
tradeoff between security and usability in the future.

V. CONCLUSION

This paper re-evaluates the security of the virtual password
system proposed in [7], [8], and points out that it is not
secure against multiple observer attacks. With only a few
number of observed login sessions, an attacker is able to break
an equivalent password with high probability and uses it to
impersonate the legitimate user in any future login sessions.
It may also be possible to recover the original password.

How to design a practical user authentication system secure
against observer attacks is still an open question, and we call
for more research in this field. The main challenges include
how to achieve an acceptable tradeoff between security and
usability, and how to overcome the imbalance between users
and attackers in terms of available computational resources.
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