Universitit ==~
Konstanz

[
e %
20 A (O I T NI '
We| 7  HOCHSCHULE DER MEDIEN

fofofofo

Breaking Randomized Linear
Generation Functions based Virtual

Password System

Shujun Li*, Syed Ali Khayam?, Ahmad-Reza Sadeghi®,
Roland Schmitz*

"University of Konstanz, Germany
National University of Science & Technology, Pakistan
SRuhr-University of Bochum, Germany
4Stuttgart Media University, Germany

26 May, 2010



Universitat
nnnnnnnn

INTERNATIONAL CONFERENCE ST
ON COMMUNICATIONS HOCHSCHULE DER MEDIEN e /
he >

- The problem/system under study
- The threat model

- Virtual password system based on randomized linear
generation function

- A reported brute force attack

- Our proposed attack
- Getting an equivalent password
- Recovering the original password
- A simple example
- Simulation results

- Take-home message (with related work)
2124



IEEE

INTERNATIONAL CONFERENCE
ON COMMUNICATIONS

Universitit ==~
Konstanz

2010 e

HOCHSCHLULE DER MEDIEN

The problem/system under study



ISW = enA:
KKKKKKKK i 2\ )¢
avaiiil N—=

SR

Q The threat model o
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Who?
- Alice and Eve

What?

- Alice is typing her password.
- Eve is looking at Alice’s fingers

How?

- Eve is behind/beside AIice
- Eve installed a hidden camera.—— !.

- Eve’s malware in Alice’s PC

So, we need a solution!
4[24
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- Proposed by Li & Shum in 2002

___________________________________________________________ Computer ? Human __ ["Ajso, can be a
Password | Probabilistic (or
assiwor Fuzzy) Map
. ; | | ,
Twins Time-Variant o B Balanced
(Pseudorandom) * Challenge | Res oqnse . * Multiple-to-One
Source P Map 7(-)
Computer #* Human  Mapped Response 7
: One response is
Passward right, and another
is wrong
S l : l Foxtail
Time-Variant Two Challenges 5 Two Responses
(Pseudorandom) > g : g P
Source 1 €2 H 1272
v
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Q The virtual password system (VPS)
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Who and where? =
- Proposed by Lei et al. at ICC 2008 (two papers) W

- A journal edition was published later in Computer IaeE
Communications (also in 2008) Cejaits

What and how?

- “Virtual password”
8 - A static password X=x;X,...X,, in Z", where Z={0,...,Z-1}
- A virtual function 9: 72" — Zn
- Login = A challenge-response (Foxtail) protocol
M - The challenge: A “random salt” Y=y,y,...y, in Zn
= ' - Theresponse: A “dynamical password” K=k;k,...k, = B(X,Y)

o) (oo )
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~ VPS based on randomized linear

- The virtual function
- A randomized linear function modulus an integer Z

- The static password
- The password string X=x;X,...X, In Z"
- A secretintegerain Z

- The login process
- Server = User: Y=y,Y,...y,
- User: A random integer cin Z ==

- k;=8B,(X,a,Y,c)=(ax;+y;+X,+Cc) mod Z
- ki=Bi(X,a,k_1,Y,c)=(ak_;+y+Xx+c+x,,) mod Z, for i=2,...,n-1
- k,=8B,.(X,a,k, ;,Y,C)=(ak, ;+y,+X,+C+X,) mod Z

- User = Server: K=k;...k, 8/ 24



A reported brute-force attack
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- How?

- For n login sessions, exhaustive search X,a,Y,c and
Intersect the result to get the password

- O(nZ%) = 0O(nZ3) = O(nZ?%) = O(nZ) = O(n)
- What's the problem?

- C IS session-varying so simple intersection does not work.

- It can be fixed, but the attack will become more
complicated.
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- The idea
- We can turn to break an equivalent password X*,a

- Observed login sessions

- Login session 1: ¢, [Y=y,...y, = K=k,...k_ @
- Login session 2: ¢, |\Y=y’;...yV |, = K=K’;...K’,
- Breaking the secret integer a
- a(K'i17Kiq) = (Ki-k)-(Y'-y)-(K'-k)+(y'1-y1) (mod Z)
- If ged(k’ ;-k; 1, Z)=1, then
a = (K'1-Ki.) H((K'-k)-(Y'iyi)-(K' 1K) +(Y'1-y1)) mod Z
- Probability = ¢(Z2)/Z = lez(l-p'l)
- Complexity < O((logZ)?)
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= &, Getting an equivalent password (2)
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- Deriving an equivalent password string X*=x*,...x*,
- X% = (axytx;tC) = (Ki-y,) (mod Z)
- X* = (X+Xi,,+C) = (ki-aki ;-y;) (mod Z), for i=2,...,n-1
- X*, = (XX, +C) = (k-aki;-y;) (mod Z)

- To Impersonate the legitimate user
- Pick a random integer c* in Z

- Send a response K*= k*,...k*, to the server
- k*; = (x*;+y,+c*) mod Z
- k* = (ak* +y+x*+c*) mod Z, for i=2,...,n

12 /24
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Getting an equivalent password (2)
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- Deriving an equivalent password string X*=x*,...x*,
- X = (ax;tx;tc) = (Ky-y,) (mod Z)
- X* = (X+X,,+C) = (ki-aki ;-y;) (mod Z), for i=2,...,n-1
- X*, = (X tx+C) = (Ki-aki1-y;) (mod Z)

- To Impersonate the legitimate user
- Pick a random integer c* in Z

- Send a response K*= k*,...k*, to the server
- k*; = (x*;+y,+c*) mod Z
- k* = (ak* +y+x*+c*) mod Z, for i=2,...,n
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- It is possible to break X in most cases!

. & Breaking the original password?

How?
- X* = AX+c (mod Z), where A =

a

0
0

0
1

1
1
0

0
0

0
1
1

0
0

1
0

1
1

- |A] = a-1 (when nis odd) or a+1 (when n is even)

- If g=gcd(|A],2)=1: X = (A-1(X*-c)) mod Z
- If g=gcd(|A],2)>1: X = (|A|/g)*tadj(A)(X*-c) (mod Z/q)

- If g"<Z"1: The password space can be narrowed down to reveal

X with m>1 observed login sessions.

14 /24
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- Parameters: Z=10, n=4
- Password: a=7, X=1234

Two observed login sessions
- Login session 1: Y=1674 = K=3526
- Login session 2: Y’=6837 = K'=4094
Getting the equivalent password (a,X*=x*;X*,X*;X*,)
- a = gcd(4-3,10)1((0-5)-(8-6)-(4-3)+(6-1)) mod 10 = 7 v/
X*; = (3-1) mod 10 = 2
X*, = (5-7*3-6) mod 10 = 8
X*; = (2-7*5-7) mod 10 = 0
X*, = (6-7*2-4) mod 10 = 8

15/ 24
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- Success rate of 1000 random attacks (n=4)

m=2
Z=10 0.791
Z=26 0.838
Z=36 0.699
Z=52 0.839
Z=62 0.865
Z=95 0.985

- Try our MATLAB code yourself
- http://Iwww.hooklee.com/Papers/Data/VPS.zip

m=3
0.984
0.988
0.960
0.985
0.981
1

m=4
0.998
0.999
0.995
1
0.998
1

m=5
1
1
0.998

1

m=6
1

N

- Run RandomAttack to simulate an attack
- Run SuccessRates to estimate the success rate of a

number of random attacks

EEEEEEEEEEEEEEEEEEE
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- Security vs. Usability
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- T. Matsumoto and H. Imai, “Human identification
through insecure channel,” EUROCRYPT 91

Question Answer
- Y p
Hello! Hello!
Please fill the boxes Please fill the boxes
using characters from using characters from
{1,2,3,4,5,6,7,8,9,0}. {1,2,3,4,5,6,7,8,9,0}.
g=|2|8|5|117]|3|6|4 ¢=|2|8|5|1]7|3]6]|42

ﬂ‘ E!“EiiB!l ‘2!1.!2 4 !

3nget al.
(EU ROCRYPT’95
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T. Matsumoto, "Human-computer cryptography: An
attempt,” CCS'96
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- N. J. Hopper and M. Blum, “Secure human
identification protocols,” ASIACRYPT 2001
- Two protocols based on mathematical hard problems

- = Security may be ensured (if the underlying problem is
Indeed hard)

- Require the user to make deliberate errors and/or perform
nontrivial computations

- = Usability is problematic (166 seconds for login for an
Implementation reported in HB paper)
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Q Related work:
%o |5t Indeed that difficult?

- D. Weinshall, “Cognitive authentication schemes
safe against spyware ) Oakland 2006
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Xiaole Bai et al., "PAS: Predicate-based
Authentication Services Against Powerful Passive
Adversaries,” ACSAC’2008

s»DFGHKR :;ABDFGL 1sABFGJKLEDGHIMN .-CDEFKM
TUVWXYZ MORSUWY NSUWXZ PRUVWXZ OPSTUXZ

~DEFHJK ::CHKLNO :xCEHLNO :.DEFGJK csABCDEF

OPSTUVW PQRVXYZ RSUWXYZ OQSTVYZ GKLMORX |

owAFGHIJK . AEFHKQ .w.BCEFHJL:. AEGH ) . . .
MOQRSTV RSUWXYZ OPQUWZ MOQTI 2:NoNo  2:NoYes 2:YesNo 2:Yes Yes

ABEFGJKBCDEFH (. AGHJKM .« ABCD L o8
NPSTXZ  MQSTUXY NPQTUWY Lmnop LiNeNe /K B N-B—~ R

cWACEGKM «2:CDEFGH «sBCHKMN CDEF

NORTWXY JMOQSTU RTVWXYZ MORST 1.Noves B)d RM WER° H-F—~
™

anCEHKLMa3CEKLNO 0»ABEGKL [AGEE o
NPQRUVW PQRSVYZ OQSTVWY PQRSU 1:VesNo RS L[ml%—\ @J MC‘
syBCEFMO ::ACDEFJIJNeyACEHIM :0ACDG —

PQSTVWY OPQSTX NPQTUYZ KLNQS 0
5BCDFHJ WADEFGH . ABEJLNQ..ADEG 1:YesYes L/ml?"\ W}° RM B
MNQRSVY LMPQRUEESVWXY N

’QR
WwBDEKOP ACEFK B IE BBRE HJ
QSTUVXZ NPRSTVVWE » A
WBCDEFLN-CDJKN @ . B b ﬁ- us
PQRUVX PQSUXYZ™PRS™
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- Hirokazu Sasamoto, Nicolas Christin and Elji
Hayashi, “Undercover: Authentication Usable in
Front of Prylng Eyes,” CHI'2008
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Thanks for your attention!

It's time for questions and answers ©




