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Outlines

- Our motivation

- e-banking security is important

- CAPTCHAs are widely used in e-banking systems

- Our subjects of study

- 44 e-banking CAPTCHA schemes

- O(103) financial institutions + O(108) customers

- Our findings

- All e-banking CAPTCHAs were broken with a carefully 

selected set of CAPTCHA-breaking tools.

- CAPTCHA does NOT seem to be a sufficient e-banking 

security solution.
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Traditional CAPTCHAs:

Preventing automated login/logon

- CAPTCHAs against web bots

- Completely Automated Public Turing test to tell Computers 

and Humans Apart

I am a human!

Then solve this!
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e-banking CAPTCHAs everywhere?

- Login CAPTCHAs: 41 schemes

- Most banks in China

- O(100) banks in Germany

- O(1000) financial institutions in USA

- Four credit unions in Australia

- One major bank in Switzerland

- One bank in Pakistan

- One bank in Central America

O(100) million customers

Branches
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e-banking CAPTCHAs everywhere?

- Login CAPTCHAs: 41 schemes

- Most banks in China

- O(100) banks in Germany

- O(1000) financial institutions in USA

- Four credit unions in Australia

- One major bank in Switzerland

- One bank in Pakistan

- One bank in Central America

- Transaction CAPTCHAs: 3 schemes

- 2 schemes @ two major banks in China

- 1 scheme @ O(100) banks in Germany
> 110 million

customers

O(100) million customers

Branches
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What are transaction CAPTCHAs?

- GeCaptcha as a typical example

- GeCaptcha is the transaction e-banking CAPTCHA 

scheme currently used by O(100) German banks.

I want to transfer money!

Then solve this!
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What are transaction CAPTCHAs?

- An anatomy of GeCaptcha

=

+

+
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How does a real attack work?

- Scene 1: I try to transfer 10 EUR to Bob.

Receiver’s name

Receiver’s

account number

Bank code

Amount 

in EUR
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How does a real attack work?

- Scene 2: Eve’s Trojan manipulates transaction data.

33333333
60050101

1000

Attacker, Eve
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How does a real attack work?

- Scene 3: Sever sends a GeCaptcha image back.
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How does a real attack work?

- Scene 4: Eve’s Trojan forges a GeCaptcha image.
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How does a real attack work?

- Scene 5: I find the TAN No. 81 in my indexed TAN 

list and send it (424005) to Eve’s Trojan.

- Scene 6: Eve’s Trojan sends 424005 to the server.

- Scene 7: The server validates the received TAN and 

accepts the manipulated transaction request.

- Scene 8: (Some days/weeks later) I realized that my 

money had been stolen.
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How to forge a GeCaptcha image?

A CAPTCHA-breaking network

Morphological 

Operations

Line Detection

Image 

Inpainting

Genuine

CAPTCHA images k-means Layer 

Segmentation

Character 

Segmentation

Character 

Recognition

CAPTCHA Image 

Synthesis

Image 

Inpainting

Forged 

CAPTCHA image

- Image processing + Pattern recognition
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How to forge a GeCaptcha image?

Automated Attack 1
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How to forge a GeCaptcha image?
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How to forge a GeCaptcha image?
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How to forge a GeCaptcha image?

Automated Attack 1
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Successful rate = 100/100=100%
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How to forge a GeCaptcha image?

Automated Attack 2
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14101978 

Successful rate = 100/100=100%
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Breaking GeCaptcha:

Efficiency of the attacks

- Automated Attack 1

- Average running time ≈ 250 ms

- Automated Attack 2

- Stage 1 (offline): Average running time ≈ 5 seconds

- Stage 2 (online): Average running time ≈ 190 ms

- Platform

- Software: MATLAB 2008b / 2010a / 2010b

- Hardware: Levono ThinkPad T61 laptop with an Intel 

Core2 Duo 2.4 GHz CPU and with 2 GB memory
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Go beyond GeCaptcha:

All e-banking CAPTCHAs broken!

- 3 transaction e-banking CAPTCHA schemes

- GeCaptcha: 100/100=100%

- ChCaptcha1: 100/100=100%

- ChCaptcha2: 103/103=100%

- 41 login e-banking CAPTCHA schemes

- 38 schemes: n/n=100%

- 3 schemes: m/n>95%

- Here, n≥60



ACSAC 26

21 / 21

e-banking CAPTCHAs:

Love them or leave them?

- e-banking CAPTCHAs cannot be easily enhanced.

- Strong CAPTCHAs are hard to define and design.

- A more critical security-usability tradeoff

- Banks are passive and always want to save costs.

- Our recommendations

- Stopping depending on e-banking CAPTCHAs!

- Moving to trusted hardware!
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Thanks for your attention!

Now it’s time for questions 

Find more at http://www.hooklee.com/default.asp?t=eBankingCAPTCHAs

http://www.hooklee.com/default.asp?t=eBankingCAPTCHAs
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e-banking:

Bank customer’s first choice now!

- survey (2009)
Internet

Banking
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Is e-banking indeed secure?

- We are living in an insecure cyberworld 

- A CS student of Uni-Konstanz said:

- “I don’t use e-banking. I am lazy and afraid of …”
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e-banking security measures

- A list of e-banking security measures against 

different threats (phishing, MiTM, malware, etc.):

- login CAPTCHAs

- indexed TAN

- transaction CAPTCHAs

- mobile TAN

- hardware TAN generators

- photoTAN

- HBCI/FinTS

- …
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e-banking security and usability:

other measures deployed by banks

- indexed TAN

- Not secure against MitM attack

- mobile TAN

- Not secure against mobile malware

- Out-of-band channel does not exit for mobile banking

- Additional costs (SMS)

- Untrusted telecommunication service provider

- photoTAN

- Not secure against mobile malware

- hardware TAN generators and smart card readers

- Not very portable (usable), not cheap (no free lunch, > 10 €)

- But it seems to be the only way to go for the long run.
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What did we use for breaking e-

banking CAPTCHAs?

- Two new tools

- Digital image inpainting

- Image quality assessment (IQA) for character recognition: 

CW-SSIM = Complex Wavelet Structural Similarity Metric
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How to forge a GeCaptcha image?

Automated Attack 1

- Step 0: Segment the GeCaptcha image

- Step 1: Locate the text line with transaction data

- Step 2: Remove the genuine transaction data

- Step 3: Add user-expected transaction data
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How to forge a GeCaptcha image?

Automated Attack 2

- Stage 1 (offline): Recognize the user’s birthday

- Stage 2 (online): Forge GeCaptcha images

14 10 1978 
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How to forge a GeCaptcha image?

Automated Attack 2 (Stage 1)
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How to forge a GeCaptcha image?
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How to forge a GeCaptcha image?

Automated Attack 2 (Stage 2)
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Can GeCaptcha be enhanced?

- JPEG lossy compression does not help

- Automated Attack 1 still works fine.

- Change all foreground layers/objects to have the 

same range of gray values

- Both automated attacks fail.

- More advanced attacks can be developed.
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Our communications

with affected financial institutions

- German banks and e-banking service provider

- The IT departments were reached and showed worry 

about publicity our research on their reputation.

- Chinese banks

- We never reached the IT department of any bank.

- In fact we have trouble finding the right person.

- On the bank’s web site, there is often NO any information 

about how to reach the IT department.

- Calling the hotlines didn’t help to get further information.

- The bank hotlines seem to be polite but indifferent, but 

they are not the right people who should worry such things.
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Our communications

with affected financial institutions

- American financial institutions

- All the affected CAPTCHAs are technically supported by a 

single e-banking service provider.

- We didn’t get any response from this e-banking service 

provider.

- Financial institutions in other countries

- We gave up due to the frustration we had for German, 

Chinese and American financial institutions.

- Observations and conclusion

- So far, no affected banks have taken actions.

- Who are representing banks technically and who is really 

caring about the consequences of e-banking insecurity?
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German authorities are still 

recommending GeCaptcha…

- Recently a joint fact-finding commission of two 

German states (Baden-Württemberg and Nordrhein-

Westfalen) released a public press about the 

discovery of an organized crime of using e-banking 

Trojans to manipulate transactions.

- 2.5 million PCs worldwide and 400,000 ones in Germany 

were infected.

- 1.65 million Euro was involved.

- Indexed TAN is the main target.

- GeCaptcha is still one of the recommended “secure” e-

banking solutions...


