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- Our motivation
- e-banking security is important
- CAPTCHAs are widely used in e-banking systems
- Our subjects of study
- 44 e-banking CAPTCHA schemes
- O(103) financial institutions + O(108) customers
- Our findings
- All e-banking CAPTCHASs were broken with a carefully
selected set of CAPTCHA-breaking tools.

- CAPTCHA does NOT seem to be a sufficient e-banking
security solution.
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- CAPTCHAs against web bots

- Completely Automated Public Turing test to tell Computers
and Humans Apart

Type the characters you see in the picture below.
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- Login CAPTCHAs: 41 schemes

Most banks in China O(100) million customers
O(100) banks in Germany =

O(1000) financial institutions in USA = Branches
Four credit unions in Australia gt / T

One major bank in Switzerland -{% |np|>}=ﬁ]
One bank in Pakistan | €

One bank in Central America {i*

-1
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- Login CAPTCHAs: 41 schemes

Most banks in China O(100) million customers
O(100) banks in Germany =

O(1000) financial institutions in USA = Branches
Four credit unions in Australia gt / T

One major bank in Switzerland -{% |np|>}=ﬁ]
One bank in Pakistan | €

One bank in Central America {i*

eI

- Transaction CAPTCHAs: 3 schemes

2 schemes @ two major banks in China 1. 110 million
1 scheme @ O(100) banks in Germany HEE® |  customers

—

5/21



Q What are transaction CAPTCHAS? i« i1

“Csac.or®

ACSAC 26

- GeCaptcha as a typical example

GeCaptcha is the transaction e-banking CAPTCHA
scheme currently used by O(100) German banks.

zeCaptcha-Kaontrollbild f Jherwei LJhr 8

Betrdg in ERR: B39 93 nklaltz 0203040 12345 g8
itte gehen Sie die TAN neben der Nr 158 em -

| want to transfer money!

Then solve this!
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Q What are transaction CAPTCHAS? i 1 1.

An anatomy of GeCaptcha

GeCaptcha-Kaontrollbild fir I:uerwe LJhr
Betrdg in ERIR: 999,93 BRnkleitz 0203040 12345 g8 8 |

itte gehen Sie die AN neben der Nr 158 EII'1

GeCaptcha-Kontrollbild fir Uberweisung 16B:40:00 Lhr i
Betrag in ELIR: 933 99 Bankleitzahl: 10203040 Kanto-MNr.: 123455?’8/ =
Bitte geben Sie die TAN neben der Nr. 158 ein.
+
7 1 0. 19 7 &
P4 . . 9 7
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- Scene 1: | try to transfer 10 EUR to Bob.

Uberweisung ® Hilfe
Konto 228073302 Shujun Li  Eontokorrent [=]
Saldo in EUR: 1.012,12 H online-verflgb. Betrag in EUR: 1.012,12 H

Uberweisungsart: Tberweisung =]

Receiver’s name i
Empfanger:
\Friend, Bob Bank code

i Aus Vorlage

Konto-Nr. des Empfangers: Bankleitzahl:
1111111111 69291000 3 BLZ suchen
/Bei Kreditinstitut:
Receiver’s Wird autcmatisch gefllt
account number PEiThl LBl
10
Verwendungszweck 1: Verwendungszweck 2:
g \ Amount
[ Mehr .
, ; , In EUR

Konto-Nr. des Auftraggebers: Ausfihrungsdatum (TT.MM.111):

226073302 (optional)

Auftraggeber:

Shujun Li

Als Vorlage unter folgendem Namen speichern:

Eingaben prifen || Eingaben ldschen
! 8 /21
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- Scene 2: Eve’s Trojan manipulates transaction data.

Uberweisung ® Hilfe
Konto 22€072302 Shujun Li Eontokorrent El
Saldo in EUR: 1.012,12 H online-verfligh. Betrag in EUR: 1.012,12 H
Uberweisungsart: Uberweisung |E|
Empfanger:
e T Attacker, Eve it Aus Vorlage
Konto-Nr. des Empfangers: Bankleitzahl:
Tl 33333333 e i BLZ suchen
Bei Kreditinstitut: 60050101

Wird automatisch gefillt
Betrag in EUR:

>¢ 1000
Verwendungszweck 1: Verwendungszweck 2:
[ Mehr
Konto-Nr. des Auftraggebers: Ausfihrungsdatum (TT.MM.111):
226073302 (optional)
Auftraggeber:
Shujun Li

Als Vorlage unter folgendem Namen speichern:

Eingaben prifen ][ Eingaben ldschen

9/21
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Scene 3: Sever sends a GeCaptcha image back.

Uberweisung P Hilfe
Konto | 226073302 Shujun Li Kontokozzent ]
Saldo in EUR: 1.012,12H online-verflgb. Betrag in EUR: 1.012,12H
Uberweisungsart: | Uverweisung - |
Empfanger:
|Atzacker, Eve
Konto-Nr. des Empfangers: Bankleitzahl:
|33333333 _ | 60050101 |
Bei Kraeditinstitut:
|LBBW/BW-Bank Stuttgare
Betrag in EUR:
1.000,00
verwendungszweck 1: Verwendungszweck 2:
Konto-Nr. des Auftraggebers: Aush.:hmngsdatum (TT.MM. J}JJ}
(226073302 | _ ' (optional)
Auftraggeber:
[Shujun Li
Als Verlage unter folgendem Namen speichernr:
e
B
Bitte Auftrag,daten irm E"nntrnl!lbnld prufen und gefnrdcrtc TAH cungcbcn OK

[ Eingaben korrigieran ,[ Abbrechen ]

10/21
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- Scene 4: Eve's Trojan forges a GeCaptcha image.

Uberweisung P Hilfe

Konto | 226073302 Shujun Li Kontokozzent ||
Saldo in EUR: 1.012,12H online-verfugb. Betrag in EUR: 1.012,12H

Uberweisungsart:| tberweisung - |

Empfanger:
riend, Bob
Konto-Nr. des Empfangers: Bankleitzahl:

169291000
Bei f(reditinstitut:
|Volksbank Konstanz.

Bi Ii I in EUR: '
Verwendungszweck 1: Verwendungszweck 2:
Konto-Nr. des Auftraggebers: Ausfihrungsdatum (TT.MM.J)))):
1226073302 | | (optional)
Auftraggeber:
|Shujun Li

Als Vorlage unter folgendem Namen speichern: |
gin EUR: 10,00 Bankleitzahl: 111111
ie die ITﬂ’n sen der Nr.81 eini | -
= | e v e 1 rfur:: o —

)
1 Konto-Nr: 69291000 [

| Bitte Auagdatcn im Kontrollb:ld priifen und geforderte TAN cmgcbcn:- m 11 / 2 1

Eingaben korrigieren ] [ Abbrechen ]



Ac
“‘4

Q How does a real attack work?
ACSAC26

Scene 5: | find the TAN No. 81 in my indexed TAN
list and send it (4240095) to Eve’s Trojan.

Ditte cle ITAN-Uste nicht zersch

0431«! 16 760892 ;367750 £6123 61 027663 78 718377 91 998650
z 17 150083 32 557718 646765 62 120148 77 268971 92 761108
3 12103! 10 (094071 3 526381 63 456186 78 245037 93 666728
a SBT784 19 B35025 34 468164 64 154386 T9 208366 @4 515333

5 806245 20 136037 35 8COS53

~§§’§§_.
B3 %838 2

65 755848 B0 111545 95 985630

8 %28 588438
~n

6 643483 21 264016 38 469450 906831
7 228306 22 004228 W 956823

886916 23 419474 38 011755 3843 2156565
s 415390 24 099737 39 4E8464 100718 99 £4E325
10 433587 25 043300 a0 Q07791 424734 00 388574
T 923894 26 276377 M1 34925 709083 101 546655
vz 039632 27 003395 42 483774 57 060002 102 792463

3 284344 28 498276 43 TEG28 58 523883 109 154218

7
u 247305 29 284828 44 32375 59 307270 Y4 O 9 40 104 358379
18 892154 90 483774 48 730832 60 436502 75 SO1411 90 000286 105 836I56

- Scene 6: Eve’s Trojan sends 424005 to the server.

- Scene 7: The server validates the received TAN and
accepts the manipulated transaction request.

- Scene 8: (Some days/weeks later) | realized that my
money had been stolen.

12 /21
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- Image processing + Pattern recognition

Forged
CAPTCHA image
. =TT 1 > A
Morphological ' Image L
- F
Genuine e———— ——————— i
CAPTCHA images . . k-means Layer | | CAPTCHA Image |
Line Detection : 1 Svnthesis I
Segmentation 1 y I
S —— ]
N
Image Character Character
Inpainting Segmentation Recognition

13/21
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GeCaptcha-Kontrallbild fiir Uberwei 16:40:00 Uhr _
Betrdg in EUR: 99,99 Bankleitzayly 10203040 qntn- 1234575 8 F
itte geben Sie die TAN neben der Nr. 158 ein. -
Forged
CAPTCHA image
mEmmmm—m————— 1
Morphological ' Image [7 A
Operations ’} Inpainting !
J bmmmm e ———— : i
Genuine m———— R |
CAPTCHA images . . k-means Layer | | CAPTCHA Image |
Line Detection Segmentation i Synthesis i
| S K —————— ]
Image Character Character
Inpainting Segmentation Recognition

14 /21
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Forged
jmm—————————— : CAPTCHA image
Morphological ' Image 1 7 A
Operations A Inpaintin 1 i
R P S ] i
Genuine m———— ——————— "
CAPTCHA images e bete k-means Layer |/ | CAPTCHA Image |
ine Detection Segmentation : Synthesis :
[ —— ]
N
Image Character Character
Inpainting Segmentation Recogpnition
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GeCaptcha-Kontrollbild fiirr Lberwei 16;40; Ll 8 -
W
1 :
‘%ltte gehen Sie die TAN neben Iar MNr. 158 EI -
Forged
____________ CAPTCHA image
- | : -7 A
Morphological " Image Lo !
o __ Operations A i 1 ;
ot il R 8 ] |
Genuine m———— [ |
i I
CAPTCHA images Line k-means Layer i CAPTCHA Image :
Detection Segmentation : Synthesis I
| S R ————— ]
Image Character Character
Inpainting Segmentation Recognition
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GeCaptcha-Kontrollbild fiirr Lberwei 16:40:00 Whr -
17
Betihy in EUR' 1,00 Bagkleitzahl{ 19535402 HDT-NL 1185 8 =
itte geben Sie die TAN neben der Nr. 158 ein. -
R R Forged
____________ CAPTCHA image
- : > A
Morphological Image LT !
Operations inti 1 i
(bt & ] __Inpainting |
Genuine m———— R |
CAPTCHA images _ _ k-means Layer | CAPTCHA Image |
Line Detection Segmentation ] Synthesis i
L e — ]
A
Image Character Character
Inpainting Segmentation Recognition

Successful rate = 100/100=100%
1717121
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] Gebap ha-Kontrollbilg fur: Uberweisung || 06:56:0 LALT [.]]
f" | Bitte geben Sie die T2 neben deriNr. 158 ¢ jj'_j -
- Betragin EUR: .00 BanKleizahl: 18635402 Konto-Kr 21185 4 =
Forged CAPTCHA
jmmmmmm e e | image
Mgrpholt(_)gical /E Image 'l___,.——"’7 A
perations v i I
e /et
Genuine Fe———-- ——————— 1
CAPTCHA images _ _ k-means Layer I CAPTCHA Image |
Line Detection Segmentation : Synthesis :
e o o o e .K ______ ]
Image Character Character
Inpainting Segmentation Recognition
74.1/0. 19 7 8
| e 141071978 14101978

Successful rate = 100/100=100%
18/21
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- Automated Attack 1
- Average running time = 250 ms

- Automated Attack 2

- Stage 1 (offline): Average running time = 5 seconds
- Stage 2 (online): Average running time = 190 ms

- Platform
- Software: MATLAB 2008b / 2010a/ 2010b

- Hardware: Levono ThinkPad T61 laptop with an Intel

Core2 Duo 2.4 GHz CPU and with 2 GB memory
19/ 21
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- 3 transaction e-banking CAPTCHA schemes
- M@ GeCaptcha: 100/100=100%
- ChCaptchal: 100/100=100%
- ChCaptcha2: 103/103=100%

- 41 login e-banking CAPTCHA schemes
- 38 schemes: n/n=100%
- 3 schemes: m/n>95%

- Here, n=260

20/ 21
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e-banking CAPTCHASs cannot be easily enhanced.
Strong CAPTCHAs are hard to define and design.
A more critical security-usability tradeoff

\ /
Banks are passive and always want to save costs.

Our recommendations
- Stopping depending on e-banking CAPTCHAS!
- Moving to trusted hardware!

21/21
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Thanks for your attention!

Now it’s time for questions ©

Find more at http://www.hooklee.com/default.asp?t=eBankingCAPTCHAS



http://www.hooklee.com/default.asp?t=eBankingCAPTCHAs
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ACSAG 26 Bank customer’s first choice now! i

American
- OO i, survey (2009) ntermel

Banking
/

Preferred Banking Method
alage grovps

400
—|niternet Banking

——Hranches
A0
0 T
—fifall

—Telephons

==Mokils

Linknown

2007 2008 2009
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- We are living in an insecure cyberworld ®
all _=Ident|t att

S S
ttack 2 ksg

injections T ruguewaFE hijackin huffer £ —_—— ,
= Sipharming W cryptovirology iéz%ﬁézﬁ%;] — tE

= mtkltslmjanS_eprmtsm S

botnets = [ S=

- A CS student of Uni-Konstanz said:
- “I don’t use e-banking. | am lazy and afraid of ...

24121
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A list of e-banking security measures against
different threats (phishing, MiTM, malware, etc.):
/- login CAPTCHAs > E—
- indexed TAN > [EEEEEEE

- transaction CAPTCHAS :

GeCaptcha- Kontrollhlldf Uberwei Uhr | soiE 800167645 271613670 0 ] o Wik ’H ¥ ;
Bty in EIR: 99,99 nklsnz 0203040 12345 B g | s B %F-E:’nﬁi_ 3 ;
\ itte geben Sie die TAN neben der Nr 158 em o HER B NS 7&17—?{4‘99#? | stmedm 1B /

mobile TAN @TTEER
hardware TAN generators
photoTAN

25121
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Indexed TAN
- Not secure against MitM attack

mobile TAN

- Not secure against mobile malware
- Out-of-band channel does not exit for mobile banking
- Additional costs (SMS)

- Untrusted telecommunication service provider

photoTAN
- Not secure against mobile malware

hardware TAN generators and smart card readers
- Not very portable (usable), not cheap (no free lunch, > 10 €)
- But it seems to be the only way to go for the long run.

26 /21
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- Two new tools
- Digital image inpainting

- Image quality assessment (IQA) for character réébghition:
CW-SSIM = Complex Wavelet Structural Similarity Metric

standard templates

112131415161 718]1210

sample test images (randomly selected from 2430 images)

3171415101212 1819141718141/ 131
Sid16]213121519161812]101&14]171]/
S8I1318171615181218171817]10]2]1210
51219141613 1214161 1]/ 1012} |8]6
olslel6lolzI5]71¢cl216l3|¥I21I5] 1
sl61&€11131517121015]01512171819

27121
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- Step 0: Segment the GeCaptcha image
- Step 1: Locate the text line with transaction data
- Step 2: Remove the genuine transaction data

- Step 3: Add user-expected transaction data
Soonegr s Spakpto o i 8

itte geben Sie die TAN neben der Nr. 158 ein.

GelsaptcHa-konthal bild fie Ih e piki 16: 400U a
[iif] t g E&R 999 iEi: RkIBite DEDSDAD gmn- TE3A5 8 8 rll
itte geben Sterlie AN niabenderNri 158 €1 =

Betrag in ELUR: 933 99 Bankleitzahl: 10203040 Konto-Mr.: 12345675

GleCaptcha-Kontrollbild fir Oberwei 16:40:&hr |
Betihy inggﬂ: 100 Ba |eitzahlmg535502 KTJN 118557" 8 —
I

itte geben Sie die TAN neben der Nr. 158 ein. - 28 / 21



Q'_j How to forge a GeCaptcha image?
Automated Attack 2 A nax

ACSAC26
- Stage 1 (offline): Recognize the user’s birthday
- Stage 2 (online): Forge GeCaptcha images
WG
174. 1. 19

149.1 0. 19 > 8 /
|
714107978 14 10 1978 v

Bitte geben Sie die TAN neben der Nr. 158 ein.

~
Co

GeCag%ha Kontmllbu;gur Uberwasung ! DB 56 D hr

E E Betrag in EUR: +00 Barkleitzahl 18635402 Konto-Nr “121185

e geben Sie die TEN neben deriNr. 158 i ] 8 ‘I“

29 /21
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elCaptcha-Kontrallbild fir herwe LJhr
Eatfﬂg in ERR: EEE 9 BEnklaitz I:IEEIEIEI4EI 12345 5] 8 '

itte gehen Sie die AN neben der Nr 158 EII'1 -
Forged
CAPTCHA image
] mEmmmm—m————— 1 A
Morphological ' Image {7
Operations ’} Inpainting |
S —— ]
Genuine mm————— i ————— i
CAPTCHA images . . k-means Layer | | CAPTCHA Image |
Line Detection Segmentation : Synthesis !
L e — ]
=K
Image Character Character
Inpainting Segmentation Recognition
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ﬁﬂi_ﬂi.tﬂi-l{ ntrall
t:imrq in/ R Ry pog e

Forged
jmm————————— : CAPTCHA image
Morphological : Image ] T A
Operations A Inpaintin !
By AWkl
Genuine m———— e o o o |
CAPTCHA images e bete k-means Layer |/ | CAPTCHA Image |
ine Detection Segmentation : Synthesis :
S —— ]
N
Image Character Character
Inpainting Segmentation Recogpnition
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PN

Morphological
Operations

GeCapicha ool fr Db TEanOY U
Betifain Egn 999,99 Gankisitzd 1020300 o e} 12345578 8
itte gehen Sie die TAN naben der Nr. 158 sin.

Genuine
CAPTCHA images

Line Detection

Image
Inpainting

k-means Layer |}/
Segmentation

Image

Forged
CAPTCHA image

-
-
-
-
-
-

i
CAPTCHA Image |
Synthesis '

]

Character

Character

Segmentation

Recognition

32/21
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Forged
____________ CAPTCHA image
- | i -7 A
Morphological : Image |l ,,,,,,,
TR i Operations A Inpaintin I
| 5'7217;55;5:%‘"2,{}};;2“”;“f‘,&*gg‘ﬁ?ﬂ 8 L | o 1 8 ,," L___f____g___:
Genuine m———— e o o o |
CAPTCHA images _ _ k-means Layer | | CAPTCHA Image |
Line Detection Segmentation : Synthesis :
| —— .K ______ ]
Image Character Character
Inpainting Segmentation Recognition

“4
i

4.

1/0. 19 > 8

33/21
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PN

GeCapicha ool fr Db TEanOY U
Betifain Egn 999,99 Gankisitzd 1020300 o e} 12345578 8
itte gehen Sie die TAN naben der Nr. 158 sin.

[
- |

Genuine
CAPTCHA images

Operations

Morphological

Line Detection

k-means Layer }/
Segmentation

Image
Inpainting

14

1/.0. 19 8

N

Image

Forged
CAPTCHA image

-
-
-
-
-
-

i
CAPTCHA Image |
Synthesis '

]

Character

Character

Segmentation

Recognition

14107978 14101978
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Acé“};"é . Automated Attack 2 (Stage 2) e
.4 GeCapctha-Kontrolibilg fur: Ubenweisling  06:56:0 LALT [.]]
[ \ \1_ egeben Sie die T/ >neben derNr. 158 ”Ij_ -
- Betragin EUR: +,00 BanKleizahl: 18635402 Konto-r' 21135 -
Forged
____________ CAPTCHA image
_ I 1 - Y
Morphological ' Image L 7 !
B mnamini | E—— ]/1__Mnpainting |
Genuine ' P ——————

CAPTCHA images

Line Detection

k-means Layer }/
Segmentation

Image
Inpainting

14

1
I CAPTCHA Image
! Synthesis E

o e e e e e |K ------
Character Character
Segmentation Recognition

14107978 14101978
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- JPEG lossy compression does not help
- Automated Attack 1 still works fine.

- Change all foreground layers/objects to have the
same range of gray values
- Both automated attacks fail.
- More advanced attacks can be developed.

Btrad in|[BUR] 9bd, dleBEnkEi2ah): [1 2845678 ) KohtoNrl: 0fd3dko0 | I.| |

1 T . 1 Bl
7 g s il v o g 8
| Mype i 4] 1{ qur Iy A0 ?l..'flhA I |

7] fUt‘Nd I Hur it luf tityeryw 2]

[aa]
[}

b=
[=]

Etrad in[BUR] 989 DleBhnkHidan): | 1254567 Jur: Jof 3[40% Il
e e U R ¥ N A ':k
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- German banks and e-banking service provider
- The IT departments were reached and showed worry
about publicity our research on their reputation.
- Chinese banks
- We never reached the IT department of any bank.
- In fact we have trouble finding the right person.

- On the bank’s web site, there is often NO any information
about how to reach the IT department.

- Calling the hotlines didn’t help to get further information.

- The bank hotlines seem to be polite but indifferent, but
they are not the right people who should worry such things.
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- American financial institutions

- All the affected CAPTCHAs are technically supported by a
single e-banking service provider.

- We didn’t get any response from this e-banking service
provider.
- Financial institutions in other countries
- We gave up due to the frustration we had for German,
Chinese and American financial institutions.
- Observations and conclusion
- So far, no affected banks have taken actions.

- Who are representing banks technically and who is really

caring about the consequences of e-banking insecurity?
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- Recently a joint fact-finding commission of two
German states (Baden-Wirttemberg and Nordrhein-
Westfalen) released a public press about the
discovery of an organized crime of using e-banking
Trojans to manipulate transactions.

- 2.5 million PCs worldwide and 400,000 ones in Germany
were infected.

- 1.65 million Euro was involved.
- Indexed TAN is the main target.

- GeCaptcha is still one of the recommended “secure” e-
banking solutions...
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